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Points of Contact in Information Technology and Computing Services

Vice President, Information Resources,
and Chief Information Officer (CIO)
Dr. Christine Cermak
Phone: (831) 656-3411
E-mail: CIO@nps.edu

Executive Director, Information Technology
and Communication Services (ITACS)

Mr. Joe LoPiccolo

Phone: (831) 656-2994

E-mail: EDITACS@nps.edu

Deputy Director, Information Technology and
Communication Services (ITACS)

Ms. Terri Brutzman

Phone: (831) 656-7957

E-mail: DDITACS@nps.edu

ITACS Resource Manager
Mr. Jim Hall
Phone: (831) 656-1066
E-mail: ITP@nps.edu

Technology Assistance Center (TAC)
Phone: (831) 656-1046
E-mail: TAC@nps.edu
Web: http://remedy.nps.edu

Technology Assistance Center Manager
Mrs. Chris Abila
Phone: (831) 656-2195
E-mail: TACMgr@nps.edu

Telephone Systems Information and Help
Phone: (831) 656-1033
E-mail: tco@nps.edu
Web:
http://intranet.nps.edu//ITACS/Phones/

Network Operations Center Manager
Ms. Lonna Sherwin
Phone: (831) 656-3664
E-mail: NOCMgr@nps.edu

Mainframe Operations Manager
Mr. Bob Gentry
Phone: (831) 656-3698
E-mail: MOMgr@nps.edu

Educational Technologies Manager
Mr. Jonathan Russell
Phone: (831) 656-3235
E-mail: ETMgr@nps.edu

Business Solutions Manager
Mr. Alan Pires
Phone: (831) 656-2752
E-mail: BSGMgr@nps.edu

Information Assurance Manager
Mr. Jason Cullum
Phone: (831) 656-2428
E-mail: iam@nps.edu

Manager, Information Assurance and Privacy
Act Program

Mr. Chris Gaucher

Phone: (831) 656-3417

E-mail: iam@nps.edu




IT User Responsibilities

In consideration of its primary educational mission, NPS authorizes use of its computing and
information system resources for all purposes reasonable related to graduate education and research;
to intellectual and scholarly inquiry; to the NPS military mission; and to the general professional
interests and growth of its faculty, staff, and students. Faculty, staff, and students are encouraged to
make maximum use of these resources for expanding their professional horizons, and for increasing
their knowledge, skills, and ability to contribute to NPS and to the community at large. Minimal
incidental and innocuous use of these resources for personal study and communications that
contribute to generally increasing those computer and information resources skills crucial to
education, research, and professional development is also authorized.

NPS restricts only those uses of its computing and information system resources that are clearly
inappropriate in a taxpayer-supported institution, or which are clearly inconsistent with the
professional standards expected of its faculty, staff, and students. In any instance involving a
question as to whether a specific action or conduct is or was appropriate, the primary consideration
should be whether such action or conduct would be consistent with that expected of military
officers, scholars, public servants, and members of the professional academic community, who
realize that their actions reflect not only on themselves, but on NPS and DoD as well.

Network monitoring tools are used to obtain detailed information relating to network performance,
security vulnerabilities, and the amount and types of usage. This information can be used to
monitor compliance with School policies, including appropriate use. All users should be aware that
NPS computer and information systems and networks are subject to monitoring at all times, and
that use of these resources implies consent to such monitoring. Consequently, no expectation of
privacy should be assumed regarding information transmitted, received, or placed in NPS systems.

NPS IT Users are responsible for all activity on their computing account and are required to abide
by the NPS Appropriate Use Policy NAVPGSCOLINST 5230.4D —
http://intranet.nps.edu/ITACS/Policies/docs/001.pdf) and the PC Lab User Agreement, included
with this Handbook.

Software on NPS computers is copyrighted and may NOT be copied or redistributed for use on any
other computer, unless specifically stated otherwise by a Lab Manager, or other I'T support
personnel. Software may NOT be installed on NPS computers without the explicit consent of the
System Administrator in charge of the computer (Lab Manager or I'T support personnel).

Server disk space is a shared resource. You must manage your mailbox and home directory so
that unnecessary files are archived or deleted, and server disk space is used efficiently. If an I'T
support person contacts you about archiving or deleting excess files on servers, please take
immediate action.

You must unsubscribe from all mailing lists and/or discussion lists before you leave NPS. You must
check out with the Student Services Center, located in the basement of Herrmann Hall, during the
week before you plan to leave NPS. This applies to ALL NPS employees. Students are provided a
Check-List to follow upon graduation. This checklist is useful for all employees leaving NPS.

You must uphold your User Responsibilities. Failure to do so will be reported, and your computer
privileges may be revoked.



NPS Information Technology Ethical Principles

"With the growth of the Global Information Infrastructure, access to information of all kinds is easier and more prevalent.
Balancing the needs and interests of the individual with those of society presents difficult challenges that demand ethical
reflection and action. We must all be prepared to make responsible decisions regarding the use of this information."

Dr. Toni Carbo, University of Pittsburgh

Cyberethics is concerned with social as well as personal policies for the ethical use of
technology, including telecommunication and data storage devices. All I'T users

need to be aware of the impact of their choices in the workplace and in the
community. Decisions in a virtual world may not seem as clear cut as those in the
realm of tangible objects, but they are as important. An ethical action is one that

does not harm oneself, other individuals, or society.

Ethical choices are based on the following principles:

o Privacy — Protect your own privacy and respect the privacy of others.

o Property — Respect copyright, licensing and virtual/intellectual propetty, and
report misuse.

o Appropriate Use — Do no harm, whether the impact is to data, resource
availability, or computing environment. Trustworthiness is essential for all
technology professionals.

o Accuracy — Be responsible for your work. Data only becomes useful
information if it is correct and valid.

o Security — Learn and practice good habits to help safeguard our IT
environment and the computing community at large.

o Judgment — Make your choices based on respect for others, applicable laws
and policies, and potential impacts.



How to Get Support or Assistance

Report Computer or Hardware Problems

All requests for I'T-related service -- whether for problem resolution, new computer equipment,
application or web services, network questions, firewall requests, or project-related needs -- begin
with the Technology Assistance Center (TAC).

Hours of Operation: Monday - Friday, 7:30 a.m. to 5:00 p.m.
Closed every Thursday from 1:15 p.m. to 2:45 p.m. for training

How to Get Help:

The TAC supports the day-to-day operations of NPS by providing a centralized method for
reporting problems and requesting assistance. A request for service can be initiated by the following
methods:

1. Send an E-mail to TAC(@nps.cdu

2. Telephone (831) 656-1046 and speak with a technician.

3. Visit Ingersoll Hall, Room 151

Some of the services provided by the TAC are:
* Wireless Access Support
* Dial-in/VPN (internet access) questions
* E-mail trouble/questions
* Internet access problems
* Login name/password problems
* System Security breach reporting
* Software Support

¢ Training (computing) questions

* Vitrus protection/detection

Please note that no requests for assistance should be made directly to individual Systems
Administrators, either by phone, by e-mail, or in person. All requests should be made
through the TAC.


mailto:TAC@nps.edu

Blackboard Support at NPS

The Naval Postgraduate School uses the Blackboard Learning Support System Version 7.
Blackboard is a software system that enables instructors to develop their courses in an organized
password protected environment. In this learning support system you can view varied course
content and use the asynchronous and synchronous communication tools for collaborative work.

View the Status and News page for up-to-date information about Blackboard at NPS at
https://nps.blackboard.com

For more information on Blackboard Support, view the Blackboard Support page at
http://www.nps.edu/Technology/Blackboard/index.html

The NPS Technology Assistance Center (TAC) is your first and foremost support resource for
computer assistance at NPS. Contact the TAC at 831-656-1046, send an email to TAC(@nps.cdu
with your request, or visit Ingersoll Hall, Room 151.

Phones, Cellular, PDA (Mobile Device) Support
To report outages and request a repair, or to reset a forgotten voicemail password — as long as there
is not a change in the person assigned to an extension — contact 656-1033.

All other requests for telecommunications support, including adds/moves/changes, must be made
by your Local Telephone Coordinator (LTC). To find out who your L'TC is, go to
http://intranet.nps.edu/phones/I'TCs.mht (Internal Only)

To submit a change or correction to the Intranet Phone directory, or Global Address listing in
Outlook, access Python and update your directory information.

Guidance for purchasing cell phones, blackberries, etc. and services. DON is centralizing
wireless communications to reduce costs. FISC San Diego contract will be the only authorized
avenues to obtain these items or services. For detailed information, visit
http://intranet.nps.edu/ITACS /Phones/MobileDevices.htm (Internal Only)

For more information pertaining to Phones, Cellular, PDA (Mobile Device) Support, visit
http://intranet.nps.edu/I'TACS/Phones/ (Internal Only)
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Information Security

NPS computer users are the front line of defense for custody, control, and confidentiality of all
systems they use. The use of safe passwords, up-to-date anti-virus software, familiarization with
appropriate use guidelines and lab rules, and the development and practice of sound user
procedures, are all essential in protecting NPS IT systems from breach by non-authorized users.
Internet connection enhances education at NPS, but exposes the user and NPS to greater security
risks. Password cracking is the primary method used to penetrate systems connected to the Internet.
Weak passwords, unsound practices, and carelessness cause security failures that defeat ADP
Security protection programs.

Passwords suitable for standalone office or home computers are usually not suitable for machines
connected to the Internet. Passwords sent through the Internet SHOULD BE CHANGED VERY
FREQUENTLY. Non-encryption processes are used on some I'T systems at NPS, for remote login
access and Internet traffic. From source to destination, passwords are subject to multiple intercepts
and observations. Passwords used for dial-in connection to NPS are considered reasonably secure,
and thus need to be changed only periodically. However, if the same password is used for remote
Internet access, (normally the case) the password should be changed more frequently.

Complete guidance on password policies and procedures at NPS may be found at:
http://intranet.nps.edu/ITACS /Email/passguide.htm (Internal Only)

More information regarding Information Security may be found on the NPS Intranet at
http://intranet.nps.edu/ITACS /WebSupport/Compliance.htm (Internal Only)
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NPS PC LAB USER AGREEMENT

The Naval Postgraduate School maintains Windows based Academic Computing Facilities, or
Learning Resource Center (LRC) Labs, in order to provide computing services to faculty, students
and staff. You must have an ERN domain account to use the PC computing facilities. Users will not
give out passwords to their personal ERN accounts. If you suspect that your password has been
compromised, ask a Lab Staff member for assistance in changing your password, or come to the
Technology Assistance Center (TAC) in Ingersoll Hall, Room 151.

Windows based computing laboratories which have been standardized on the ERN
domain are located in BU-100, GL-203, GL-318, GLE-B11, IN-224, IN-250, RO-200c, RO-
204, RO-228, SP-105, SP-263, SP-431, and WA-138.

Other laboratories exist throughout the campus, using a variety of computing platforms. Some of
these "other" labs are designated exclusively for the use of students from particular classes.
Professors will let students know if they have access to labs not mentioned in this agreement.

The use of the LRC Labs is restricted to those who have read and agreed to this NPS PC Lab
User Agreement. The LRC Labs are not available for use by "guests" of authorized users, such as
spouses, children, friends, fellow students, etc.

The LRC Labs are open during the normal work day, Monday through Friday, 0800 - 1630. After
hours access is available via cipher lock combination. Combinations are issued to authorized users
by the local Lab staff. Users should not distribute combinations. Do not allow Lab access to anyone
who requests entry, and does not already have the combination.

A sign-in log is used for afterhours access. When you use the Lab after normal working hours, you
must sign in and out of the Lab on the access log. The doors to the LRC Labs must remain
closed and locked after normal working hours have ended.

All software installed on LRC computers is copyrighted and may not be copied or redistributed
for use on other on-campus or off-campus computers. Access to the LRC may be denied to
anyone guilty of copyright violation. No applications, including freeware, shareware, plug-ins,
etc., shall be installed on LRC computers without the expressed consent of the LRC

staff.

All users are required to abide by the NPS Appropriate Use Policy NAVPGSCOLINST 5230.4C).
Copies of this instruction are also posted in all LRC labs.

All computers at the Naval Postgraduate School are Department of Defense (DoD) computer
systems. These computer systems, including all related equipment, network, and network devices
(specifically including Internet access), are provided only for authorized U.S. Government use. The
use of DoD computer systems at NPS, authorized or unauthorized, constitutes consent to the
monitoring of these systems.

Violations of any part of this agreement will be reported to the appropriate authority.
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E-mail Resources

Email is central to business at NPS, and is one of the most important services that ITACS supports.
Please find information below that may help you understand and/or get assistance with email issues.
If you have further questions about Email not answered on this page, please contact the TAC at

656-1046, or tac(@nps.cdu.

Supported Clients:
o Outlook 2003, 2007
o Macintosh
o POP3 & IMAP
o Webmail — https://webmail.nps.edu

General Information:
o E-mail Etiquette — http://intranet.nps.edu/ITACS/Email/docs/NPS Email
Etiquette May07.pdf (Internal Only)
o How to read e-mail headers —
http://intranet.nps.edu/ITACS/Email/docs/Reading Email Message Headers.pdf
(Internal Only)
o How to add certificates to Outlook —
http://intranet.nps.edu/ITACS/Email/docs/AddCertificates.ppt (Internal Only)
o How to encrypt email — http://intranet.nps.edu/ITACS /FEmail/docs/Encrypting Email.pdf
(Internal Only)
o Access Another Exchange Mailbox with Outlook —
http://intranet.nps.edu/ITACS/Email/AccessingBxchangeAccounts.htm (Internal Only)
Mailbox Maintenance:
o How to Archive Mail — Animated Demonstration (Requires Audio, Flash Plug-in) —
http://intranet.nps.edu/ITACS/Camtasia/VisArc3.html (Internal Only)
o How to Create Personal Folders —
http://intranet.nps.edu/ITACS/Email/PersonalFolders.htm (Internal Only)

FORWARDING EXCHANGE MAIL TO ANOTHER INTERNET ADDRESS

As of 22 October 2001, in order to provide a secure and contained environment for Official Use
Only e-mail, and to prevent uncontrolled distribution of potentially sensitive information via e-mail,
automatic forwarding of mail to an off campus e-mail account is no longer permitted.
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Important Links for NPS Students

Remote Access to Python (Works on NMCI machines and only works off campus)
https://npsbart.nps.edu

Outlook Web Access Page (available anywhere with internet access)
https://webmail.nps.edu

Blackboard: https://nps.blackboard.com

NPS Intranet Homepage (Internal or VPN only) http://intranet.nps.edu

NPS Homepage (available anywhere with internet access: http://www.nps.edu

Please call the Technology Assistance Center (TAC) at 656-1046,
email tac@nps.edu or stop by Ingersoll Hall; Room 151 if you have
any additional questions.
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