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Who We Are

The Company Behind Jenkins

’ Industry Leaders Enterprise=Grade for the Mission
We re the #1 Our founders are open source Government customers
corporate sponsor of veterans from Red Hat and JBOSS trust CloudBees with
Jenkins their critical delivery and
Foundedin 2010 FoRTUNE FORTUNE |
o)
U.S. headquarters 42%
~500employeesin 15+ countries |
40+% YoY growth S Global 50
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CloudBees Customers are Faster

) >
Capita/l()ne,‘“ BOSCH accenture
“Deployments from a couple per year to “Three days to three hours.” “Two months to one day”
every two weeks.”
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FASTER FASTER FASTER
DEPLOYMENTS BUILDS SETUP



Software delivery organizations encounter risk and inefficiency from
disconnected groups, teams, and tools

Disconnected development and operations frequently breeds
conflict and inefficiency, exacerbated by competing motivations and
processes. - Wired

84% of respondents say inaccessibility of information gets in the
way of their ability to do their jobs and/or make data-driven
decisions. Respondents attributed this to organizational and
functional silos. - ASG 2020 State of Software Delivery

59% of organizations cannot keep an audit trail of who changed
what and when - DevSecOps 2019

Lack of integrated, end-to-end
development, delivery and release

Lack of end-to-end visibility into the SDLC

Lack of traceability and governance



Connect Fragmented Software Delivery Lifecycle across Groups, Teams and
Tools

Software Delivery in Silos CloudBees Software Delivery Automation

DEV OPS SEC

Qa Each function uses disconnected point tools,
processes and data.

a Inconsistencies across groups and teams creates
friction and slows pace

Qa Errors, rework and redundancies escalate cost and
audit risk
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Formal enterprise scale connected CI/CD platform
architecture provides governance and reuse.
Entities process and assets readily available across
Cl/CD

Shared orchestration across all groups, teams and
tools provides full visibility across the SDLC



Modern Software Delivery Drives Mission Objectives

Increase Innovation

: 4

Drive Innovation Quickly

Enhance software development and delivery to
increase speed, time to value, and getting
capabilities into end users’ hands.

Reduce Risk

Reduce Risk by Ensuring
Adherence to Internal and
External Policies

Ensure a secure, compliant process and
environment that produces safe, reliable
outputs.

Increase Efficiency & Reduce Cost

Optimize Software Development
and Delivery Function

Eliminate wasted effort to free up staff to focus
on mission-critical activities.
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The Software Supply Chain



What is the Software Supply Chain?

Traditional

supply
chain

=) | —»Q
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source/ build systems/ network application deployed
dependencies engineers repository systems



SolarWinds Incident

“Attackers may have leveraged malware at many points along the way as code moves through the

software development lifecycle.”

Teri Radichel - @teriradichel © 2nd Sight Lab 2020
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Attack Timeline - Overview . .

11/4/19
Test code 12/17/20
injection ends 6/4/20 US-CERT alert issued -
TA removes malware w
from build VMe 12/15/20 4
SW releases software fix
9/12/19 3/26/20
TA injects test code Hotfix 5 DLL 12/14/20
& begins trial run available to SW files 8-K and
customers notifies shareholders
& customers
9/4/19 2/20/20 12/12/20
SUNBURST SolarWinds
compiled and notified Investigation
ongoing



https://twitter.com/teriradichel
https://2ndsightlab.com/?source=post_page---------------------------
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Increasing confidence in build’s production readiness

Environments become more production like

Configure environment
Deploy binaries
Smoke test

Capacity stage -

Configure environment <":|
Deploy binaries il
Smoke 1est
Run capacity tests

Production

_— >
* Configure environment <:|

Depioy binaries e
Smoke 1est

e —
¥ metadata

‘ Anifact repository <:| '
Faster feedback

solarwinds 7

Possible Points of Entry

If the code got inserted on a developer machine, one
would hope the change would be noticed in a review
of source code changes, but some companies don’t
have such stringent reviews.

If the code was changed in the source control system
perhaps it went unnoticed as it moved through the
systems to production.

Automated processes may have injected the code if
attackers obtained access to the servers that perform
the automation.

If QA teams have access to change the code, any
compromised QA system could have altered the
outcome.

The attackers may have gotten access to the server
that hosts the updates and simply replaced a good

copy with a malicious copy of the software.

11



Fortify the Process! Don't just plug the holes.

Limiting the attack surface is important but
should not be the focus.

As you stop one issue another will inevitable
arise.

Securing the software supply chain shouldn’t
be a game of whack-a-mole.

Fortify the process!

Think of the Software Supply Chain like a bank.
Securing the building is important but invest in a
strong Vault

CI/CD and Release processes are the “Vault”

A strong internal process effectively mitigates risks
like those from the Solarwinds incident.

12



CloudBees Software Delivery Automation
Securing the Software Supply Chain

cb © 2020 CloudBees, Inc. All Rights Reserved.



Jenkins is the Way

Open Source leadership
for 15 years

The leading open source
automation server

No vendor lock-in

qd
@ JENKINS 2019:
% BY THE NUMBERS

6] 2654

CORE RELEASES PLUGIN RELEASES

45484 = 5433 1000+

COMMITS CONTRIBUTORS PULL REQUESTS

m— |S THE WAY =

CONTRIBUTIONS FROM:
1 1 1 COUNTRIES

27 3 COMPANIES



Centralized Control

SSO
(including
RBAC)

Plugin
Management

Cb CloudBees. 1 e .

d
.
Jenkins
Operations Center

Build agent(s) Build agent(s)
Build agent(s) Build agent(s)

Shared Agents

Jenkins

VMs, bare metal ...

Kubernetes

Stability
o Controlled use of plugins and use of
Jenkins masters
Security
o Role-based access control to protect
intellectual property
Compliance
o  Ensure consistent CI/CD across all teams
Usability
o Shared agents to improve utilization and
avoid bottlenecks
Scalability
o Manages multiple Jenkins masters

15



CloudBees Cl with Compliant Pipeline Templates

Application
Code

Version Control Systems serve as the source of
TRUTH. Home to source code for applications,
environments, and CI/CD pipelines as code.

Env & App
Config

y

Commit Stage
Pull Source 6
Code. ‘
Compile/Build
Unit Test
c %sszmblle ) CloudBees
ode Analysis Cl
Pull Source Code Maven Build

Start from SCM Compile/Unit Test

il

¥

Developers
Given access to
enterprise Jenkins as a
service through use of
hardened template
catalogs, and compliant
integrations.

Code Coverage -

Sonar Scans

Quality Scans

Acceptance Stage

Configure Environments
Deploy Binaries
Smoke Tests &

Acceptance Tests

CloudBees

@ Cl

Security Scans

Trigger Release

Deploy to Nexus Candidate

End

A4



Atlassian Bitbucket + CloudBees Configuration as Code (CasC)

cloud, ..
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Defined as YAML Manifest N

bundle. yaml - provides a version for the bundle (which must

be incremented for bundle updates), and references the other files in
the bundle.

jenkins. yaml - contains the Jenkins configuration as
defined by the OSS Jenkins CasC plugin and supported
CloudBees plugins.

plugin-catalog. yaml - provides alist of plugins that

1
|
|
|
|
|
|
|
|
are ALLOWED to be installed on your managed controllers that are not :
already included as part of the CloudBees Assurance Program (CAP) I
Core plugins. :
|
|
|
|
|
|
|
1

plugins.yaml - containsalist of all plugins that will be
INSTALLED/UPDATED on the configured managed controllers - but
plugins can only be installed if included via the
plugin-catalog.yamlor if they are already included as CloudBees
CAP plugins.

rbac.yaml -Thepurpose of the rbacyaml file is to describe the

role-based access control (RBAC) groups and roles defined at the root ,,
level. 4


https://github.com/jenkinsci/configuration-as-code-plugin
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CloudBees CD

Release Orchestration to Enable Continuous Authorization

© 2020 CloudBees, Inc. All Rights Reserved.



Ensuring Trustworthy Releases

Path to

Production

Apps ] Micros 0:

3 Exit Gate Rules &
1. 100% Passing Pre-Prod
Tests
=] custom

2. No P1s & P2s Issues
=] custom

3. ATO Approval

< Approval

Add 4

— Rel DSL Pipeli [ d Planned
= = Editor Editor Runs Conter [ LR
<« = tjiohnson Demo / Releases / »3 F-35 JSF / Kanban View M 0 %
> I Release Readiness 222 O Quality Assurance (QA) M I Pre-Prod
-
+ 9 Tasks & + 4 7asks L3 E R Entry Gate Rule L+ X 6 Tasks <&
1. Enable Audit Reports = 1. Deploy to QA 1. Wait for Release Manager (=) 1. Deploy to Pre-Prod =
Approval
EC-AuditReports Audit Report ; <
» . @+ Deployer & Hoprov @+ Deployer
2. Get Jira Tickets = 2. Enable Feature Flag for QA (=3 Add 4+  Copy @ 2. Enable Feature Flag in =
Env Pre-Prod
OIECIRN Ghtisled ) Command ) Command
3. Get FE Change Logs - =
3. Send Slack Message (o] 3. Run SIT Tests =
@) ECSCM-Git CheckoutCode s Ege—siack Send Realtime Mess 05 SITtesting
4. Get FE Build Details = N
4. Run Functional Test =3 4. Send Slack message [aD]
@ EC-Jenkins GetBuildDetails +& EC-Slack Send Realtime Mess
-
5. Get BE Build Details = Add 4+  Copy & 5. Verify QA - Notify =
“ EC-Jenkins GetBuildDetails
O Manual
= Utilize integrations -
. . =
e with Jirato generate a
body of evidence for
7GR Eies = stakeholders. Update Add+  Copy @
3. Run Code Quallty And €= stories/tickets as the
Security Scan |
[ EC;Sonarube Get Last S release progresses.
onarQube Metrics
b. Run Image Security = H H
ot = Steps embedded within your CI/CD and release
. . . .
c
e pipelines expedite approvals and ensure continuous
At Copy th

authorization worthiness

Envs & Configs x

=:: D] I Prod

5 Tasks

1. Deploy to Prod = H

.::- Deployer

L2

N

v

w

IS

o

Sub Release () +033  stage 4 +000

. Run smoke tests
Smoke test

Send Slack message =

EC-Slack Send Realtime Mess
age

Approve final deployment

0 Manual

Enable Feature Flag in [
Prod

{8} compand

Add 4+  Copy &

Before application is
released to production,
analyze evidence before

authorization.
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Value Stream

. Insights to Measure and Improve Secure Deliveries

Improve the software delivery process and increase ‘ ‘ 1| = i ‘
! : . ar . © 3062 |
performance with realtime, actionable insights into the softwar Vo e = VV \
value stream. ‘ssa4> e . |
® 00:26:03 NS -
e Track Performance: Continuously monitor B [ ] [ 2
SO D s - " [
performance from committodeploy e e — : |
3, ation 61 Blogaing Applica. _ k=
. . . . - ‘ S — .
e Continuously Improve: Visually identify and eliminate ... o || e r—— . 3
blockers and bottlenecks across teams and tools R |
/ Releases /v F-35 JSF / Command Center & Showas of @ 2020-06-05 & vE3  Start Jun 04, 2020 - Deliver Jun 18, 2020
 Drive DevOps Adoption: Measure DevOps and DORA .z00 362 s 14
metrics within and across teams and releases o e Al T almmTmmse T e T
. . 100% 63% 89% 90% 77% 1
e Demonstrate Value: Quantify and communicate | e | e | e - ——
process and performance improvement to leadership = = E E = o
33 210f33 50 of 56 100% 220127 5
33 99% ©.00:12:00 600:00:11 ©00:29:36 oay




Self-Service Catalog

Facilitate Onboarding, Governance, Security and Best Practices

CloudBees CD has prescriptive templates and with flexibility and extension. Ready best
practice content is exposed to users who select templates, provide parameters, and get

started:

pipelines
containers
application models
environments
databases
processes

clusters

VMs

©

Self-Service Catalog

=

Amazon ECS Dynamic Cluster

Create a new environment with an
Amazon ECS Cluster

| |

AWS Dynamic Environment

Create a new environment by

dynamically provisioning and

‘configuring VMs on Amazon EC2
More.

‘ Provision

=8 \icrosoft Azure

Azure Dynamic Environment

Provision & new cluster dynamically on
Microsoft Azure to deploy containers
and micro-services.

WMore.

l Provision |

Deployment Package Manager

Deployment package manager allows
deployment of Java or .Net appiication
quickly using Electric Flow.

More.

| Create/Deploy

Cloud Provisioning Containers Pipelines

<

Docker Based Microservice

Create a simple microservice
application model to depioy 2 docker
container to an environment with

Amazon ECS or Google GCE ¢ More,

‘ Create

©

GCE Dynamic Cluster

Create anew environment by

dynamically provisioning and

configuring VMs on Amazon EC2
More.

| et |

WM Microsoft
HE|IS

1IS Application Model

Create a simple .Net application model
to deploy to Microsoft IIS server.

More.

‘ Create

JBoss Application Model

Create 2 simple Java application model
10 deploy to Redhat's JBoss
Application Server.

Wore.

[ eae |

E=2)

Multi-stage CD Pipeline

Create a Pipeline with Dev. QA and
Procuction stages with approval gates
to manage path to production from Dev
commit to Production deployme More.

| Geae

Tomeat Application Model

Create a simple Java application mode!
to deploy to Tomcat Application Server.

More.

‘ Create

ORACLE

WEBLOGIC

WebLogic Application Model

Create a simple Java application model
0 deploy to Oracie's WebLogic Server.

More.

WebSphere Application Model

Create a simple Java application model
to deploy to IBM's WeoSphere
Application Server.

More




CloudBees Software Delivery Automation is a recognized market leader

Gartner FORRESTER

“An easy-to-use interface accelerates team and application “CloudBees has executed well on merging its products into an integrated
onboarding; product enhancements and cadence demonstrate a platform that ranges from continuous integration and build

strong ability to deliver on customer needs and requests.’ management to release automation, with support for a number of
platforms, from cloud-native to on-premises to mainframe and mobile..”




Thank You

© 2020 CloudBees, Inc. All Rights Reserved.



Fortify the Process! Don't just plug the holes.

Trying to block all potential entry points for you
software delivery life cycle is like a game of
whack-a-mole. As one issue is plugged another
entry point springs a leak. While fortification of
entry points is a critical piece to DevSecOps
architecture, having a primary focus on hardening,
standardizing, adopting CI/CD processes Secure
the Software Supply Chain.

Instead think of the software supply chain as a bank. Banks don’t
spend all their effort fortifying windows and doors. Instead they
invest in uncrackable vaults. In this analogy CI/CD and release
practices are the “vault”. If you have robust, compliant processes in
place you mitigate vulnerabilities or malicious software being built
into or deployed to secure environments. This means even if a
breach like SolarWinds occurs again, a strong supply chain will
detect and prevent the spread of any unwanted intrusions. Step 1 to
securing the the supply chain starts with investing in a good vault!
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