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How are we doing?
(System Function & Vulnerability)

How does it
work?

What can go 
wrong?

Structure, function, 
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our needs

Roads, STT Flood Impacts
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What do
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What do we
need to do?
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A Traditional View of Risk

3CISA = Cybersecurity and Infrastructure Security Agency, https://www.dhs.gov/cisa

A Simplified View of Traditional Risk Analysis
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• risks
• average 

losses
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Decide

• Avoid

• Mitigate

• Transfer

• Retain
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A Simplified View of Traditional Risk Analysis

Identify
• scenarios
• events
• threats

Assess

• likelihoods

• impacts

Evaluate
• risks
• average 

losses
• scores

Decide

• Avoid

• Mitigate

• Transfer

• Retain

• You cannot predefine all threats!
• You will be surprised!

A Traditional View of Risk



Perspectives on Resilience: NIST + FEMA BRIC

Resilience is the ability to prepare for 
anticipated hazards, adapt to changing 
conditions, and withstand [absorb]
and recover rapidly from disruptions.
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Perspectives on Resilience: NIST + FEMA BRIC

Resilience is the ability to prepare for 
anticipated hazards, adapt to changing 
conditions, and withstand [absorb]
and recover rapidly from disruptions.

We find these views of risk and 
resilience limiting.

We think about 
resilience differently.



Stressful EventPre-Event Post-Event

Robustness: System 
continues to function 
as intended

Extensibility: System 
function stretches to 
support new needs 

Time

Rebound: System 
returns to previous 
function

Adaptability: System 
changes to function 
in new ways 

Four key concepts of resilience

Woods, David D. "Four concepts for resilience and the implications for the future of resilience 
engineering." Reliability Engineering & System Safety 141 (2015): 5-9.



https://viconsortium.com/VIC/?p=76179

Robustness: 
Composite Power Poles



Extensibility: Emergency 
Generators

https://www.ecmag.com/section/your-
business/backup-generators-anew



Rebound: 
Deployable Line Crews

https://www.hauglandgroup.us/projects/



Adaptability:  
Energy Transition

https://www.usatoday.com/stor
y/opinion/2018/10/14/



“No plan survives contact with the enemy” –Helmuth von Moltke 

Surprises will happen.
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Situational Surprise Fundamental Surprise

• compatible with previous beliefs • refutes basic beliefs about 'how things work'

• one cannot define in advance the issues 
for which one must be alert

• can be averted or mitigated by 
information about the future

• advance information on fundamental 
surprise actually causes the surprise

• learning from situational surprise 
seems easy

• learning from fundamental surprise is 
difficult

• failures and system responses are 
well-modeled or measurable

Surprises will happen.



“No plan survives contact with the enemy” –Helmuth von Moltke 

*References:
• Lanir Z. Fundamental surprise. Eugene, OR: Decision Research. 1986.
• Eisenberg, Daniel, Thomas Seager, and David L. Alderson. "Rethinking Resilience Analytics." Risk 

Analysis 39, no. 9 (2019): 1870-1884.

Situational Surprise Fundamental Surprise

• compatible with previous beliefs • refutes basic beliefs about 'how things work'

• one cannot define in advance the issues 
for which one must be alert

• can be averted or mitigated by 
information about the future

• advance information on fundamental 
surprise actually causes the surprise

• learning from situational surprise 
seems easy

• learning from fundamental surprise is 
difficult

• failures and system responses are 
well-modeled or measurable

Surprises will happen.



“No plan survives contact with the enemy” –Helmuth von Moltke 

*References:
• Lanir Z. Fundamental surprise. Eugene, OR: Decision Research. 1986.
• Eisenberg, Daniel, Thomas Seager, and David L. Alderson. "Rethinking Resilience Analytics." Risk 

Analysis 39, no. 9 (2019): 1870-1884.

Situational Surprise Fundamental Surprise

• compatible with previous beliefs • refutes basic beliefs about 'how things work'

• one cannot define in advance the issues 
for which one must be alert

• can be averted or mitigated by 
information about the future

• advance information on fundamental 
surprise actually causes the surprise

• learning from situational surprise 
seems easy

• learning from fundamental surprise is 
difficult

• failures and system responses are 
well-modeled or measurable

Surprises will happen.

Buy a ticket and lose.



“No plan survives contact with the enemy” –Helmuth von Moltke 

*References:
• Lanir Z. Fundamental surprise. Eugene, OR: Decision Research. 1986.
• Eisenberg, Daniel, Thomas Seager, and David L. Alderson. "Rethinking Resilience Analytics." Risk 

Analysis 39, no. 9 (2019): 1870-1884.

Situational Surprise Fundamental Surprise

• compatible with previous beliefs • refutes basic beliefs about 'how things work'

• one cannot define in advance the issues 
for which one must be alert

• can be averted or mitigated by 
information about the future

• advance information on fundamental 
surprise actually causes the surprise

• learning from situational surprise 
seems easy

• learning from fundamental surprise is 
difficult

• failures and system responses are 
well-modeled or measurable

Surprises will happen.

Buy a ticket and win.

Buy a ticket and lose.



“No plan survives contact with the enemy” –Helmuth von Moltke 

*References:
• Lanir Z. Fundamental surprise. Eugene, OR: Decision Research. 1986.
• Eisenberg, Daniel, Thomas Seager, and David L. Alderson. "Rethinking Resilience Analytics." Risk 

Analysis 39, no. 9 (2019): 1870-1884.

Situational Surprise Fundamental Surprise

• compatible with previous beliefs • refutes basic beliefs about 'how things work'

• one cannot define in advance the issues 
for which one must be alert

• can be averted or mitigated by 
information about the future

• advance information on fundamental 
surprise actually causes the surprise

• learning from situational surprise 
seems easy

• learning from fundamental surprise is 
difficult

• failures and system responses are 
well-modeled or measurable

Surprises will happen.

Buy a ticket and win.
Don’t buy a ticket 

and win.

Buy a ticket and lose.



https://viconsortium.com/VIC/?p=77910



https://stjohnsource.com
/2019/08/30/



Resilience is not what you 
have, it’s what you do



How to Adapt to Surprise: Improvise

Sensing

Anticipating

Adapting

Learning
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How to Adapt to Surprise: Improvise

Sensing

Anticipating

Adapting

Learning

System stresses are 
incorporated into 

current understanding

Foresee 
possibilities

Responses taken to 
manage surprise

Maintain and 
create new 
knowledge 

Tech: Data Social: Info

Tech: Models
Social: Heuristics

Tech: Dials Social: Decisions

Tech: Revision
Social: Reflection



Example: SAAL Processes in Water Distribution

Sensing: Data collection, curation, & dev
Anticipating: Engineering models
Adapting: Design & operational plans
Learning: Updating, reassessing 

Technological Social

Sensing: Boots on the ground
Anticipating: Experience, expertise
Adapting: Real decisions
Learning: Retaining, reframing 

https://vifreepress.com/2019/04/
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Surprise will happen. 

Resilience is not about what you have, 
it’s about what you do. 

Key Takeaways



Risk management is not sufficient.
Surprise will happen. 

Resilience is not about what you have, 
it’s about what you do. 

What we want: Resilience
Robustness, extensibility, rebound, adaptability 

What we need to do:
Sensing, anticipating, adapting, learning

How do we understand and
improve resilience and adaptive processes?

For yourself, your organization, your community, the VI, …

Key Takeaways
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