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Day 1

How are we doing?
(System Function & Vulnerability)

How does it ‘

work?

What can go
wrong?

Day 2

Roads, STT

Flood Impacts

Structure, function,

operations, mgmt., etc.

Assumptions about
our systems

Backgrounds, beliefs,

biases, etc.

Assumptions about
our needs

Today’s Topic

Where are we going?
(Risk & Resilience)

What do
we want?

Post-Event

—

Rebound: System
returns to previous
function

xtensibility: System Adaptability: System
unction stretches to : i

Responses, actions,
goals, etc.

Assumptions about
our future

What do we
need to do?

Processes, capacities,
capabilities, etc.

Assumptions about
ourselves



A Traditional View of Risk

CISA Strategic Risk Management Process
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A Simplified View of Traditional Risk Analysis

Identify
* scenarios
* events
* threats

Assess
* likelihoods
* iImpacts

Evaluate

* risks

* average
losses

* scores

Decide
* Avoid
» Mitigate
* Transfer
* Retain

CISA = Cybersecurity and Infrastructure Security Agency, https://www.dhs.gov/cisa
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A Simplified View of Traditional Risk Analysis

Identify
* scenarios
* events

e threats

Assess
* likelihoods
* iImpacts

Evaluate

* risks

* average
losses

* scores

Decide
* Avoid
» Mitigate
* Transfer
* Retain

* You cannot predefine all threats!

* You will be surprised!

CISA = Cybersecurity and Infrastructure Security Agency, https://www.dhs.gov/cisa




Perspectives on Resilience: NIST + FEMA BRIC

Resilience is the ability to prepare for

Cr(:i;a';zgﬁt:" anticipated hazards, adapt to changing
power delivery) conditions, and withstand [absorb]
A '"frﬁz‘i[ﬂfe‘“re and recover rapidly from disruptions.
Plan Hf,J
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We find these views of risk and
resilience limiting.

We think about
resilience differently.




Four key concepts of resilience

Pre-Event Stressful Event Post-Event

— )

Rebound: System

Robustness: System

continues to function returns to previous
as intended function
Extensibility: System Adaptability: System
function stretches to changes to function
support new needs E in new ways

Woods, David D. "Four concepts for resilience and the implications for the future of resilience
engineering." Reliability Engineering & System Safety 141 (2015): 5-9.
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Extensibility: Emergency
Generators

https://www.ecmag.com/section/your-
business/backup-generators-anew
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Adaptability:
Energy Transition

P /4




Surprises will happen.

“No plan survives contact with the enemy” —Helmuth von Moltke



Surprises will happen.

“No plan survives contact with the enemy” —Helmuth von Moltke

Situational Surprise Fundamental Surprise

* compatible with previous beliefs refutes basic beliefs about 'how things work'

e failures and system responses are * one cannot define in advance the issues
well-modeled or measurable for which one must be alert
e can be averted or mitigated by e advance information on fundamental
information about the future surprise actually causes the surprise
 |earning from situational surprise * |learning from fundamental surprise is
seems easy difficult
*References:

* Lanir Z. Fundamental surprise. Eugene, OR: Decision Research. 1986.
* Eisenberg, Daniel, Thomas Seager, and David L. Alderson. "Rethinking Resilience Analytics." Risk
Analysis 39, no. 9 (2019): 1870-1884.
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News Local news

Hurricane Resistant Composite Pole tps/siohnsourcecom
Toppled in Dorian But Not By Wind
*Correction*

Bill Kossler  August 30, 2019

0 BB

Workmen raise another composite pole on St. John. The new poles are replacing wooden poles that essentially
haven't changed significantly in more than 100 years.



Resilience is not what you
have, it's what you do



How to Adapt to Surprise: Improvise

Sensing

Learning Anticipating

Adapting



How to Adapt to Surprise: Improvise

Sensmg System stresses are
incorporated into
current understanding

Maintain and

create new
knowledge \
Learning Anticipating
Foresee
possibilities

Responses taken to
manage surprise Adapting




How to Adapt to Surprise: Improvise

Tech: Data Social: Info

Tech: Revision ]

Social: Reflection Sensing System stresses are
incorporated into

current understanding

Maintain and

create new
knowledge \
Learning Anticipating
Foresee
possibilities
Responses taken to Tech: Models
TRIEE SUTIRE Adapting Social: Heuristics

Tech: Dials Social: Decisions



Example: SAAL Processes in Water Distribution

Technological Social

Sensing: Data collection, curation, & dev Sensing: Boots on the ground
Anticipating: Engineering models Anticipating: Experience, expertise
Adapting: Design & operational plans Adapting: Real decisions

Learning: Updating, reassessing Learning: Retaining, reframing



Key Takeaways

Risk management is not sufficient.
Surprise will happen.
Resilience is not about what you have,
it’s about what you do.



Key Takeaways

Risk management is not sufficient.
Surprise will happen.
Resilience is not about what you have,
it’s about what you do.

What we want: Resilience
Robustness, extensibility, rebound, adaptability

What we need to do:
Sensing, anticipating, adapting, learning

How do we understand and
improve resilience and adaptive processes?

For yourself, your organization, your community, the Vi, ...



Goal: Prepare for Tomorrow

Day 1 Day 2

Where are we going?
(Risk & Resilience)

How are we doing?
(System Function & Vulnerability)

How does it ‘ What can go

What do ' What do we
work? wrong?

we want? need to do?
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Structure, function, Backgrounds, beliefs, . Responses, actions, Processes, capacities,
operations, mgmt., etc. biases, etc. . goals, etc. capabilities, etc.
Assumptions about Assumptions about . Assumptions about Assumptions about
our systems our needs . our future ourselves
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