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From the Guest Editors

Today’s global environment of strategic competition poses new challenges from
adversaries secking to disrupt the international order and further their anti-
democratic influence at the expense of US, ally, and partner interests. While the
threat of a conventionally fought international war has, so far, deterred actions
that might trigger a major conflict, adversaries are conducting hybrid operations
that are often not attributable and/or fall below the threshold of a traditional
casus belli. The perceived success of previous hybrid campaigns—most promi-
nently, Russia’s incursions into Georgia in 2008, Ukraine in 2014, and now,
Ukraine again in February 2022—has emboldened other adversarial powers such
as China, Iran, and North Korea, along with several non-state actors, to seck to
further their interests through aggressive hybrid activities.*

NATO defines hybrid threats as a combination of “military and non-military
as well as covert and overt means, including disinformation, cyber attacks,
economic pressure, deployment of irregular armed groups and use of regular
forces. Hybrid methods are used to blur the lines between war and peace, and
attempt to sow doubt in the minds of target populations.”” These threats are
multi-domain (land, sea, air, space, and cyberspace) and often interdisciplinary.
They are likely to be with us for the long term, and defeating them will require
a comprehensive approach at many levels. While the United States and its allies
and partner-nations have already taken steps to protect against and confront
such complex challenges, there is still a great need to enable more effective
responses, enhance deterrence, and increase shared awareness, understanding,
and resilience.

The articles in this special issue of CT°X address and analyze critical issues encom-
passing the nexus of hybrid threats and energy security. The goal is to share best
practices and lessons learned in order to help the United States, its allies, and its
partners develop and maintain a strong deterrence posture.

The issue begins with an article by Paul Mason Carpenter, Paul Sullivan, and
Dan Nussbaum that discusses the importance of teaching military officers all
aspects of operational energy (OE). OE, as the authors explain, is an indispens-
able attribute of military strength, has played a pivotal role in combat successes
and failures throughout history, and powers almost all forms of communication
and information-gathering and processing in the field. In today’s energy-reliant
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environment, officers need to understand what OE is,
where it comes from, and how to use it efliciently and ef-
fectively for sustaining today’s military forces and weapon
systems.

The next article examines the NATO Coherent Resilience
Tabletop Exercise program, which was developed by the
NATO Energy Security Center of Excellence to enhance
the resilience of allies and partners confronted with hybrid
threats to energy infrastructure. Oleksandr Sukhodolia
and Lawrence Walzer show how the tabletop exercise can
be a useful tool to help regions and nations assess threats,
identify response requirements, and develop potential
solutions for countering hybrid threats.

In the third article, Adair Douglas, Alex Pina, and Mer-
edith Pringle describe how Energy Resilience Tabletop
Exercises (ERTTXs) and Energy Resilience Readiness Ex-
ercises (ERREs) can be used by military facility operators
to prepare for, withstand, and recover from major electrical
disruptions, whether the cause is natural or man-made,
accidental, or deliberate. The authors describe how these
exercises can identify gaps in planning, training, and pre-
paredness, and help facilities to prioritize improvements.

Next, Brenda Shaffer analyzes the role of energy as a
catalyst for the reignition of war between Armenia and
Azerbaijan in 2020. She uses this conflict as a case study

to illustrate how many combatants are making extensive
use of hybrid warfare to target their opponents’ domestic
energy production and supply infrastructure. Dr. Shaffer
emphasizes that the weaponization of energy infrastructure
is likely to play a major role in modern hybrid warfare and
thus warrants further study.

Our final feature article, by Lieutenant Colonel Jonas van
Hooren, discusses the ways in which defense forces can in-
tegrate their special forces and their cyber assets to respond
to hybrid conflicts that involve weapons and defenses in
the cyber domain. He pays particular attention to the in-
stitutional aspects of cyber-SOF integration, including the
need for leadership education and a clear understanding of
the cultural frictions that can arise on both sides.

Finally, the Ethics and Insights column offers a lecture
by Jeremy Davis on the ethics of cyber warfare. Speaking
to a class at the US Naval Postgraduate School in 2020,
Dr. Davis raises difhicult questions about whether the
increasing use of remote technologies in warfare leads to

growing complacency regarding the human costs of war,
and engages in a lively discussion of these issues with his
audience.

As our long-time readers know, C7X is always looking for
quality contributions to the journal. If you have experience
or have done research in the fields of irregular warfare
and/or special operations that you think will be of value

to your peers, write about it and send it to CTXeditor@
GlobalECCO.org for review. There are no deadlines for
submission; once a piece is accepted, it will generally
appear in one of the next two issues. For more information
about CTX and the Global ECCO project, go to https://
nps.edu/web/ecco. You can also follow C7°X and Global
ECCO on Facebook and Linkedin. If you have questions,
don’t hesitate to contact the editor, Elizabeth Skinner, at
CTXeditor@GlobalECCO.org.

Lawrence Walzer and Tahmina Karimova
Energy Academic Group
US Naval Postgraduate School

ENERGY ACADEMIC GROUP
NAVAL POSTGRADUATE SCHOOL

The Energy Academic Group (EAG) provides energy-focused
graduate education, research, and outreach at the US Naval
Postgraduate School.

Learn more at nps.edu/energy

* The articles in this issue were completed before Russia's
February invasion of Ukraine, and therefore do not reflect
that crisis.

NOTES

1. “NATO’ Response to Hybrid Threats, NATO, 16 March 2021:
https://www.nato.int/cps/en/natohq/topics_156338. htm
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Foreword

Michael Riihle,
North Atlantic Treaty Organization

RUSSIA

THE ONGOING CRISIS BETWEEN UKRAINE AND
Russia offers some important energy security lessons. For
example, when it comes to energy, geography is still destiny,
and control of pipelines still confers both economic and
political power.! The struggle between Moscow and Kyiv
over the price of gas and the future of Ukraine’s role in the
transit of Russian gas to Europe is more instructive in this
regard than a thousand economics textbooks.”

The Ukraine crisis is also a reminder that energy security

is an integral part of national security, that depending for
energy supplies on authoritarian states such as Russia can
be a strategic liability, and that interdependence between
the producer and the consumer is a chimera if the producer
can go longer without revenue than the customer can go
without gas (or vice versa).

But there is more. To destabilize Ukraine, Russia has
applied a combination of military, semi-military, and
strategic communication tools. Through the expropriation
of Ukrainian energy assets and increased pressure on gas
prices, Russia has also managed to integrate energy security
into this strategy. These actions make it very clear that
ensuring energy security today must include a thorough
understanding of hybrid threats.

In the cyber era, the means of aggression and disruption have
become even more indirect and stealthy than in the past;
cyberattacks, hybrid warfare, and disinformation campaigns

have moved the threats to energy infrastructure to a new
level. The scenario of terrorists on speedboats loaded

with explosives trying to attack an oil rig should never be
dismissed as obsolete, and using drone swarms to attack re-
fineries remains a plausible threat. But the rapid diffusion of
advanced technology means that even small terrorist groups,
let alone hostile states, will be able to use invisible and often
non-kinetic means to achieve their objectives.

Today’s means of attack have become not only less visible,
but also instantaneous. A cyber attack may offer little or no
carly warning. There will likely be no time for lengthy con-
sultations or collective countermeasures. Nor is attribution
of the attack to a specific perpetrator likely to be quick or
legally perfect. This means that the defense has to be built
into the very system that is liable to be attacked. Waiting for
the cavalry is the wrong approach; the cavalry will almost
surely arrive too late.

Hybrid threats against energy infrastructure are here to stay,
because the transition from fossil fuels to renewable energy
sources such as wind and solar will create new vulnerabili-
ties. It is true that for many states the shift toward renew-
ables will improve energy security by reducing dependence
on oil and gas imports, which are vulnerable to geopolitical
influence, pipeline disruptions, and even coercion. How-
ever, because renewables like wind and solar power are not
available around the clock, they depend on sophisticated
industrial control systems and distribution networks, as



well as advanced energy storage solutions. These systems are
all vulnerable to cyberattacks.

What does all this mean? It means, first and foremost, that
the security of critical energy infrastructure requires more
than deterrence or defense. The fitting paradigm is resil-
ience. Resilience shifts the defender’s focus onto the very
object that needs to be defended, rather than leaving it on
the means of deterrence or, if deterrence fails, retribution.
Resilient energy infrastructure may even have some deter-
rent value in itself: why attack if the attack is not likely to
have the disruptive effect that the attacker is seeking? Even
if “deterrence by resilience” may sound far-fetched to some,
resilience is bound to become a major security paradigm.

Second, the exchange of best practices must reflect the new
threat landscape. Concretely, this means that Critical En-
ergy Infrastructure Protection can no longer be discussed
without giving the cyber and hybrid dimensions their
rightful place in the planning process. Visible armed forces
doing visible things are only one piece of the puzzle—and
perhaps even the less important piece. It is the invisible stuff
that matters. NATO’s partner countries play an important
role in this exchange. For example, Ukraine and Georgia
can offer valuable experience on Russia’s hybrid tactics,
including those used against energy networks. Allies and
partners also need to share their experiences regarding new
legislative tools they enact to counter hybrid actors, such

as prohibiting entities of certain countries from buying na-
tional energy infrastructure. Over time, this sharing should
lead to a repository of experience that will help countries
meet and mitigate hybrid threats.

Third, the military community needs to be better con-
nected with academia and, above all, with the private sector.
With most energy and cyber networks in private hands,

it will be crucial to build “communities of trust” through
public-private partnerships, in which different stakeholders
can share confidential information on cyber attacks and
other security concerns. Creating such new relationships
will be challenging, because multinational business interests
and collective security interests may sometimes prove to

be irreconcilable. Still, the nature of hybrid threats makes
the established compartmentalization of responsibilities
between the public and private sectors appear increasingly
anachronistic.

Finally, as a deteriorating international strategic environ-
ment forces the transatlantic community to look afresh at
its own defense requirements, it also needs to take a closer
look at how the energy/hybrid nexus could impact its
collective defense. If, for example, the rapid deployment

of reinforcements to NATO’s eastern borders has to be
contemplated, the security of the energy infrastructure that
is truly “critical” i.e., that enables the timely movement of
forces, becomes paramount. Energy supply disruptions and
critical energy infrastructure failures affect not only a coun-
try’s economy, but also its ability to effectively organize

its defense. Energy supply is therefore a tempting target

in warfare, including hybrid warfare, and preparedness

for energy-related incidents is part and parcel of a holistic
approach to defense.

Hybrid activities against energy assets have become a
constant feature of international competition. However,
there is no law of nature that makes this unpleasant and
dangerous situation inevitable or permanent. Most hybrid
actors have a face and an address. They can be countered,
punished, sometimes deterred, but they can also be
engaged. Unity is key. IF NATO’s allies and partners stay
united, refrain from hyping hybrid tactics into a miracle
strategy, and learn how to get better at meeting threats in
the “gray area,” we can blunt the hybrid weapon even if we
may never completely eradicate it.

ABOUT THE AUTHOR

Michael Riihle is Head of the Hybrid Challenges

and Energy Security Section in NATO’s Emerging
Security Challenges Division.

NOTES

1. 'The views expressed are the author’s own and do not reflect official
policy of NATO or any government or governmental agency.

2. See Andrian Prokip, “A New Era of Gas Wars between Ukraine
and Russia?” Focus Ukraine (blog), 23 November 2020:
https://www.wilsoncenter.org/blog-post/new-era-gas-wars-
between-ukraine-and-russia
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The US Department of Defense (DoD) defines operational energy as “the energy

[ )
O p e ratl 0 n al required for training, moving, and sustaining military forces and weapons plat-

E . Sforms for military operations”" Operational energy is essential for almost all forms
ne rgy. of combat; as such, ‘commanding it” will be critical to warfare in the future.
Essential

PERATIONAL ENERGY (OE) CAN BE THOUGHT OF AS A

foundation of national defense and an indispensable attribute of militar
Knowledge p )

strength. Therefore, military members of all ranks should be educated on every

fo r M I I It ary aspect of OE. Over the past 100 years, energy has evolved to power literally

every military capability of consequence; since the beginning of World War I,
Off i Ce rs OE has played a decisive role in all major conflicts. In the present day, OE pow-

ers almost all forms of communication and sensing; fuels all air, land, sea, and

space platforms; energizes all electrical devices; and is itself becoming a primary

Paul Mason Carpenter, direct-fire weapon.

US Department of Defense,

Dr. Paul Sullivan, Given the importance of OE in combat, it is consequently also an area for

Johns Hopkins University, adversary forces to target. Access to energy is often considered a “vital national in-

terest, and has been a casus belli: a reason to go to war. Therefore, it is paramount
that DoD comprehensively educate officers and enlisted service members about
OE throughout their careers. It is important that military leaders understand OE
needs and capabilities at the tactical, operational, and strategic levels of conflict.
Officers should also realize how OE, in all of its forms within multi-domain war-
fare, is positioned, maneuvered, and exploited within any given battlespace. With
these goals in mind, this paper will discuss why officers should be educated about
OE, what they must know about OE at various points in their careers, and to
what extent they need to be educated about the different aspects of OE.

and Dr. Daniel Nussbaum,
US Naval Postgraduate School



Why Officers Should be Educated
about Operational Energy

History is a wonderful educator and can help provide insight
into the future. In conventional wars over the past century,
OE has played a pivotal role in combat successes and failures
alike. Beginning in World War I, for example, petroleum
became critical for expanding motorized armies and air
forces. At the end of the war, British Foreign Secretary Lord
George Curzon declared that “the Allies were carried to
victory on a flood of 0il.”* A French senator similarly stated
that “oil—the blood of the earth was the blood of victory.™

Over the past century, operational
energy has played a pivotal role in
combat successes and failures alike.

OE powered World War II to an even greater extent, and
became a focus for major military battles. At the beginning
of the war, the majority of Germany’s oil supply came from
Romanian oil fields, which made those fields primary targets
for Allied air raids.* Beginning in the spring of 1944, the
Allies executed the “Oil Plan”—a bombing campaign that
systematically targeted elements of German oil production
such as oil fields, refineries, and plants that produced syn-
thetic oil.> Within months, the campaign had cut Germany’s
output of petroleum, oil, and lubricant to less than ten
percent of its previous levels, causing major shortages of
fuel for the army’s mechanized divisions and the Luftwafte’s
pilot training program.6 Germany’s Minister for Armaments
and War Production Albert Speer described the methodical
attacks as “catastrophic” to the German war effort.”

Operational energy is an integral aspect of both the

direct and indirect methods of warfare, and is a factor
throughout all spectrums of conflict. Energy superiority

is the ability to fully exploit one’s own energy capabilities
while simultaneously preventing the adversary from doing
the same. While the United States has enjoyed energy su-
periority in battle since World War I, the world is evolving,
and US energy predominance is being challenged by na-
tions like China. Based on historical conventional warfare,
the victor dominates energy capability. Victory in the OE
domain occurs when friendly forces have access to efficient,
effective, and sustained production of combat power when
and where it is required, while the enemy’s combat power
production is disrupted, degraded, or destroyed. Attaining
OE superiority, therefore, should be a primary goal of

the US military. For this reason, we argue that every US
military officer should be educated about OE.

Today, the US Secretary of Defense’s Operational Energy-
Innovation office focuses on three primary areas of OE de-
velopment: powering the force, electrifying the battlespace,
and commanding energy.® Powering the force involves
generating and maneuvering OE to all fixed and mobile
platforms, while simultaneously reducing vulnerability.
Electrifying the battlespace means developing OE into more
efficient, effective, and less vulnerable electrical power that
can accommodate multiple power sources. No longer can
the operations commander simply trust the logisticians to
have fossil fuel in place when and where it is needed. In the
future, OE decisions will be more complex and will require
an immediate understanding of the battlespace before forces
maneuver and expend OE. Commanding energy neces-
sitates near-real time OFE awareness, in order to exercise
command and control (C2) at all levels of conflict—tactical,
operational, and strategic. Therefore, it is imperative to
require continuing OE education for officers.

The ways in which energy is used in battle, and the kinds of
energy that are being used, have changed dramatically over
the last fifty years. For example, nations are rapidly devel-
oping and beginning to field directed energy weapons,
including railguns, lasers, particle beams, and microwave
arms. It is likely that these weapons will dominate the
battlespace within a few years. Future force concepts envi-
sion highly dispersed forces throughout large geographic
regions, and these forces will require OE that is imme-
diately available on demand. Without an abundance of
ready, secure, and forward-based OE, we argue that future
militaries will falter and fail.

Without an abundance of ready, secure,
and forward-based OE, we argue that
future militaries will falter and fail.

One of the most important reasons to run war games is

to be able to estimate the material, personnel, and energy
needed for an operation. Napoleon lost significant battles
when he ran out of horse feed.” Erwin Rommel lost battles
in the North African desert when he ran out of fuel for his
vehicles.!” If Napoleon and Rommel had run war energy
games, these results might have been different. While

the reality of combat and other operations often leads

to surprises, an officer need not compound the risks by
miscalculating energy needs.

Modern OE encompasses much more than positioning
fuel. Warfighting OE is also about managing multiple
types of energy sources (e.g., petroleum, solar, hydrogen,
nuclear fuel), generation (e.g., generators, convertors,
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reactors), distribution (e.g., electrical wires, power
beaming), and storage (e.g., batteries, convertors, storage
tanks). Warfighting OE includes batteries, weapons (e.g.,
energy weapons, battery-powered missiles and bombs),
weapon platforms (e.g., tanks, planes, ships, satellites),
forward-based microgrids, and cyber/communication
systems—all the aspects required to accomplish military
missions throughout various warfighting domains. Many of
the petroleum motors in weapon systems will be replaced
by hybrids, and eventually by fully electrical/alternate-fuel
engines that are charged from wireless support systems.

OE must be capable of powering deployed platforms and
weapon systems that are dispersed to forward operating
locations and are thus more vulnerable to enemy attack.
Command and control of warfighting OE therefore
requires understanding the energy status across the bat-
tlespace and directing adjustments, sometimes very quickly.
Officers must know how to integrate OE planning and
execution at all levels of war, maintaining a near-real time
understanding and command of OE throughout all aspects
of the battlespace. Officers must ensure that they know
how and where to obtain the OE battlespace knowledge
they need, so that they can contribute to the effort to
develop more advanced OE capabilities.

A focus on OE education and training will have a major
impact on OE development, budget, and operations; it will
save lives and help to ensure mission success. DoD is the
largest single consumer of energy in the world, and about
85 percent of the fuel used by DoD is for OE applications.
In regard to combat, one in eight casualties in the Afghan
and Iraq Wars happened during fuel movements. If ofhicers
of all ranks are trained to understand how OE systems
operate, missions might be accomplished with greater
safety and efficiency while using less energy or using non-
petroleum sources."!

What Officers Must Know About
Operational Energy

What do our officers need to know ? To begin with, they
need to have a foundational understanding of the past,
present, and potential future energy resources used in mili-
tary activities and operations. Officers need to understand
the technologies and supply chains, how to think about
present and future energy supplies and uses, and how all of
these can impact combat operations.

There are many ways to generate electricity, including solar
photovoltaics, concentrated solar power, spaced-based solar,
wind power, tidal and wave power, biomass, geothermal,

It is important for military officers and
civilian specialists in defense science and
technology, and in acquisition and sustain-
ment to study the energy ontology, because
it provides a framework for understanding
the energy process and supply chain. The
following is a partial glossary of important
energy concepts:

Sources: basic elements that “contain”
energy (petroleum, coal, sunlight, etc.)

Power Generation/Conversion:
converting sources to useablc Cl‘lCI‘gy

Transmission/Distribution: making
energy available to users

Storage: methods to store energy for later
use

Energy Management: awareness, com-
mand, and control of energy

Tools and Analytics: methods to improve
current systems and develop new capabilities

Platforms: mobile vehicles of all domains
(land vehicles, aircraft, ships, satellites, etc.)

Weaponry (specifically military):

includes energy weapons

Education and Training: career-long
learning for all military personnel

coal, natural gas, oil, and nuclear power, among others."* To
run operations effectively, officers need to know how the
various energy systems they rely on work, including their
supply chains, and what needs to be done when systems

fail or when the supply chain is interrupted. Some training
in both large and small electricity grids, microgrids, and
battery and storage systems will help all officers understand
how these systems function, and how to restore essential
electrical systems in times of conflict and war.

Markets and Supply Chains

Most ships, vehicles, and aircraft used by the US military
are fueled by oil-based products. The volatility of prices for
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petroleum and refined products creates its own set of risks.
Therefore, an understanding of energy markets is vital for
officers, especially those involved in logistics, planning, and
intelligence. Such understanding will enable them both

to estimate their budgets and needs, and to appreciate the
risks involved with relying on specific markets for energy,
energy storage, and more. Diversity of sources can be key
to saving lives and mission success. By gaining a better
understanding of energy markets, officers will better
understand the impact of new technologies, new entrants
into the markets, the competitive or contestable nature of
the markets, energy substitutes and complements, and how
energy markets may be interlinked. Furthermore, since
much of the infrastructure required by solar, wind, and
other renewable technologies typically comes from overseas
suppliers, it is important for officers to understand how
tariffs, quotas, trade disputes, and trade agreements may
affect the military’s ability to acquire those technologies
affordably, reliably, sustainably, and on time.

The supply chains for fuels are directly linked to electricity
markets. The supply chains for natural gas and coal in the
United States are mostly domestic. Global supply chains for
fossil fuels, including coal, natural gas, and petroleum, often
have important geopolitical ramifications. When fuel is
needed for military activities outside of the home country,
then a deep understanding of the local, regional, and global
markets for the fuels and technologies that will be required
in the area of operations is crucial, as well as an under-
standing of the rules that apply at each level. Oil markets
are mostly global, but there may be local, regional, and
national rules that can apply at times. Although natural gas

markets are usually regional, the distribution of natural gas
is often local, with local rules and regulations that officers
should understand.

A deep understanding of the local, re-
gional, and global markets for the fuels
and technologies that will be required in
the area of operations is crucial.

Electricity markets can be some of the most regulated energy
markets, usually under the control of public utility commis-
sions or their equivalents. There are also, however, electricity
markets that have been unbundled, so that generation, trans-
mission, and distribution are the responsibility of separate
entities. Understanding local electricity auction markets also
helps with “hedging,” whenever that is allowed. In the context
of this paper, hedging is defined as a way to acquire energy for
distribution that minimizes customers’ vulnerability to the
high volatility of the wholesale energy market.

Even though each electricity market, whether domestic

or abroad, has its own peculiarities, it is important for
acquisition officers to understand what a market is, how
markets behave (including during times of stress), how
stable and controlled prices may remain over time, and the
people with whom to communicate and negotiate. While
the US Defense Logistics Agency (DLA) is currently the
DoD agency charged with addressing many of these issues
(petroleum acquisition, transportation, and storage) for
the US military, senior leaders outside of DLA may be
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The use of a high-energy laser aboard the Mobile Active Targeting
Resource for Integrated Experiments (MATRIX) as it negates a
UAS, 2010.

making strategic energy decisions in the future, as energy
sources and energy generation become more diverse.

Transmission and distribution systems are different parts
of the process of moving energy from where it is produced
to where it is used. Electricity is sent from the generating
source at a very high voltage over heavy transmission pylons
and similar structures; it is stepped down in voltage when
it transfers into a distribution system that carries it to

its destination. Natural gas usually moves from a storage
facility through high volume pipelines that cover long
distances before connecting with the distribution pipelines
that carry the gas to houses and other end users. Oil trans-
mission pipelines known as trunk lines carry crude and
refined products, including jet fuel, diesel, and gasoline,
over long distances. These products are then distributed

to various customers at various terminal points. Officers
should be able to understand and map out these systems in
the localities where forces are stationed, in order to identify
potential points of failure and the places that may need
extra protection. This information could be an important
form of intelligence when planning an operation.

Energy Storage

Energy storage is an important aspect of supply chains that
can have a direct effect on OE supplies. Energy storage
comes in the form of batteries, pumped hydro, flywheels,
chemical reactions, or heat storage (e.g., molten salts).
Energy storage systems can be used for routine storage;

they can also be backup sources for vital and life-saving
energy in times of stress when no other sources are avail-
able. Energy storage can tide over forward operating bases
(FOBs) when fuel deliveries are interrupted, or when other
methods of producing needed energy are not available.
Without proper energy storage, energy systems could at
times become unstable, or even unworkable. Determining
the optimum way for soldiers and others to carry batteries
and recharge them could mean the difference not only be-
tween victory and defeat, but also between life and death.
Batteries and other storage options are also important for
communications at all levels, from the individual to the
battlefield. When an electricity grid goes down, an officer
needs to know that there is a backup source of energy to
tide the operation over until new supplies can be produced
onsite or be transported in.

Platforms

Officers need to understand platform energy—the energy
systems that are powering the ship, aircraft, or transport
vehicle they are using. Miscalculations at the tactical and
even strategic levels can happen, with the potential for
mission failure in the near term, and service and national
failure in the longer term. Lives can be lost due to such
miscalculations.

Energy Weapons

As the energy weapons currently under development are
fielded, they will pull heavily on the energy supplies of

an operation. In some instances, they can be connected
directly to platform energy: on an energy-integrated ship,
for example, the energy used for such weapons will come
from the same source as the power that runs the ship.
Therefore, an officer on that ship needs to understand the
tradeoff between having enough energy available to fire the
directed weapon and to power and maneuver the ship.

Safety

Ofhicers should also understand the safety issues related
to fuels, electricity, and nuclear power, when these apply,
and how to train their personnel in safe-use practices. For
example, one of the hazards of high-voltage electricity sys-
tems is electric arc, when electricity jumps long distances.
This can cause injury or death, and can damage platforms
and other equipment. An officer dealing with the possi-
bility of an electric arc needs to understand, at a minimum,
proper grounding. Whether on an FOB, an aircraft, or

a ship, the implementation of appropriate controls and
procedures for handling power supplies is critical.



When preparing for any type of opera-
tion, whether on the battlefield or in
training environments, officers need to
know their energy requirements.

When preparing for any type of operation, whether on the
battlefield or in training environments, officers need to
know their energy requirements, energy use, energy safety
issues, available energy storage, and the energy supply
chains to sustain the operation. Energy must be an integral
part of military C2, either as an independent system or as
part of a comprehensive C2 system.

When to Educate Officers About
Operational Energy

In recent years, DoD has begun to reinforce the impor-
tance of OF throughout the armed services. In 2012,
Congress directed DoD to stand up an organization,
Operational Energy Innovation, to manage the Opera-
tional Energy Capability Improvement Fund, which guides
strategic and operational energy development and transfor-
mation across the services.”® In its 2016 Operational Energy
Strategy, DoD emphasized three objectives “to ensure the
consistent delivery of energy to the warfighter:”'4

e “Increase future warfighting capability by
including energy as a factor throughout future
force development.

e Identify and reduce logistical and operational
risks from operational energy vulnerabilities.

e Enhance the mission effectiveness of the current
force through updated equipment and improve-
ments in training, exercises, and operations.”"

While implementation of these objectives requires the
efforts of the Office of the Secretary of Defense, Defense
Agencies, Joint Staff, combatant commands, and the mili-
tary departments, the DoD must also use a holistic approach
to education and training. Officers should be exposed to OE
issues early in their careers and updated often, with a focus
on information relevant to each officer’s rank and position.
Officers must first be educated about OE at a tactical,
introductory level. Then, as they progress through their
careers, they will need to learn more operationally focused
aspects of OE and, eventually, strategic OE, as it impacts the
overarching planning and management of the forces.

It is very important that an officer understand the energy
support that is available for operations and training. In the

United States, DLA-Energy is the major logistical support
for DoD energy needs, working with the private sector and
others to ensure there is enough energy available for DoD
requirements. Officers need to know how DLA-Energy
works and how to make use of its system; therefore, a visit
with DLA-Energy should be required for all officers who are

involved in the logistics and planning of major operations.

Given the importance of energy in operations, energy
education should be part of the fitness reports for officers
involved with energy logistics. These reports should also
have markers for how well an officer plans, uses, and
develops OE in his or her areas of responsibility.

Given the importance of energy in oper-
ations, energy education should be part
of the fitness reports for officers involved
with energy logistics.

Basic OE Education: Officer Training/
Candidate School and the Service Academies

At the beginning of their careers, officers should begin to
learn OE concepts and their impact on current tactical
operations through Officer Candidate School or the
service academies. OE education might be accomplished
through an overview course that does the following: (1)
introduces officers to the multi-disciplinary considerations
of energy; (2) shows how mastering these OE issues
provides strategic, operational, and tactical advantages
over opponents; and (3) illustrates how failure to master
OE presents an opportunity for enemy exploitation and
friendly mission failure. The following key educational
areas should be included:

e basic energy ontology and how it functions,

e  energy superiority,

e  cnergy sources and generation for tactical platforms
and weapon systems,

exploiting and maneuvering energy,

e basic OE resourcingand logistics.

Intermediate OE Education: Functional Career
Courses and Intermediate Service Schools (ISS)

More tailored and detailed OE education should be inte-
grated into the functional career courses (e.g., Supply Corps
School) and ISS, particularly as it relates to operational
warfare. Functional schools must teach about OFE and its
supply chains relevant to their areas of specialization. ISS
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and senior military education schools offer a tremendous
opportunity for OF education. Many of these programs
take 10 months or longer to complete, and educate students
in operational warfare and strategy. At this intermediate
level, the following areas should be included:

e joint/coalition operational/theater OE planning and
execution,

e operational C2 systems and OE components,
o wargamingand field exercising that includes OE,

e advanced near- to mid-term energy systems and how
to operationalize them,

e adversary energy systems and how to interdict them.

Senior OE Education: Senior Service
Academies

Flag ofhicers and senior executive service candidates com-
plete leadership courses upon selection. In addition, the
vast majority attend a senior service school. As part of this
education, these senior leaders should be introduced to the
strategic-level aspects of OE and how these issues impact
planning, operations, and management of the forces. Senior
leaders need to have a solid understanding of the strengths,
weaknesses, opportunities, and threats presented by OE,
in order not only to command operational forces, but also
to help advance military OE. Key energy areas that senior-
level education should address include the following:

o national OE leadership and development,
e national energy resourcing and strategic stockpiles,
o future OE systems, economics, and funding,

e global energy C2 systems.

The military fights as it trains. Therefore, integrating real-
istic OE considerations and challenges into war games and
tabletop exercises (TTXs) will provide critical education
for officers at all levels. In fact, if realistic OFE is not incor-
porated into war games and TTXs, officers’ understanding
of OE will be inadequate. Therefore, it is imperative that
energy become a primary aspect of all military exercises,
whenever possible and appropriate.

Conclusion

Energy education in DoD should take place across all levels
and for the long term. As some enemies and competitors of
the United States, including China, rapidly increase their
use and understanding of OE, DoD needs to ensure that
the US military can maintain its lead in OE development
and deployment. In addition to educating all military
personnel, it is important to develop a corps of “energy
officers” who are constantly testing the energy pulse of
their area of responsibilities, and who are also looking to
the future energy challenges near and far. There is no place
for complacency in a quickly changing OE world.

The military services use doctrine to establish baselines
for education, training, and operations. However, the US
military currently lacks a comprehensive energy doctrine;

It is imperative that energy become a
primary aspect of all military exercises,
whenever possible and appropriate.

the limited energy doctrine that does exist focuses solely on
liquid fossil fuels.' In future warfare, “strategic” OE will be
optimized by doctrine, planning, and strategy. Thus, devel-
opingan overall energy doctrine is an important first step
in the process of improving energy education for officers.

OE is a physical force, powering microgrids and platforms
and functioning as a weapon itself. New and developing
forms of warfare demand that energy be operationalized,
with its full capabilities available from forward operating
locations. Many weapon systems will likely evolve from
their current engines to hybrids, and then to fully electrical
engines that are charged from power-beaming systems.
DoD is currently working with numerous universities and
civilian labs to maximize efficiencies and take advantage

of assets across the enterprise and research spectrum.
Developments from DoD often spill over into the US
civilian sectors, while the civilian sector supplies energy
and technology for the DoD in turn. As a matter of total
investment, the civilian industrial energy sector dwarfs that
of DoD. Therefore, joint military/industry OE develop-
ment and investment will be necessary in order for DoD
to realize the best economies of scale. These are some of
the many reasons why officers must be educated about

OE early, often, and in ways that are relevant to their jobs
throughout the course of their careers.

Sun Tzu noted that “in all fighting, the direct method may
be used for joining battle, but indirect methods will be



needed in order to secure victory . . . these two in combina-
tion give rise to an endless series of maneuvers.”"” Today,
OE is an integral aspect of both the direct and indirect
methods of engagement and throughout all spectrums of
conflict. Since the beginning of the twentieth century, the
United States has had “energy superiority,” but this is being
challenged today. Maintaining this superiority should be a
primary goal of the US military, and educating officers in
OE is an essential part of attaining that goal.
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NATO Tabletop
Exercises to Further
Energy Resilience

and Security:
Ukraine as
a Case Study

FREEDOM, DEMOCRACY, AND SECURITY ARE
threatened in many parts of the world by today’s strategic
competition and hybrid threats.” Critical infrastructure
(CI), including electricity grids, transportation systems,
water systems, and so on, is an essential component of
modern societies’ economic strength, security, governance,
and way of life. To mitigate the challenges posed by hybrid
threats to CI, many nations are seeking to enhance the
resilience of their critical infrastructure protection (CIP)
systems through a range of legislation and government
action. To assist with these endeavors, NATO and its asso-
ciated Centers of Excellence have highlighted the tabletop
exercise (TTX) as a tool to identify areas of concern and
bring forth potential solutions, while the NATO Energy
Security Center of Excellence (ENSEC COE) developed
the Coherent Resilience (CORE) TTX program to focus
on CI and hybrid threats. This paper looks at the design,
development, execution, and outcomes of the CORE
program, with special emphasis on the TTXs conducted in
Ukraine in 2017 (CORE 17) and late 2021 (CORE 20).2

Various nations and institutions have their own definition
of the term “tabletop exercise.” The US Department of
Commerce’s National Institute of Standards and Tech-
nology guide on training and exercises defines tabletop
exercises as “discussion-based events where personnel with
roles and responsibilities in a particular I'T plan meet

in a classroom setting or in breakout groups to discuss
their roles during an emergency and their responses to a
particular emergency situation.” This definition provides a
useful understanding of the term as it is used in this paper.

The past several years have seen an increase in NATO exer-
cises, many of which have also included partner countries.
Thus, “following Russia’s illegal ‘annexation’” of Crimea in
March 2014, the number of exercises undertaken that year
was increased and at their 2014 Summit in Wales, NATO
leaders . . . have agreed on a strengthened deterrence and
defence posture that draws upon all the tools at NATO’s
disposal, including military exercises.”*

In Ukraine, a wider discussion of ways to adapt the national
security system to hybrid threats resulted in the establish-
ment of a program in December 2016 called the State
System on CIP.> While developing the CIP system, govern-
ment agencies identified significant shortfalls in interagency
cooperation, as well as the absence of a common working
language and procedures for communication.® A number

of problems hamper the introduction of the CIP system in
Ukraine,” but the following are the most important:

o the need to shift government and public attention
from a reactive policy focused on recovering from
the consequences of a crisis to preventing crises by
developing the capability to deter, mitigate, and more
effectively respond to hybrid threats;

e the need to establish a system of coordination among
ClI stakeholders, including effective public-private
partnerships, that will enable them to combine their
efforts; and

* This article was completed before the February 24 invasion of Ukraine by Russia, and so does not reflect that crisis.



o the need to clearly define the function of a CIP system
in order to ensure the continuity of essential services
and the resilience of not only CI but the CIP systems
themselves during crises.

To make progress toward improving CIP systems, officials
must first have full awareness of the problems. This knowl-
edge would help ensure that the necessary legislation is put
in place to coordinate planning in the institutions that are
responsible for the various system components’ activities,
such as intelligence, counterterrorism, civil protection,
cyber security, physical protection, and so forth. Increased
awareness would also lead the population to better under-
stand the challenges they would face in crisis situations
and their role in supporting efforts to protect and increase
Cl resilience. The training programs usually associated
with security and crisis management operations, however,
often lack broad, interdisciplinary attention to CI and

the continuity of essential services during crises. Among
the various educational training tools that are available,
collective exercises such as TTXs are the most useful for
developing a common understanding among participating
institutions, particularly those that are accustomed to
working according to their own specific procedures.

The training programs usually associated
with security and crisis management op-
erations often lack broad, interdisciplinary
attention to critical infrastructure (ClI).

The authors of this paper were directly involved in the
design, development, and execution of a series of training
events, in Ukraine and other Eastern Europe countries, that
sought to highlight the objectives, structure, and challenges
associated with conducting national-level TTXs on CIP.®
Exercise design, development, and execution is a detailed
and lengthy process, and covering every aspect of the
exercise planning for these training events is beyond the
scope of this paper. With that in mind, this paper will
discuss the TTX as a training tool, focusing on the key
aspects of exercise design and execution, and will conclude
by describing some of the results from the CORE TTXs
in Ukraine.

Tabletop Exercise as Training Tool

Many nations’ military, government, and CI stakeholders

are not familiar with tabletop exercises. Even NATO’s Bi-SC
Collective Training and Exercise Directive 075-003 (referred
to as Directive 075-003 hereafter) makes no mention of
them. It does, however, provide a sound planning process for

exercise development, and serves as the primary source for
NATO TTX planners, who will typically augment it with
other NATO exercise directives, as well as doctrine from
nations and organizations with detailed and formalized
instructions related to TTXs.” The US Federal Emergency
Management Agency, for example, has a well-developed
TTX training program and online reference materials that
proved to be very useful for increasing the preparedness of
organizations, institutions, and nations for crisis events."

In general, there are several types of collective exercises for
planners to choose from, depending on the purpose. They
are either discussion-based or operations-based, and each
has specific purposes, goals, and outcomes.

Discussion-Based Exercises

o  Seminar: generally focused on enhancing under-
standing and a common framework within a group,
which can be a starting point for developing or
changing plans, policies, and procedures; seminars
often lead to a product such as a report.

e Workshop: organized to develop a product or, at
a minimum, to collect and/or share information
through discussions, lectures, and facilitated breakout

groups.

o Tabletop Exercise: intended to generate discus-
sion and can be used to enhance general awareness,
validate plans and procedures, facilitate conceptual
understanding, identify strengths and areas for
improvement, and/or influence the perceptions of
participants.

o Game: developed as an analog or virtual simulation of
operations in which participants’ decisions and actions
enable them to explore decision-making processes
and consequences and evaluate existing and potential
strategies.

Operations-Based Exercises

o Drill: a coordinated and supervised event to validate
a specific function or capability in a single agency/
organization, often used to validate a single operation;
goals include practicing and maintaining skills, pre-
paring for future exercises, and potentially evaluating
new procedures, policies, and/or equipment.
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Members of the Strategic Communications Syndicate discuss exercise inject responses during NATO Coherent
Resilience 20 held during the Black Sea TTX in Odesa, Ukraine.

e Functional exercise: a simulation in a real-time envi-
ronment that is designed to assess the capabilities and
functions of primary components such as command
posts and staffs.

e  Full-scale (live) exercise: a time- and resource-inten-
sive exercise, usually conducted in a real-time, stressful
environment, that is intended to mirror an actual
incident; the goals are to demonstrate participants’
roles and responsibilities and the ability of multiple
agencies to coordinate their responses."'

A tabletop exercise was selected by NATO ofhicials as the
likely most effective method to facilitate Ukraine’s efforts
to develop greater CI resilience, given the current stage of
its CIP system implementation. This is because the TTX
is a low-risk, cost-effective tool that is designed to test and
validate existing plans, policies, and procedures; highlight
the capabilities of participating institutions; and identify
resource requirements, capability gaps, strengths, areas for
improvement, and potential best practices.?

TTX Design and Development

With the numerous resources available from national
governments, organizations, agencies, and academic
institutions, planners have a menu of options to support
the design, development, and execution of TTXs. As
mentioned earlier, the NATO planners who organized the
CORE TTXs relied primarily on Directive 075-003, while

also referring to other available sources as necessary and

appropriate. The exercise design established a multi-stage
event according to the three stages outlined in Directive
075-003: (1) exercise concept and specification develop-
ment; (2) exercise planning and product development;

and (3) operational conduct and analysis, and reporting.
The next sections discuss a few key elements within each of
these stages in order to provide a general overview of the
critical aspects of planning and conductinga TTX.

Aim and Objectives

When designing an exercise, it is important to incorporate
objectives that will achieve the overall goals that senior
leaders intend the exercise to accomplish. In general, a
TTXs objectives should be in line with an aspect of the
exercise nation’s and/or institution’s past, current, and
future planning activities.” If certain procedures are not
yet defined in legislation or existing policies, the goal of the
exercise may be to educate the participants about the spe-
cific challenges posed by certain threat or crisis scenarios,
in order to identify any gaps that will require appropriate
governmental or industry action to close. Objectives must
be well-defined and achievable, and not leave participants
feeling overwhelmed; such feelings can reduce active

participation during the TTX.



In general, a TTX’s objectives should

be in line with an aspect of the exercise
nation’s and/or institution’s past, current,
and future planning activities.

The main purpose of CORE 17 was to involve Ukraine’s
government, industry, and nongovernmental organizations
in meaningful discussions of how to respond to hybrid
threats against critical infrastructure. The goal was to find
gaps in existing crisis management plans, policies, and
procedures, and to develop a consensus regarding what
improvements needed to be made. Considering the status
of Ukraine’s CIP policy development and the exercise
aims, these were the CORE 17 objectives:

o assess the resilience of CI and how well prepared
the various system components were against hybrid
threats (disinformation, cyber attacks, sabotage, covert
operations);

o validate the effectiveness of national crisis manage-
ment plans, policies, and procedures, including those
that affect the energy supply, in their response to and
ability to mitigate the effects and possible impacts of
hostile hybrid actions;

e test existing measures to heighten the security of CI
and supply chains, including those affecting military
and civilian government institutions; and

e cvaluate strategic communications procedures to
mitigate the influence of malign hybrid actions,
and to assess Ukraine’s ability to coordinate with
NATO members, partner nations, and international
organizations.

These CORE TTX objectives reflected the needs of the
different critical infrastructure sectors that ensure energy
security and provide essential services.'* Every relevant
organization was involved in the planning process, pre-
cisely to ensure that all equities were considered in order to
create a highly realistic, useful, and challenging exercise.

TTX Planning
For each CORE TTX, planners identified three stages

for the weeklong event: a two-day academic seminar with
presentations and discussions to orient participants; a
three-day scenario-based TTX; and a one-day “hot-wash”
(after-action discussion) combined with a Distinguished
Visitors Day. The CORE 17 events took place as follows:

Academic Seminar (Monday-Tuesday): This stage in-
cluded presentations and discussions on the topics relevant
to the planned TTX scenario, to orient participants and
make them aware of the latest information regarding types
of threats, best practices, and any recent changes in legisla-
tion. This preliminary stage of the exercise was developed to
ensure that participants had the information they needed
ahead of time and were prepared for the actual exercise.

Participants of the CORE TTX at the National Institute for Strategic Studies in Kyiv, |7 October 2017.
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Tabletop Exercise (Wednesday-Thursday): The exercise
gave participants the opportunity to increase their un-
derstanding of issues associated with CI resilience as they
responded to threats to the systems at both the national
and local levels. The exercise also encouraged governmental
and private entities to coordinate their responses to
simulated threats.

After-Action Hot-Wash (Friday): Stage three consisted
of after-action briefings and a Distinguished Visitors

Day. The briefings summarized the results of participants’
discussions on the scenario responses and highlighted best
practices, areas for improvement, and recommendations.
The Distinguished Visitors Day was attended by senior
leaders from the host country and NATO countries to
discuss the initial TTX results.

The Training Audience

The target participant audience for the Ukraine CORE
TTXs included middle- and senior-level personnel from
the following: government agencies and ministries in the
fields of infrastructure (e.g., transport, energy), economy
and trade (e.g., sectoral industries), emergency services,
national security and defense (e.g., Army, police, intel-
ligence), local authorities, and CI operators. The main
task in selecting trainees is to include personnel who are
responsible for CIP and national resilience at both the
national and local government levels; members of relevant
nongovernmental organizations and institutions; opera-
tors of critical infrastructure; and members of industry
associations, the media, and so on. As with all exercises, it
is imperative that participants be the right people, from the
right organizations, and in the right number.”

The main task in selecting trainees is to
include personnel who are responsible
for CIP and national resilience at both
the national and local government levels.

Key Exercise Personnel

One of the most important factors of a successful exercise is
skillful planning. Thus, the selection of key exercise per-
sonnel to fill the various roles in the TTX (exercise design,
development, execution, and evaluation) is critical.

The following were some of the most important personnel

roles for the CORE 17 TTX:

o  Exercise Planning/Control Team developed and
conducted the exercise, including the creation of a
general plan for the training process, the exercise
scenario, and all preparation materials and reference
guides for facilitators and participants, and the coordi-
nation of training audience participation.

o Participants/Players responded to the exercise sce-
nario based on their respective subject matter knowl-
edge of current plans and procedures, and contributed
insights to the discussions.

o Observers/Subject Matter Experts observed the exer-
cise but did not participate in the discussions, except to
provide answers to any technical questions that arose.

e Co-Facilitators were knowledgeable about and/
or experienced in the subject material, and were
responsible for keeping the discussions focused on
exercise objectives. They also shared responsibilities for
tracking time, announcing questions and injects (new
events), following the discussion, and recording main
findings and outcomes.

o  Evaluators/Data Collectors gathered relevant
information and ideas from the facilitated discussions
during the exercise, so they could be incorporated into
the final exercise report.

To ensure that everyone participates in the scenario-based
discussions and that the allotted time is used most effectively,
it is very important to have experienced and skilled facilita-
tors. Some TTX(s pair facilitators/moderators with assistant
facilitators/moderators who play a secondary role, but we
have found that having international experts and host-nation
experts in co-equal roles is a better configuration for partner-
nation exercises. At least one facilitator should be fluent in
the host nation’s language. Although they themselves do not
participate directly in the discussions, facilitators must be
able to both create an environment that encourages dialogue
and guide discussions to prioritize key concerns and meet

the objectives of the exercise. Because facilitators are often
called upon to provide clarification on points of discussion,
they need to understand the professional terminology related
to the group’s focus area, be experienced enough to make
rational decisions, and be decisive enough to keep the discus-
sion moving forward. Finally, facilitators must remain neutral
and fair, and be comfortable with both allowing productive
disagreements and ending fruitless debate if necessary.



Development of TTX Scenario
and Exercise Events

Effective exercises are realistic and reflect current challenges
confronting the exercise participants and organizations. For
each CORE TTX, a Core Planning Team was designated
and given responsibility for the development of the exercise
scenario and corresponding events list—a series of vignettes
and injects that are the basis for participant discussions.

The CORE 17 scenario was designed to reflect the kinds of
real challenges to Ukrainian sovereignty posed by Russia in
recent years.'® It is clear that Russia developed a deliberate
hybrid war plan for its 2014 operations in Crimea, designed
to achieve limited but specific objectives. The early phase
included a multi-faceted influence campaign that sought

to discredit the government of Ukraine. This was done

to shape the battlespace and help ensure the success of
subsequent kinetic hybrid operations that ultimately led

to the achievement of Russia’s main objective: the forcible
annexation of Crimea.

Russia explicitly attacked Ukraine’s ClI

in all phases of its Crimea operations in
order to exert psychological pressure on
the population.

Russia explicitly attacked Ukraine’s CI in all phases of its
Crimea operations in order to exert psychological pressure
on the population and incite panic, social tension, and
anger at the government; cause economic losses through
the seizure of critical infrastructure and resources; and
extensively weaken the government of Ukraine in the af-
termath of the operation. It was in this context that CORE
planners developed the TTX scenarios.

Each CORE TTX, all of which have focused on hybrid
threats and energy security, has included significant ele-
ments of CIP. Using an “all-hazards” approach, the CORE
17 scenario and its injects comprised several different
threats that would affect the continuity of services pro-
vided by CL." The base scenario reflected lessons identified
and learned from studies of Russian hybrid operations
launched against Ukraine since 2014."®

Each CORE TTX scenario has consisted of four to five
separate stages, such as (1) pre-conflict phase: hybrid
influencing; (2) low-intensity hybrid operations; (3)
conflict phase: high-intensity hybrid operations; (4)
hybrid warfare; and (5) post-crisis stabilization. These
stages reflect what planners view as most realistic based

on the likely actions of the adversary and the necessity to
“reset” after conflict subsides. CORE planning teams use
the stages to identify sub-scenario vignettes and develop
the corresponding event injects that will drive participant
discussions. The vignettes describe the changing atmo-
spherics that characterize each new stage in the exercise.

A series of injects is then created for each vignette. For
instance, an inject could be an explosion that takes place at
a power generation facility and leaves the plant inoperable
for several weeks. Participants would then discuss the likely
effects of the power loss and the associated responses and
obstacles. This is done for each inject that is presented.

To best accomplish the objectives of the CORE TTXs,
participants are split into four or five “syndicates,” each of
which represents a different functional area. This format
enables participants to focus their discussions on one spe-
cific area of concern according to the vignettes and injects.

Past syndicates have included:

e  Strategic communications: focused on hostile pro-
paganda and media manipulations as well as crisis
communication;

e Site protection: related to cyber and terrorist attacks
at the site, local, and national levels;

o  Crisis response: concerned with energy-specific
crises on the local and national level, and interagency
interaction and information exchange; and

e International cooperation: working with allies,
partners, international agencies, and nongovernmental
organizations that may assist with crisis response and
management at the international level.

The set of syndicates planned for each CORE TTX should
reflect the exercise’s objectives, so each TTX will likely
have different syndicates. A brigade, for instance, could de-
velop its own TTX with syndicates on command and con-
trol, operations, and logistics. Some exercises may not have
any syndicates and instead keep all the participants in one
group." Such considerations also come into play during
the development of injects: some injects may be relevant to
all of the exercise’s syndicates, while others can be targeted
for specific syndicates. The general concept of injects and
syndicate interactions during scenario-based discussions

is shown in figure 1. In a typical TTX, the entire training
audience begins in a plenary session, where facilitators
present a vignette and lead an interactive discussion about
it among the audience members. The syndicates then move
to separate work areas, where facilitators present injects
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Syndicate Facilitators

Injections similar for all Syndicates

CRISIS

PROTECTION RESPONSE

Separate injections for certain Syndicates

STRATEGIC
COMMUNICATIONS

INTERNATIONAL
COOPERATION

Results of Syndicates’ work on prevention,
response, and recovery of Cl

Assessments of current programs / plans / procedures.
Recommendations on improving programs / plans / procedures
and resilience of power system.

Figure 1:The General Concept of Injects and Syndicate Interactions®

for the participants to consider. Each syndicate can choose
how to prioritize and spend time on the different injects it
is presented with, but all of the syndicates must complete
their discussions concerning that particular vignette within
an allotted amount of time. Once the time expires, the
training audience regroups for the presentation of the next
vignette, and so on.

During the “hot wash” debriefing on the last day, each
syndicate presents its work so that the rest of the audience
participants can interact and discuss the key takeaways. In
more recent CORE TTXs, efforts have been made to in-
crease syndicate interaction with tools such as chat rooms.

Conduct of a Discussion-Based TTX

The vignette-based discussion is the main aspect of a TTX, so
it is imperative that these discussions be focused and guided
to meet exercise objectives. Both facilitators and participants
need to understand what the discussions are intended to ac-
complish and how they will take place. Therefore, facilitators
may require some training before the exercise, as well as access
to detailed preparation materials and tools.

As described above, the scenario, vignettes, and injects
prepared for a TTX are designed to stimulate discussion
and encourage participants to do the following things:

o analyze the vulnerabilities of their critical infrastruc-
ture, determine the consequences of a system failure, an
attack, and/or damage to CI, and evaluate the possible
consequences for other related dimensions of society;

e assess whether and how well the institutions, agencies,
and organizations that provide crisis response and
continuity of services cooperate and coordinate their
work;

e exercise both civil and military crisis management
processes and civil emergency planning in response to
aggressive hybrid tactics at various phases of a devel-
oping crisis; and

e determine the gaps in plans and procedures and outline
possible legislative improvements.

The CORE 17 TTX syndicates discussed their scenarios in
three parts. First was a conversation surrounding the detec-
tion of an incident; second was the response portion of the
discussion; and third, participants talked about the policy
aspects based on areas identified for improvement. Each
discussion followed a series of predetermined questions:



Discussion of detection: How does this case qualify as a
security incident? What current mechanisms are in place
to detect threats? How is the information verified? Who
should be informed immediately? Who activates the proce-
dures for responding to a security incident, and under what
conditions? How might the identified threats affect CI?
Which critical services or functions would be endangered
in the case of a crisis? What might be the immediate and
long-term consequences of damage to these aspects of CI?

Discussion of response: What could be done to mitigate
or prevent negative consequences? What role, tasks, and
areas of responsibility does each of the involved depart-
ments, agencies, or organizations have during the response?
Again, who activates the procedures for responding to a
security incident, and under what conditions? How does
interaction between CI operators and local and national
government bodies take place? Are there procedures for
ensuring continuity of the functions and services provided
by CIif it is damaged? Are there mechanisms for preparing
the population for action in a crisis? How will the state and
industry leadership, mass media, population, and interna-
tional partners be notified and kept informed of events?

Discussion of policy: Could this situation be prevented?
Are there any mechanisms for preventing the crisis from
escalating? What are the procedures for responding to an
emergency situation and how are they regulated by law ? Is
there legislation in place to establish or revise the require-
ments for the protection of CI facilities and objects? What
aspects of prevention and response need to be improved?

The TTX Final Report

The reporting phase of an exercise aims to provide a full
analysis and evaluation of the exercise against its stated
aims and objectives. This report captures events as they
occurred during the exercise, provides an analysis of the
events relative to the exercise objectives, and suggests
follow-on development actions to enhance or improve
participating agencies’ planning and response capabilities.
This is done through the development of key takeaways
(areas for improvement, strengths, and best practices) from
the exercise and corresponding recommendations.!

The CORE TTX series relies on teams of experts to con-
duct the post-exercise analysis and prepare a report. The
US Naval Postgraduate School’s (NPS) Energy Academic
Group has provided an evaluation team that has worked
together with the CORE planning team, facilitators, and
participants to capture the results of each CORE TTX
and develop the findings into a final report. To ensure the
report’s accuracy and relevance, it is often necessary to
partner with a host nation entity that is familiar with the
country’s legislation, plans, policies, and procedures. In
the case of CORE 17 in Ukraine, the host nation partner
for the evaluation was the Ukraine National Institute for

Strategic Studies (NISS).

The final report covers all aspects of the TTX, but its main
value is the presentation of the results of the TTX and

the key takeaways. The report also has a section for each
syndicate that summarizes every vignette and inject that
was included in that syndicate’s discussions, and presents

Because high-level TTXs are not generally conducted on a regular basis, it is
imperative that they are developed and executed in a manner that achieves the

most comprehensive results possible.

Because high-level TTXs are not generally conducted on
a regular basis, it is imperative that they are developed and
executed in a manner that achieves the most comprehen-
sive results possible. A detailed facilitators’ guide, which is
developed by the planning team and provided to facilita-
tors ahead of the exercise, describes the exercise’s goal,
objectives, scenarios, vignettes, injects, and participating
organizations. It also includes a series of discussion ques-
tions for the whole group and specific ones for individual
syndicates or injects.

The TTX is not yet complete at the conclusion of the
scenario-based discussions, of course. Now it moves to an
analysis and reporting stage, which leads to the creation of
a final exercise report.

the syndicate’s key takeaways. The conclusion features a
section of overarching findings that are common to more
than one syndicate’s discussions and/or apply to broader
areas of CIP than a specific syndicate’s area of expertise.
Interagency communications, for example, often show up
in final reports as a challenge across syndicates.

The team approach to developing the final report leverages
all the knowledge and experience of the professionals who
take part in the exercise. For instance, the NISS personnel
were experts on Ukrainian legislation; the facilitators were
subject matter experts from several NATO nations with
expertise on NATO best practices; and the NPS evalu-
ation group incorporated US best practices where ap-
plicable. Finally, the training participants included senior
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professionals with years of experience in hybrid threats and
CIP, whose ideas to improve energy security systems and
resilience are invaluable and need to be captured.

Conclusion
The CORE TTX has proven to be an effective tool to

engage various state and civil institutions in the evaluation
and assessment of existing capacities to meet modern CIP
challenges. These exercises are also a useful way to increase
government and industry leadership’s awareness of the
importance of contingency planning. TTXs help to build
interagency networking, create trust among government
institutions and other key stakeholders, and establish a
common language that enables every actor to understand
the threats to CI and the obstacles to resolving them.

These exercises are a useful way to
increase government and industry lead-
ership’s awareness of the importance of
contingency planning.

The CORE 17 and 20 exercises (conducted in 2017 and
2021, respectively) gave participants the opportunity to
validate the policies, plans, procedures, processes, and
capabilities that enable preparation, prevention, response,
recovery, and continuity of operations in the event of

a threat or disaster. The controlled environment of the
exercises allowed the participants to safely explore real-
world solutions that would both improve response com-
munication and coordination and advance the efficacy of
broad-based public-private CIP partnerships. In addition,
the CORE TTXs produced a range of practical recommen-
dations aimed at improving Ukrainian state policy on CIP
and crisis management plans.”

Some of these recommendations have already been imple-
mented through legislation. Soon after CORE 17, the Ukrai-
nian government approved a resolution titled “The Concept
for Building a State Critical Infrastructure Protection System
in Ukraine,” which outlines priorities for establishing a
national CIP system and determines the main directions,
mechanisms, and terms for the comprehensive legislative regu-
lation of CIP activities.”> The CORE 20 TTX was followed
by President Volodymyr Zelenskyy’s signature on a new law,
“On Critical Infrastructure Protection,” which serves as a
roadmap to enhance the security architecture for CIP.*

The Ukraine CORE TTXs included a broad list of
participants from NATO allies, partner countries, and
international agencies that participated in the International

Response syndicates. The goal was to review and assess the
available means for international cooperation during crisis
situations in a non-NATO country. Better coordination
and cooperation between Ukraine and the international
community in confronting Russia’s aggressive hybrid
operations have enhanced Western understanding of the
adversary and deepened resolve to combat aggressive Rus-
sian activity throughout Europe and beyond.

Allies and partners secking to improve national security
and resilience against hybrid threats should consider imple-
menting training and education programs that leverage
TTXs as a means to identify areas for improvement, best
practices, and potential solutions. There are several NATO
entities that stand ready to provide assistance and exper-
tise. Tabletop exercises, as demonstrated by the CORE
program, are an invaluable means for allies and partners to
further resilience and readiness to deter, deny, and defeat
today’s hybrid threats.
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Exercise Roadmap for
Resilience: Requirements,
Results, and Resourcing

THE UNITED STATES EXPERIENCED 1.33 BILLION
power outage hours in 2020, a 73 percent increase from
about 770 million hours in 2019." This increasing number
of power outages impacts other infrastructure sectors

and threatens the health of US citizens, and the nation’s
economy and security. The US Department of Defense
(DoD) relies heavily on the nation’s commercial electrical
infrastructure to conduct critical missions, such as piloting
remote aircraft, reviewing reconnaissance, and planning
supply logistics from DoD facilities within the continental
United States rather than from overseas bases. If a DoD
installation doesn’t have reliable electrical infrastructure,
many of those missions could not be successfully executed.
As natural disasters and determined adversaries threaten
to destabilize the US electrical infrastructure, DoD must
begin to think of energy resilience as a critical mission in

and of itself.

This article explores how executing functional exercises can
strengthen DoD’s ability to prepare for, withstand, adapt
to, and recover from installation or regional electrical
disruptions. Using a hypothetical exercise scenario that
illustrates the real-world challenges military installation
energy managers face, the article describes how DoD has
used Energy Resilience Tabletop Exercises (ERTTXs) and
Black Start Exercises (BSXs) to test military installations’
dependence on electrical infrastructure to execute critical
missions, and highlights some of the ways in which the
exercises enable DoD to support its infrastructure and
mission success.

Imagine you are the energy manager at a military installa-
tion located on the West Coast of the United States. Your
days have been filled with worry about recurring weather-
related flooding that has taken place on and around the
installation. In addition to the flooding, the installation
is experiencing frequent blackouts due to high winds and
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aging infrastructure. These blackouts have caused high-
profile tenants to move from their buildings at the remote
edges of the installation to contingency locations in the
main cantonment. To add to the pressure, the installation
is preparing for a satellite launch that has experienced
multiple postponements. Leadership is anxious to get the
launch accomplished.

Now imagine that, over the next 48 hours, you will learn that
intentional tampering has caused a substation to catch on
fire, regional power and wastewater treatment outages con-
tinue to impact the area due to the persistent flooding, and
your utility provider has discovered that an adversary nation
has executed a cyber attack on its distribution network.

Imagine that, over the next 48 hours, you
will learn that intentional tampering has
caused a substation to catch on fire.

No, this isn’t a nightmare. This situation is an example of
an energy resilience readiness tabletop exercise that was
led by DASD(E&ER), the Deputy Assistant Secretary of
Defense for Environment and Energy Resilience, at three
DoD installations in 2019. Figure 1 provides an overview
of the cascading sets of failures that could be used as the
prompts for discussion during this ERTTX. The objective
of testing high-stress scenarios like this is to prepare instal-
lation personnel for regional, prolonged electric power
disruptions that would impact critical infrastructure,
mission requirements, and personnel availability. DoD has
prioritized the use of exercises that identify vulnerabilities
in the energy capabilities of installation infrastructure
that is directly related to critical mission requirements.
The exercise results have

The objective of an ERTTX is to scheme out how the
installation would respond to events that test its ability to
execute its missions. A subsequent BSX then builds on this
scenario-driven plan by actually cutting off an installation’s
power for several hours to identify assumed and actual gaps
between mission requirements, infrastructure, and per-
sonnel procedures. The following sections will discuss how,
when, and why ERTTXs and BSXs should be executed,

e . 0.
once the facility’s requirements for energy resilience have

been established.

DoD Energy Resilience

Energy resilience is defined for DoD as “the ability to avoid,
prepare for, minimize, adapt to, and recover from anticipated
and unanticipated energy disruptions in order to ensure
energy availability and reliability sufficient to provide for
mission assurance and readiness, including mission essential
operations related to readiness, and to execute or rapidly
establish mission essential requirements.”® Vulnerabilities in
the existing US electrical infrastructure are driving DoD’s
efforts to improve its facilities energy resilience. US critical
infrastructure is not only increasingly vulnerable to natural
disasters, but is also facing a growing risk of cyber attacks

by determined adversaries.” As a result, energy resilience has
been incorporated into several DoD policies over the last
decade as a central tenet of mission readiness.’

In 2020, the US Government Accountability Office
reported that more than 98 percent of DoD installations
rely on commercial electrical infrastructure that exists “out-
side the fence line,” i.e., is separate from the installation.
DoD’s reliance on the commercial power grid requires a
restoration and response plan that is shared across multiple

been used to support
project development
and prioritization across
the US military. These
exercises have primarily
been either tabletop
exercises or on-site en-
ergy resilience readiness
exercises, also known

as “pull-the-plugs” or
“black starts”—live
scenarios that begin with
an installation losing its
primary power source.

- HOUR: 1

HOUR: 12

Figure |.48-Hour Timeline
of Cascading Events?

I 48 Hour Timeline of Cascading Events &

Intentional tampering has caused a substation to catch fire.

0] HOUR: 6 INCIDENT: FLOODING

S WS Persistent flooding in the region is now causing access issues to the installation.

Power and waste water outages are occuring in the region due to the flooding.

2] HOUR: 36 INCIDENT: CYBER ATTACK

Your utility provider has discovered a cyber encroachment on

CONVERGE
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INCIDENT: FIRE

INCIDENT: POWER OUTAGES

their distribution network.
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stakeholders, including the installation, utility providers,
emergency responders, and community representatives.
The Army, Air Force, and Navy have tracked the increasing
severity and frequency of prolonged power outages and,

in response, have mandated that their installations be able
to sustain critical missions independent of the commercial
electrical grid for a minimum number of days, ranging
from seven days at Air Force bases to more than two weeks
at Navy bases.® There is, however, no general DoD require-
ment for the minimum number of days an installation will
need to sustain mission operations if commercial power is
not restored within those service-mandated timeframes.

Achieving Energy Resilience
Through Exercises

Energy resilience exercises are an effective method that
defense leadership can use to verify that installations are
meeting their resilience goals.” Recognizing the impor-
tance of integrating energy disruption scenarios into

the military’s exercise program to strengthen the energy
resilience posture of DoD installations, DASD(E&ER)
developed the ERTTX and BSX frameworks in 2018. It
then executed three ERTTXSs in which DoD installations
faced hypothetical risk scenarios similar to those faced by
the energy manager earlier in this article. Examinations of
installation-specific infrastructure vulnerabilities, the re-
gion’s history of natural disasters, and risks to the security
posture of the installation helped inform the development
of installation-specific scenarios that incorporated realistic
threats to mission capabilities.

Energy resilience exercises are an ef-
fective method that defense leadership
can use to verify that installations are
meeting their resilience goals.

As of fiscal year 2021 (FY21), DoD had conducted more
than 10 exercises using the ERTTX and BSX frameworks,
and has dozens more exercises scheduled in the next

five years. These exercises focus on creating a controlled,
realistic environment that either replicates an adversary-
caused power outage based on prior events, or builds on
assessments of likely scenarios unique to the installation
being tested. The exercises demonstrate the real-world gaps
between critical mission requirements and infrastructure
energy resilience, and give the installation personnel a
unique opportunity to both practice their response to a
grid power outage and validate the performance of the
installation’s systems, processes, and assets. The exercise
results provide the installation with the proper justification

to request funding support for infrastructure improve-
ments or to address critical gaps identified in the results.

The DASD(E&ER) exercises demonstrated their ef-
fectiveness in those initial programs; since then, the US
Army, Navy, and Air Force have begun to develop exercise
programs for their installation portfolios. In the FY21 Na-
tional Defense Authorization Act, Congress required each
US military service to conduct at least five “black start”
exercises per year through FY27, “to evaluate the ability of
the installation to perform critical missions without access
to off-installation energy resources.”

Energy Resilience Tabletop Exercise

ERTTXs present participants with the scenario of a
large-scale, multi-day event that would affect the com-
mercial energy distribution system servicing a DoD
installation. The participants then spend one or more days
in a facilitated discussion of how they and their personnel
would respond to the primary scenario and to each new
input. The objective of the exercises is to test the ability
of the installation’s personnel to continue their mission
during such an event, to demonstrate how the installation
can support its mission through personnel response and
infrastructure resilience, and to reveal critical gaps that
need to be addressed. These gaps become the basis for
planning resilience improvement projects that will enhance
DoD’s mission-readiness posture.

An ERTTX convenes DoD leaders and decision-makers,
together with critical installation stakeholders, to work
through a scenario that exploits the specific vulnerabilities
and challenges facing that particular installation and the
surrounding community. The scenarios are realistic and
immersive, and are designed to provide specific new inputs
throughout an exercise, according to a set formula:

o  First, an apparent natural or accidental event causes
a severe power outage on the installation, requiring
immediate action.

e Later, it becomes clear that a determined adversary has
caused the outage and is disrupting recovery efforts.

o  Finally, it is revealed that the power grid will take
multiple weeks to recover, requiring the installation
and critical mission operators to plan for and activate
long-term contingency plans.



Civil Engineering Squadron personnel prepare to shut down electrical power during an ERTTX, 19 November 2020.

ERTTX Outcomes

An ERTTX provides an installation with the opportunity
to prepare for energy and mission disruptions. This kind of
preparation can have a wide range of beneficial outcomes
for the installation and larger DoD enterprise, including

the following:

Develop a shared understanding of mission
requirements

During an ERTTX, mission operators and installation
support personnel work together to develop a common
understanding of mission requirements, current energy
resilience capabilities, and any gaps between requirements
and capabilities. Due to the way that military installations
are typically organized, installation support personnel do
not often have an opportunity to understand the mission
requirements of the building or infrastructure that they
maintain. During an ERTTX, knowledge sharing hap-
pens organically, and when each stakeholder possesses the
same knowledge, the installation as a whole will be more
prepared to deal with prolonged regional electric power
disruptions.

Challenge assumptions about critical infrastructure

ERTTXs highlight infrastructure gaps and potential
impacts on military missions in the event of an evolving
energy disruption. The exercise scenarios are created
using information about an installation’s infrastructure
in conjunction with interviews with mission operators

and installation engineering staff to realistically test
assumptions about how the infrastructure will hold up in a
disruption.

Understand the consequences of a long-term
disruption

Some longer-term impacts do not become apparent
through the voluntary testing of backup power because
such tests are executed only for a short duration (typically
less than one hour). In contrast, an ERTTX provides the
opportunity to think through how a long-term disruption,
measured in days or weeks, would inevitably interrupt
mission plans.

Justify funding for facility improvements

ERTTXs identify mission disruptions caused by insuf-
ficient infrastructure capability. When an installation’s
personnel confirm that a critical load is not supported

by backup power through an energy resilience exercise,
they have not only identified but also validated an energy
resilience gap. These disruptions provide the justification
and validation that is often required to secure funding for
energy resilience improvement projects to increase infra-
structure capabilities that will meet mission needs.

Prepare for a BSX

After completing an ERTTX, an installation may want to
complete a BSX to validate some of the findings from the
tabletop exercise. In addition, this real-world exercise will
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Personnel prepare to shut down electrical power to a military base during an ERRTX in November 2020.

physically test different assumptions and highlight addi-
tional vulnerabilities and opportunities for infrastructure
improvement projects.

Black Start Exercise
The key difference between an ERTTX and a BSX is the

mechanics of the simulation. Each kind of exercise—one
conducted in a conference room, the other involving

the actual facility—prompts different questions, reveals
different vulnerabilities, and stresses different capabilities.
The two distinct processes are highly complementary and,
when used together, reveal a more complete picture of an
installation’s resilience posture. An ERTTX will prompt
discussions around how the installation 72ight react to the
scenarios and their consequences, while a BSX requires the
installation’s leadership and support staff to make real-time
decisions to continue operations when installation power
has actually been disconnected.

A Black Start Exercise requires the
installation’s leadership and support
staff to make real-time decisions when
installation power has actually been

disconnected.

By simulating a scenario in which an installation is without
commercial power for 6 to 24 hours, a BSX pushes instal-
lation personnel past assumptions into a controlled but
realistic situation that can highlight unforeseen vulner-
abilities. Most installations use a combination of diesel
generators and uninterruptible power systems to provide
backup power to their critical loads. However, the process
of transferring critical loads to backup power is often not
tested during normal operations. Without such testing
under realistic conditions, there is no certainty that the
backup power systems will in fact be able to start, transfer,
and carry mission-critical loads when not connected to
commercial utility power for an extended period of time.
Executing a scenario in a controlled exercise environment
allows installation personnel to address vulnerabilities in a



productive and safe manner before they face a real threat in
an uncontrolled environment where mitigation might not

be feasible.

BSXGs test the ability of an installation’s power system to
function as designed, verify that the mission can function
during a power disruption, and identify mitigation projects
that will increase the mission’s readiness posture. A suc-
cessful BSX depends on strong installation and operational
leadership support. A “no-notice” BSX provides the most
value by testing the immediate response and performance
of an installation’s systems, people, and infrastructure
under duress. BSXs use a four-phased approach to achieve
these objectives:

Information collection: The exercise designers use data
calls, interviews, and site visits to provide them with a
functional understanding of an installation’s infrastructure
capabilities and mission requirements. This information is
used by the designers to identify any gaps between the two.

Exercise development: Based on the information identi-
fied in the information collection phase, the exercise is
constructed to highlight those gaps between requirements
and capabilities. Exercises are scoped to include safeguards
to prevent and protect against catastrophic failures to the
installation.

Exercise execution: Installation personnel respond to the
loss of commerecial utility power and work to continue
mission operations for multiple hours. Exercise observers
document the identified gaps and potential areas that
could be improved through project upgrades and process
changes.

Outcome analysis and validation: Exercise observers and
designers craft recommendations to improve installation
resilience based on the exercise findings. Installation and
operational leadership review the recommendations, event
outcomes, and themes to prioritize the next steps.

The Outcomes of a BSX

The most basic benefit of intentionally disconnecting the
commercial utility power for the installation is to test the
ability of the backup systems to start, transfer, and carry
the required loads. This is important because many instal-
lations do not consistently identify the electrical loads
powering critical missions. In many instances, only specific
organizations or individuals know where critical pieces

of equipment such as network switches or alarm systems
are located. Even when installations have identified their

critical loads, it is difficult to create a prioritized facility list
that all tenant organizations know about and agree with.
Broader benefits of BSXs include the following:

Developing a common understanding among
stakeholders

Mission operators often work in organizational structures
that are entirely separate from the infrastructure owners re-
sponsible for providing power to the missions. The exercise
forces conversations and helps break down communication
silos that previously may have kept mission operators from
conveying their requirements to owners. The exercise also
enables infrastructure owners to gain buy-in from mission
operators to test the capabilities of the infrastructure sys-
tems. Thus, a well-planned BSX can increase communica-
tion among vital actors and lower barriers to cooperation.

A well-planned BSX can increase com-
munication among vital actors and lower
barriers to cooperation.

Understanding the immediate impact of a
power outage

BSXs are executed over a range of 6 to 24 hours, often
without notice, to test the immediate response of per-
sonnel and their ability to maintain the required level
of mission readiness. Validating the speed and quality of
a disaster response is particularly vital for missions that
support warfighting capabilities.

Identifying gaps

BSXs expose areas where an installation’s infrastructure
capabilities fail to meet its mission requirements. This
frequently happens when systems do not have the proper
backup power equipment or there is a communication
breakdown between stakeholders during the exercise. Typi-
cally, once leaders have had a window into the real-world
consequences of infrastructure and process gaps and the
potential implications for the mission if those gaps are not
addressed, they are motivated to develop solutions that will
strengthen mission continuity.

Justifying project funding

BSXs document the gaps in infrastructure requirements
and demonstrate where energy resilience upgrades are
most needed and where limited resources can be most

effectively applied. The findings help decision-makers
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determine which projects need immediate funding to
support mission-critical operations and which can wait to
be funded at some future date.

Resilience Exercise Results and
Recommendations

Energy resilience exercises ensure policy compliance,
identify mission requirements, map existing infrastructure
and potential vulnerabilities, and generate engagement and
discussions across organizations at an installation. Since
2015, DoD has completed more than 30 energy resilience
site assessments and executed a variety of exercises.” It is
clear that there are consistent challenges and opportunities
for installations regardless of the installation size, location,

their critical infrastructure and to better understand how
they can serve an important customer in addition to the
surrounding community.

These exercises are changing assumptions within the US
military, most tangibly at the installations where they

have been executed. Until recently, DoD took access to

a reliable electrical system for granted; these exercises
spotlighted the flaws in assuming that electrical power will
always be available when needed. After participating in
ERTTXs and BSXs, installation leaders have shared reac-
tions such as, “You don’t even know what you need to be
worried about until you start poking and prodding,” and “I
am buying risk every day and I don’t know it.”"

Any company, organization, university, community, or nation that relies on power to
maintain operations would benefit from executing an energy resilience exercise.

or military service. We know that our infrastructure is
increasingly vulnerable because of extreme weather, out-
dated infrastructure, and heightened cyber attacks. These
exercises allow each installation to understand its specific
threats within those categories and work to strengthen its
energy resilience posture.

Conclusion and Recommendations

Energy resilience exercises such as BSXs and ERTTXs are
relatively new to DoD, but have already provided valuable
information for both the participating installations and
the US military community at large. But any company,
organization, university, community, or nation that relies
on power to maintain operations would benefit from
executing an energy resilience exercise. The basic principles
of such exercises remain constant no matter the kind or
size of the organization that undertakes one, and they can
raise stakeholder awareness of unsupported assumptions,
faulty planning, and potential failures in energy systems
in a controlled environment. The alternative is that these
critical gaps in capabilities might otherwise go unnoticed
until an actual disaster strikes.

These exercises also provide an opportunity for the orga-
nizations and stakeholders to understand their reliance on
one another and the larger infrastructure systems. Mission
operators, installation leadership, civil engineering depart-
ments, and exercise leaders at a military installation can
push for energy resilience exercises to be included as part
of their exercise curriculum and requirements. Installation
utility providers can recommend a joint exercise to test

DoD must accelerate the process of shifting mindsets from
making assumptions to conducting real-world exercises.
This should include critical missions that were previously
excluded from testing out of concern that even a controlled
power loss would cause mission failure. The more impor-
tant the mission, the greater everyone’s desire should be

to test the system and validate that the mission will not
fail during an actual outage. It is also likely that such an
outage will not be isolated to the installation, but will also
impact the surrounding community. Military installations
are often seen as the beacon on the hill during a crisis, and
the local community often houses much of the installa-
tion workforce. This is why community leaders are well
positioned to advocate for a joint exercise that will identify
ways in which the installation can support “beyond the
fenceline” energy needs while ensuring mission continuity.

As “once in a lifetime” disasters occur more frequently and
cyber attacks disrupt national critical infrastructure, under-
standing the military’s reliance on electric infrastructure
becomes paramount." Through energy resilience exercises,
military leaders have an opportunity to understand how
dependence on the electric grid affects mission readiness,
and plan projects that will enhance mission assurance.
These leaders must do what they can to advance the energy
resilience training and exercises that will ensure mission
readiness and enhance national security.
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Energy in Cor

The Case ofth
2020 Armenia-
Azerbaijan War

WITH THE RISE IN FREQUENCY OF HYBRID
warfare, combatants in various conflicts are increasingly
targeting domestic energy infrastructure and energy supply
flows.! In conventional warfare, militaries traditionally
have sought to meet their operational energy needs, gain
access to energy supplies, and deny energy supplies to their
adversaries.” However, new energy-related elements of war-
fare have emerged. During the 2020 Armenia-Azerbaijan
War, energy played several key roles. First, threats to energy
infrastructure served as the trigger that ignited this round
of hostilities: the war broke out on the eve of the com-
mencement of operations of the Southern Gas Corridor,
which would bring Europe its first new natural gas supply
in decades. Second, energy infrastructure was also “wea-
ponized” during the fighting, as has happened in warfare
throughout history. Finally, Armenia targeted Azerbaijan’s
energy export infrastructure during the war. This article
will first analyze the energy factor in the 2020 Armenia-
Azerbaijan War, and will then discuss the implications for
future warfare.

Background: The Armenia-
Azerbaijan Conflict

The wars between Armenia and Azerbaijan over control
of the Nagorno-Karabakh region, especially the first war,
from 1992 to 1994, have been among the most lethal
conflicts between former Soviet states. During the Soviet
period, Moscow had categorized Nagorno-Karabakh as an
autonomous region in Soviet Azerbaijan, carving out its
borders so that it created a region with an ethnic Armenian
majority within Azerbaijan. This was a policy Moscow
used to create division in many places in the USSR. When
the Soviet Union collapsed in late 1991, all the new

states recognized their existing Soviet-era borders as their
new international borders, with the exception of Russia
and Armenia. In this initial post-Soviet period, Russia
occupied two regions of Georgia (Abkhazia and South
Ossetia) and a region of Moldova ( Transnistria).> Armenia
invaded Azerbaijan and captured the Nagorno-Karabakh
region and seven additional regions of Azerbaijan, all of
which had been recognized by the international commu-
nity (including the United States) as part of Azerbaijan’s
legal territory. Yerevan expelled all the non-Armenian
population from the occupied territories, creating close

to 800,000 new Azerbaijani refugees. The conflict left the
region economically shattered for years.



Russia stoked the conflicts, especially the first war, because
the state of belligerence rendered the two combatants
more vulnerable to coercion by Moscow.* While Moscow
did not formally recognize Yerevan’s control of Nagorno-
Karabakh and the surrounding seven districts, it used the
conflict to reinforce its power in the region by maintaining
two military bases in Armenia and controlling Armenian
airspace and air defenses. Moreover, Armenia is a member
of the Collective Security Treaty Organization, the
Russian-led mutual defense pact.

Yerevan referred to the areas it occupied
as the “Nagorno-Karabakh Republic,”
even though Armenian military forces
occupied the regions.

Armenia copied Moscow’s playbook in the regions it occu-
pied, trying to convince the international system that these
regions were under the sovereignty of independent entities
instead of under occupation.’ Thus, Yerevan referred to the
areas it occupied as the “Nagorno-Karabakh Republic,”
even though Armenian military forces occupied the
regions, Yerevan provided the budget for the regions, all
the local officials were citizens of Armenia, and many had
served as senior Armenian officials.® During the Armenian
occupation, Yerevan established settlements in Nagorno-
Karabakh and provided financial and other incentives to
ethnic Armenians, especially those from Lebanon and
Syria, to move to the occupied territories. Officials in
Armenia, local authorities in Nagorno-Karabakh, and dias-
pora organizations flaunted their efforts to bring settlers to
the occupied territories.”

In the period following the first war, the line of contact
between the forces of Armenia and Azerbaijan remained
tense, with an average of over a dozen soldiers killed each
year. From time to time, the conflict flared up into full
battles, including one in April 2016 that became known as
the “Four-Day War” and led to over 200 deaths.

Energy Exports

Azerbaijan is a major source of €nergy resources, most

of which are exported to Europe. Over the last fifteen
years, it has produced between 750,000 and one million
barrels of oil a day. In 2006, Azerbaijan also began to
export natural gas to Georgia and Turkey. In late 2020,
following the second Armenia-Azerbaijan War, Azerbaijan
opened the Southern Gas Corridor (SGC), which brings
natural gas from the Caspian Sea region to Europe; this
project was the first new source of pipeline natural gas for

Europe in several decades. While the SGC supplies less
than 10 percent of Europe’s gas imports, it has enabled
specific states—Italy, Greece, and soon, Bulgaria—to
diversify their gas supplies and thus greatly reduce their
dependence on Russia.® The SGC is anticipated to carry
additional gas volumes from fields in Azerbaijan and also
potentially from other producers in Central Asia and the
Eastern Mediterranean in the future. It is intended to
turn Azerbaijan into a major supplier of energy to Europe
and provide Baku with a new revenue stream that would
improve Azerbaijan’s strategic position.

Energy:The Catalyst for
Reigniting War

In 2020, full-scale war reignited between Armenia and
Azerbaijan, when Armenia launched a surprise attack
several weeks before Azerbaijan was due to begin com-
mercial operation of the SGC.’ The first phase of the

2020 Armenia-Azerbaijan War began on July 12 in the
Azerbaijani region of Tovuz, along the northern section of
the international border between Armenia and Azerbaijan.
This region is located 300 kilometers north of what had
been the line of contact between Armenia’s and Azerbai-
jan’s forces in the occupied territories. In the initial attacks,
Armenian troops attempted to gain control of Azerbaijan’s
Qaraqaya Heights, which are perched above the energy
and transit corridor that runs from the Caspian Sea to
Europe and includes the SGC. Since Armenian control of
the Heights would have allowed Yerevan to threaten the
energy and transit corridor, the attacks posed a strategic
threat to Azerbaijan.

Armenian troops attempted to gain
control of Azerbaijan’s Qaraqaya
Heights, above the energy and transit
corridor that runs from the Caspian Sea

to Europe.
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A member of the Armenian Special Forces who was
captured in Azerbaijan stated during his trial that his unit
had been ordered to attack the Azerbaijani section of the
Baku-Thbilisi-Ceyhan oil pipeline during the July 2020
fighting:

During the Tovuz battles, there was such a combat
mission. The Central Command ordered us to ex-
plore the protected areas in that area. In connection
with the order to blow up the oil pipeline, I marked
the positions of the Azerbaijani Army on the map
and calculated the protected areas. I made notes on
maps and documents and handed them over to the
relevant authorities.'
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Amid such threats to the energy corridor’s security, new
investments in its expansion were unlikely. Thus, the July
2020 Armenian attacks risked devaluing the corridor
and undermining Azerbaijan’s ability to receive strategic
benefits as a gas supplier to Europe.

Armenia chose the timing and location of the attacks
deliberately to create the impression that it has the capacity
to disrupt this strategic energy and transit corridor at

will. As Elshad Nasirov, Vice President for Marketing and
Investments of SOCOR, the State Oil Company of the
Azerbaijan Republic, pointed out at the time, “it is not by
chance that Armenia launched a military operation against
Azerbaijan three months before the start of Azerbaijani gas
supplies to Europe.”'*
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Map of the Southern Gas Corridor, consisting of Southern Caucasus pipeline (SCP), Trans-Anatolian gas pipeline (TANAP), Trans-

Adriatic pipeline (TAP).

Following the July 2020 attacks in Tovuz, senior Armenian
officials stated that Armenia’s goal was to make it clear to
the EU that “Armenia is the guarantor” of Europe’s energy
security."" In August 2020, Armenian representatives
stated that, in light of the fighting, Armenia planned to
coordinate with the EU’s Directorate General for Energy
on the security of the supplies to Europe, and that Yerevan
planned to claim that the security of the corridor was

now in Armenia’s hands. In this way, Armenia sought not
only to increase its importance in Brussels by emphasizing
its ability to disrupt gas supplies to Europe, but also to
threaten Azerbaijan’s extensive investment in the SGC.

Hikmet Hajiyev, foreign policy advisor to Azerbaijan’s
President Ilham Aliyev, also referred to the link between
the location of the attacks and the planned commence-
ment of the major gas exports to Europe:

It was not coincidental why Tovuz was chosen as a
venue to carry out a military provocation against
Azerbaijan in July 12-16, 2020. Tovuz is situated
on [sic] international border between Armenia and
Azerbaijan, not along the Line of Contact, and
hosts energy and infrastructure projects nearby. The

Baku-Thbilisi—Supsa and BT'C oil pipelines, and the
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Southern Caucasus pipeline, an important chain in
the multimillion dollar megaproject the Southern
Gas Corridor (SGC), pass close by the Tovuz area.
The intention of Armenia to engage third parties in
the war against Azerbaijan and demolish the latter’s
critical energy infrastructure was also present in

July.”

In parallel with the attacks at Tovuz, Armenian troops
shelled Nakhchivan, an Azerbaijani exclave. This attempt
to open new fronts was in line with Armenia’s then-
Defense Minister Davit Tonoyan’s doctrine of “New Wars
for New Territories.”"* According to Tonoyan’s doctrine,
Armenia sought to expand the arenas of fighting between
Armenia and Azerbaijan in order to deter Azerbaijan from
retaking control of occupied Nagorno-Karabakh and
surrounding territories.

Armenia’s attempt to gain control of the hills above the
Southern Gas Corridor is in line with its strategy, which
views Azerbaijan’s energy production and export infra-
structure as key military targets. Over three decades of
conflict, Armenian leaders had openly threatened to attack
Azerbaijan’s oil and gas production and export pipelines,
and Armenian military exercises frequently simulated such
attacks.”

The energy aspects of the Armenia-Azerbaijan conflict are
exceptional because belligerents traditionally target energy
supplies in order to deny an adversary access to energy.

In this conflict, however, Armenia targeted Azerbaijan’s
energy export infrastructure in order to deny it the
strategic benefits of serving as an export state to Europe. In
addition, as an ally of Russia, Armenia may also have been
operating to prevent new energy resources from arriving in
Europe that could challenge Moscow’s energy dominance.

Armenia targeted Azerbaijan’s energy

export infrastructure in order to deny

it the strategic benefits of serving as an
export state to Europe.

The new strategic reality that emerged in July 2020, with
the opening of two additional fronts with Armenia and a
threat overhanging the strategically important energy and
transport corridor to the West, was unsustainable. Through
the attacks in Tovuz, Yerevan had created a casus belli. By
opening a new front and attempting to neutralize Azerbai-
jan’s emerging role as an energy provider to Europe, and
thus deny new revenues to Baku, Armenia set the stage for
the eruption of full-scale war in late September 2020.

Attacks on International Pipelines
during the War

In retrospect, the July 2020 Tovuz attacks were the first
phase of the Second Armenia-Azerbaijan War. In the
second phase of the war, beginning 27 September 2020,
Armenia continued to threaten Azerbaijan’s energy pipe-
lines. In October 2020, Armenia fired missiles that landed
within 10 meters of the Baku-Tbilisi-Ceyhan (BTC) oil
pipeline, near the Azerbaijani city of Yevlax.'* However,
these missile attacks did not disrupt the operations of the
BTC or other nearby pipelines.

The 2020 Armenia-Azerbaijan War was not the first time
that Armenia threatened or attempted to attack Azerbai-
jan’s energy production and export infrastructure. Similar
threats were made, for instance, during clashes between the
two countries in April 2016."7 Serzh Sargsyan, who was
the president of Armenia at the time, later criticized Prime
Minister Nikol Pashinyan for not using the sophisticated
Russian-built Iskander ballistic missiles in Armenia’s
arsenal to attack the pipelines, saying, “in the end, why

did we buy these missiles? Not to use at the right time?
The Iskanders are ours, and we are the only ones to whom
[Russia] gave such weapons. And we didn’t use them.”*®
While the Iskander missiles were not used to attack the
pipeline corridor, Armenia did fire them at Azerbaijani
troops in Shusha toward the end of the autumn 2020 war."”

Weaponization of
Energy Infrastructure

The Second Armenia-Azerbaijan War featured several
elements of hybrid warfare, including the intentional tar-
geting of civilian populations (such as the Armenian mis-
sile attacks on the Azerbaijani cities of Barda and Ganja),
and extensive media and disinformation campaigns. As
part of this hybrid warfare, Armenia and Azerbaijan both
threatened to “weaponize” energy infrastructure in each
other’s state and unleash mass civilian casualties. The goal
in weaponizing energy infrastructure is not just to disrupt
energy supplies, but also to create significant damage and
potential loss of life through attacks on pipelines, power
plants, grids, and other energy infrastructure elements.

As part of this policy, Armenia threatened to attack the
Mingachevir hydropower station, which would have led
to massive flooding, in addition to crippling Azerbaijan’s
electricity supplies. Baku, in turn, threatened to respond to
such an attack by attacking Armenia’s Metsamor nuclear
power plant, although a senior Azerbaijani official later

walked back this threat.
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A view of a destroyed house after attacks carried out by the Armenian army with heavy weapons in Dondar Kuscu village of Tovuz.

Armenia’s Threats to the Mingachevir
Hydropower Station

Historically, many armies have used intentional flooding

as a military tactic.” Chinese forces intentionally flooded

the Yellow River in their war with Japan in 1938, leading to
hundreds of thousands of deaths and the displacement of
millions more.”" In the Iran-Iraq War of the 1980s, Iraq used
intentional flooding to deny access to the battle zones.> Most
recently, Ukrainians apparently flooded fields north of the
capital, Kyiv, to slow the advance of Russian invading forces in
March 2022.%2 Concerns continue that ISIS and other terrorist
groups could attack the Mosul Dam to flood areas in Iraq. For
decades, Armenia has threatened to attack the Mingachevir
hydropower station in Azerbaijan. A successful attack on the
facility that caused the release of high volumes of water would
result in significant casualties and turn large areas of Azer-
baijan into uninhabitable and uncultivable land. It would also
hinder operation of the east-west energy and transportation
corridor that runs close to the Mingachevir region.

Following clashes between Armenia and Azerbaijan

in 2014, Armenian Defense Minister Seyran Oganyan
threatened an attack on the Mingachevir Dam. These
threats were renewed in July 2020, when a representative
of Armenia’s Ministry of Defense threatened to use SU-30
fighter jets and Iskander ballistic missiles to attack the
dam.* During the second stage of the 2020 war, Armenia
made good on its threat and fired four Tochka U short-
range missiles at the city of Mingachevir, which sits at

the base of the Mingachevir Dam.” The missiles were
intercepted by Azerbaijan’s air defenses before they reached
their target, but the incident made clear that Armenia was
willing to attack the dam and potentially cause massive
flooding in Azerbaijan. Accordingly, during the war, the
Azerbaijani government lowered the water level in the
Mingachevir reservoir and at several other hydropower
plants in Azerbaijan.



Azerbaijan’s Threat to the Metsamor Nuclear
Power Plant

In July 2020, Azerbaijani Colonel Vagif Dargahli, a
spokesman for the Defense Ministry, said this in response
to the Armenian threat to attack the Mingachevir Dam:

This attack [on the Mingachevir Dam] is impossible
due to the relief of the territory where which [sic]
this strategic facility is located, the fortifications,

as well as the Azerbaijani Air Forces’ modern air
defense systems. ... Armenia must not forget

that the latest missile systems in the arsenal of the
Azerbaijani army can target and launch an attack on
its Metsamor nuclear power plant, which may lead
to a major disaster for Armenia.*®

Armenia’s nuclear power plant is located only 35 kilome-
ters from Yerevan, and 16 kilometers from the Turkish
city of Igdir. An attack on Metsamor would endanger not
only the people of Armenia, but also those who live in the
wider region, including Turkey, Georgia, and Azerbaijan
itself.?” Thus, this was not a credible threat. Presidential
advisor Hikmet Hajiyev later walked it back, stating that
the Defense Ministry spokesman had made an unauthor-
ized statement, and that Azerbaijan had no intention of
attacking the Metsamor nuclear power plant or any other
civilian infrastructure in Armenia: “During the latest
provocations different misinformation was spread. . . .
Azerbaijan does not have the policy to target any critical
strategical facilities.”*® However, it is clear that during the
2020 Armenia-Azerbaijan War, energy infrastructure was
viewed not only as a potential target but also effectively
as a potential weapon that could be leveraged to deter the
adversary. Azerbaijan drew lessons and Baku has under-
taken steps to strengthen defense of the country’s energy
infrastructure, including the Mingachevir Dam.

Energy infrastructure was viewed not
only as a potential target but also effec-
tively as a potential weapon that could
be leveraged to deter the adversary.

Energy Trade Post-War

Azerbaijan’s decisive victory in the war strengthened the
security of the international export pipelines and created
opportunities for new energy flows in the region. Ar-
menia’s defeat removed the threat to Azerbaijan’s oil and
natural gas pipelines, and full operation of the SGC com-
menced on schedule in December 2020. In addition, most
of the major players are striving for a post-war regional

architecture that will enable new regional cooperation,
including common roads and rail transit, the opening of
borders, and, potentially, new energy flows.””

New post-war road and rail transport links connecting
Armenia to Azerbaijan and Turkey would improve Arme-
nia’s energy security by allowing it to import more diverse
energy supplies, such as coal and oil, via Turkey. Coal and
oil are easy to stockpile and could be used to back up Ar-
menia’s gas network. Having access to new energy sources
could allow Armenia to close the Metsamor nuclear power
plant. A Soviet-era nuclear power plant, Metsamor is one
of only five reactors still in operation that lack a contain-
ment vessel; moreover, it is located in a major seismic zone.
Any accident at Metsamor would pose a serious threat

to Armenia, its neighbors, and southern Europe.* Thus,
shutting down the plant would be in the best interests of
all parties concerned.

Conclusions

The 2020 Armenia-Azerbaijan War was the first full-

scale interstate war in the twenty-first century. Western
(Turkish/NATO and Israeli) weapons systems squared off
against Russian systems, and the Western systems unques-
tionably prevailed. Many strategists and military planners
are studying this war, which featured new uses of weapons
such as UAVs. The conflict also witnessed the extensive
use of hybrid warfare, including Armenia’s intentional
targeting of civilian populations outside the war zone, and
active media campaigns on both sides.

As discussed in this article, the hybrid warfare also
included several elements connected to energy, some of
which were novel. These include Armenia’s attempts to
threaten Azerbaijan’s oil and natural gas export pipelines.
Both sides also threatened to turn parts of their opponent’s
power generation systems against them. While targeting
power generation and causing intentional flooding are
not new to warfare, threats and attacks on major energy
infrastructure pieces—such as dams and nuclear power
plants—indicate that the weaponization of energy infra-
structure is likely to play a major role in contemporary

hybrid warfare and should be studied further.

The weaponization of energy infrastruc-
ture is likely to play a major role in con-
temporary hybrid warfare and should be
studied further.

Winter 2022

39



40

Moreover, the threats and attacks on the Mingachevir
Dam are a reminder to military planners and strategists
that intentional flooding is still a threat. Thus, they need

to develop both doctrine and mechanisms, such as air
defenses, to neutralise these sorts of threats against critical
energy infrastructure. In the future, Azerbaijan seems likely
to acquire advanced air defense systems like Iron Dome to
protect elements of its energy infrastructure, a practice that
is likely to become more prevalent in combat zones around

the globe.

In future warfare, attacks on domestic energy infrastruc-
ture will not only take place physically, as witnessed in the
Second Armenia-Azerbaijan War, they will also likely take
the form of cyber attacks, since all modern energy infra-
structure is managed by cyber systems. The hybrid aspects
of the Second Armenia-Azerbaijan War, and especially the
attacks on Azerbaijan’s domestic energy infrastructure,
are reminders that the borders between the battlefield and
the domestic arena, including both citizens and energy
infrastructure, have become blurred. War planners will
need to continue to plan for protection of the domestic
arena during time of war.
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The Integration of
Special Forces in
Cyber Operations

LTC Jonas van Hooren,
Netherlands Ministry of

THE VAST SOCIETAL AND TECHNOLOGICAL
changes that characterize the Information Age, such as
the so-called “Internet of Things,” a more interconnected
world, and faster and better digital networks, have both
enriched and imperiled humanity. The four traditional
operational environments of land, maritime, air, and space
are now inextricable from a new, fifth domain: the infor-
mation environment, or cyberspace. The cyber domain
encompasses all forms of electronic, server-based activity,
including “digital warfare.”

Unlike the four natural domains, the cyber domain’s lack
of boundaries, transparency, and sovereign jurisdictions
can make it an environment of lawlessness, one which
increasingly facilitates criminality and terrorism. No
individual country has absolute sovereignty within the
digital domain, but because everyone depends on access

to cyberspace, most countries agree on best behaviors to
protect these areas. However, there are a number of bad ac-
tors and opportunists who are willing to exploit the digital
commons for their own gain at the expense of others.

Using the Netherlands as a case study, this article investi-
gates ways by which militaries could institutionalize and
encourage a potentially symbiotic relationship between
their special forces capabilities and cyber assets at the stra-
tegic level, and the impact such a relationship could have
at the operational and tactical levels of hybrid conflict.?
The research focuses on military exploitation of offensive,
defensive, and intelligence cyber assets, and explores the
possible roles SOF can play to support cyber operations. If
integration of the two activities is carried out incrementally
and with full awareness of both obstacles and opportuni-
ties, both SOF and cyber can innovate, reinforce, and




learn together to be more effective. Although this article
focuses on the Netherlands’s institutions and capabilities,
these findings can also be useful to a broader audience. For
example, in 2021, Dutch SOCOM formed a Composite
Special Operations Component Command (C-SOCC)
with Belgium and Denmark as a NATO Response Force
(NREF). This C-SOCC, which will probably change to a
more regional focus within the next few years, offers op-
portunities to explore NATO’s SOF and cyber capabilities
in a multinational and multidomain environment.?

The New Age of Hybrid Threats
Cyberspace is already integral to warfighting (think GPS),

and it will have a powerful effect on the future of the
military, especially SOF, because both worlds are becoming
more closely intertwined. The difference between soldiers
using real guns and hackers pulling a zero-day trigger
online is dissolving.* Automated algorithms designed to
wield autonomous weapons in combat without direct
human intervention or oversight, for example, would be a
perfect tool for a hacker to manipulate to turn an armed
force against itself. It is equally easy to imagine perpetra-
tors hacking one enemy and misleading it into attacking
another enemy, all while claiming plausible deniability and
never entering the physical conflict zone themselves.

There is no universally accepted definition of what consti-
tutes a hybrid threat, so it is difficult to describe precisely
the current hybrid threats to the Netherlands or any

other nation.’ Nevertheless, certain elements are typically
involved, such as the integration of both conventional and
non-conventional military forces, and various non-military
means to conduct destabilizing activities against targets.
For example, unidentifiable groups, such as unmarked
special forces, proxies, private military organizations, and
volunteers might engage in quasi-military operations in
combination with diplomatic, economic, and informa-
tional activities to undermine another state’s stability and
sovereignty. State and non-state actors have historically
used a mixture of such means to influence, manipulate,
disinform, and control; in this sense, there is nothing new
about hybrid warfare. It is the recent addition of the cyber
domain to the mix that makes hybrid threats both global in
nature and uniquely current.

It is the recent addition of the cyber
domain to the mix that makes hybrid
threats both global in nature and
uniquely current.

The cyber domain gives nation-states the opportunity to
counter national threats under the radar, and SOF could
be a proficient capability to support these cyber acts.
Special operations forces are specially selected, trained,
and equipped for ambiguous conflicts everywhere in

the world.* NATO doctrine assigns three primary roles

to special forces: special reconnaissance (SR), military
assistance (MA), and direct action (DA).” While these
three main tasks, or derivatives of them, are traditionally
executed in the physical landscape, the cyber domain gives
SOF opportunities to counter hybrid threats and, on the
physical level, validate proposed data and actions that are
communicated virtually. The physical role SOF currently
plays in hybrid warfare will necessarily evolve when future
forms of warfare take place primarily online. Thus, SOF
could be the global human link between the physical

environment and the virtual cyber domain.

Possible SOF Roles in
Cyber Operations

SOF’s characteristics make them an effective and dynamic
tool for cyber operations, with the ability to support cyber
operations by “small-scale, clandestine, covert, or overt
operations of an unorthodox and frequently high-risk
nature, undertaken to achieve significant political or mili-
tary objectives in support of foreign (cyber) policy.”® SOF
personnel are trained to blend in with the local civilian
environment while conducting overt, covert, or clandestine
low-visibility operations in hostile and even denied areas.
This is where SOF distinguish themselves from human
intelligence operators. SOF can conduct operations of
long duration and have the endurance and persistence to
operate independently from support and supplies in any
environmental circumstance in the world.

Dutch SOF can be used in three distinct roles to support
cyber operations initiated by the Defense Cyber Command
(DCC) and the Joint SIGINT Cyber Unit (JSCU): (1)
gain access to hard targets for cyber operations; (2) provide
the means to get people, hardware, and software into or out
of the operational area; and (3) understand, deceive, and
influence the cultural environment. As in many NATO
countries, Dutch SOF characterize themselves as a joint stra-
tegic asset that can “conduct special operations in uncertain,
hostile, or politically sensitive environments to create effects
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that support the achievement of strategic-operational com-
prehensive objectives. These operations may be conducted
using clandestine or covert capabilities/techniques and
require mature and highly-trained operators.”” Although
SOF are certainly not an answer to every cyber problem and
gap, and some roles will not be useful in every cyber-centric
operational environment, these possibilities should at least
be considered in the planning of cyber operations.

The three proposed roles for SOF in
cyber operations—access, insertion/
extraction, and environmental influ-
ence—differ significantly, but they are

not mutually exclusive.

The three proposed roles for SOF in cyber operations—ac-
cess, insertion/extraction, and environmental influence—
differ significantly, but they are not mutually exclusive, and
it is easy to imagine how they might overlap. For example,
before a cyber technician can be extracted out of a hostile
environment (role 2), SOF first need to understand, de-

ATTACKER'S FOCUS

entry was needed to gain access to these so-called “hard
targets.”'? SOF’s character as a clandestine operating

force, capable of blending in with the local community
and equipped with the proper reconnaissance, sabotage,
breach, and fighting tools, make it a valuable support for
such cyber operations. Once SOF have breached a hard
target, it becomes possible for tech experts, either specially
trained SOF personnel themselves or embedded cyber spe-
cialists, to access and break into the computers, networks,
and information systems in or around the target site or to
simply physically exploit tactical sites."

Hacking into computers through active cyber operations
is often executed via an intrusion model. The model is not
technically or tactically focused, but could be used as an
operational concept for intruders to reach their strategic
objects in cyber operations.'* Each stage (reconnaissance,
initial exploitation, establishment of persistence, lateral
moves, and collection-exfiltration-exploitation) in this
model presents an opportunity to get deeper in someone’s
system to spy, influence, sabotage, collect, or even attack.
Figure 1 illustrates the intrusion model and the stages of
this multifaceted process.”

Analyze Target m Digging In System Finding Key Pieces m

Initial

Reconnaissance .
Exploitation

Establish
Persistence

Move
Laterally

Collect, Exfil,

Exploit

Know Your Network Logs and Procedures Monitor Pathways Always Be Improving

DEFENDER'S METHOD

Figure 1:The Intrusion Model'*

ceive, and perhaps influence the cultural environment (role
3) in preparation for the extraction. As it is, each role could
serve as an umbrella for numerous kinds of SOF operations
using various tactics, techniques, and procedures.

Access Hard Targets for Cyber Operations

The planning, execution, and command and control of
cyber operations could, at least in theory, be handled from
any connected platform—Iland, air, sea, or space—in the
world. There have been times, however, where physical

Especially in the first stages of the intrusion model, SOF
could conduct SR to collect information on the target
(target acquisition) or be the initial entry force to bridge
the “air gap” between the physical and virtual environ-
ments. In such proximity, SOF could collect intelligence
about the target and use radio-frequency technology to
establish a connection with objects of interest, including
those that are isolated from the internet.” At this point,
the cyber experts “back home” on whatever platform was
guiding the operation could exploit the gathered intel-
ligence and prepare for the next stage in the intrusion



model. Human assets, like intelligence operators, can
collect intelligence and deliver digital malware like viruses,
spyware, worms, Trojan horses, or ransomware without
being physically connected to the internet.

Another possible scenario involves SOF’s ability to
infiltrate and emplace physical devices in sensitive foreign
locations to intercept, gather, corrupt, disrupt, or jam

data flows. In 2012, for example, when a Iranian Islamic
Revolutionary Guard unit was moving what seemed like an
ordinary rock near the underground Fordow nuclear en-
richment plant, the rock exploded, revealing spyware that
had been hidden inside it.!® SOF are the human tool that
can bridge air gaps with technical equipment, especially in
denied and hostile circumstances.

Move Assets Into or Out of the Operation Area

In the land, air, and maritime domains, Dutch SOF are
able to operate covertly using a wide variety of techniques,
vehicles, and devices. These capabilities allow Dutch

SOF to function as an SR element, quick reaction force,
counterterrorism unit, or force protector to support cyber
operations. SOF have the ability not only to infiltrate hu-
mans, including technical cyber experts or support agents,
into and extract them from a hostile environment, but also
to catch and arrest hackers, cyber criminals, or cyber ter-
rorists in the act as they sit behind their computers or use
their mobile devices. Once the culprits are in hand, SOF
can extract such individuals, including their software and
hardware, and turn everything over to the local authorities
for forensic exploitation and possible legal action.

SOF have the ability to infiltrate humans,
including technical cyber experts or sup-
port agents, into and extract them from

a hostile environment.

As with humans, it is also possible for SOF to insert
software and/or hardware into a denied area of interest,
or turn it over to cyber experts who need it. This could be
as small as a USB stick or some larger technical support
equipment needed for a cyber operation. In the same

way, it is also possible to exfiltrate important information
devices and transfer them to a safe location for further
technical investigation. The ability of SOF to operate in all
extreme environments and conditions in the air, land, and
maritime domains makes them particularly valuable for
these kinds of operations.

In the current information era, technically trained SOF
operators could integrate the so-called FRINGE technolo-
gies (photo, robo, info, nano, geno, and electro) to bridge
the air gap between human and machine.'” A July 2007
Isracli raid in Syria is a good example of this kind of opera-
tion: Israeli commandos were able to infiltrate electronic
warfare, cyber, and laser equipment into Syria, where they
jammed a key radar station and enabled Israeli fighters
carrying bombs to approach a suspected nuclear reactor
site without alerting Syrian defenses. The commandos
then directed the aircraft to the target using lasers, and the
nuclear reactor site was completely destroyed.'®

Understand, Deceive, and Influence the
Cultural Environment

SOF’s ability to blend in with the regional cultural
environment, combined with their often unconventional
operational and language skills, formidable training,
adaptability, and self-reliance, make them the perfect

tool to understand, deceive, and, if necessary, influence

the cultural environment in foreign denied countries to
prepare for cyber operations without the immediate risk of
further escalation.

Building relationships, establishing human networks, and
engaging with local leaders to develop community trust
are some of the ways by which SOF can facilitate cyber
operations.”” In the initial stages of the intrusion model,
SOF can develop an understanding of the environment
and set the conditions for the cyber experts to do their
work. The human network of an adversary is a physical
entity, regardless of whether it uses social media or other
digital means to communicate, and is therefore susceptible
to cross-cultural interception and influences.” SOF can
exploit both physical and virtual entry points with their
own capabilities, cyber means, or joint combined capa-
bilities. These physical and virtual entry points could be
exploited by cyber experts back in the home country to
counter active digital hybrid threats.

Three Cyber-SOF Integration
Options

Due to the scarcity of qualified technical cyber personnel
in the short term, the Dutch Ministry of Defense (MoD)
has started a program to hire civilian cyber specialists as
reserves on a temporary basis to help with specific proj-
ects.” Both the SOF and MoD cyber organizations could
potentially draw on this pool of specialists when planning
for operations that require specialized cyber techniques,
coding, or encryption. For the longer term, there are three
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options for integrating SOF and cyber capabilities: (1)
delegate cyber-SOF teams to the operational commands;
(2) embed SOF and cyber personnel in each other’s
organizations; and (3) create a new cyber-enabled special
operations unit. Each option has benefits and drawbacks,
and any choice the MoD makes to implement one should
take into account the existing cyber and SOF organiza-
tions, leadership, and cultures.”

Due to the scarcity of qualified technical
cyber personnel, the Dutch Ministry of
Defense has started to hire civilian cyber
specialists as reserves to help with spe-

cific projects.

Delegate Hybrid Cyber-SOF Teams to the
Operational Commands

The Army and Navy are the only two Dutch operational
commands currently with SOF capabilities. The Dutch
MoD, with its Special Operations Command (NLD
SOCOM) in the coordinating role, could advise the two
commands to set up their own hybrid cyber-SOF teams

at the tactical and operational levels and integrate them
into the respective Army Korps Commando Troepen
(KCT) and Dutch Maritime Special Operations Forces
(NLMARSOF). Both KCT and NLMARSOF could be
tailored to integrate hybrid cyber-SOF teams according to
the teams’ anticipated needs and available resources and
budget. These hybrid teams could adapt cyber expertise to
the traditional MA, SR, and DA roles, while the Army and
Navy SOF units could provide support to cyber operations
on the tactical and operational levels.

The hybrid cyber-SOF teams would require personnel to
have both technical cyber expertise and a SOF background.
The operators in this team would have to be able to infiltrate
adenied or hostile environment and execute various SOF
tasks as required, and also be able to code, encrypt, and
manipulate social media, network, and data sources using
advanced tools such as FRINGE technologies.” Recruiting,
training, and maintaining such highly skilled personnel
would be challenging, but if they started small, both KCT
and NLMARSOF could experiment with cyber-SOF
integration on the tactical-operational level and grow the
units as they gain experience and attract qualified recruits.

If the proper mandate, legal framework, and infrastructure
are in place, tactical-operational cyber capabilities can
achieve significant results. In military intelligence cyber
operations, for example, many activities and techniques are

already available and could be adapted for SOF-supported
offensive cyber operations. In the early stages of this
process, however, it might be easier to bring in private
sector personnel on a project basis, or put temporary cyber
enablers in SOF teams, as explained in the second option.

Embed SOF and Cyber Personnel

The second integration option is to embed SOF personnel
in cyber organizations and/or vice versa. On the strategic
level, Dutch SOCOM already has cyber officers liaising
with DCC and JSCU, while on the operational and
tactical levels, both KCT and NLMARSOF have cyber
liaisons in staff positions.?* Other than these liaisons, how-
ever, there are almost no SOF planners or even operators
working in the DCC or JSCU, and no cyber experts or op-
erators are workjng in SOCOM, KCT, or NLMARSOE.
Beginning in 2021, however, NLD SOCOM, Dutch SOF
and the DCC began participating in cyber-SOF exercises
such as Crossed Swords, which was organized by the
NATO Cooperative Cyber Defense Center of Excellence
(CCDCOE).»

The cultural understanding and situ-
ational awareness of both the SOF and
cyber communities would benefit from
embedding specialized personnel in each

other’s organizations.

The cultural understanding and situational awareness of
both the SOF and cyber communities would benefit from
embedding specialized personnel in each other’s organiza-
tions, but doing so is complicated because of their very dif-
ferent institutional cultures and backgrounds. Any hope for
success would depend on an extended commitment from
both personnel and their organizations and leadership. The
specialists would need to train, exercise, and educate one
another to learn the tactics, techniques, and procedures of
SOF and cyber operations. Once both sets of specialists had
a basic understanding of the other’s operations, they could
embed in teams organized to fill future missions. A flexible
mentality would be vital for every team member, because
each mission demands a different approach to supporting
cyber operations. Embedding personnel in this way would
demand training, time, and patience to bridge the cultural
gaps and foster mutual understanding.

A Cyber-Enabled Special Operations Unit

The third integration option is to create a new, centralized
cyber-enabled special operations unit directly under the



strategic wings of SOCOM or DCC/JSCU. This unit
could serve as the centralized authority to plan, coordinate,
and prepare for cyber-SOF operations anywhere in the
world.? Both KCT and NLMARSOF could benefit from
this structure by integrating these teams into their exercises,
training and, ultimately, operations. Depending on the
structure and legal framework for an operation, the staff
element of this strategic-level cyber-SOF unit could act as

a sub-unified command in a supporting or supported role
under SOCOM or DCC/JSCU. This dual-headed orienta-
tion would allow the staff to be both flexible and creative.””
A mission set under the umbrella of one of the cyber-
oriented commands demands more technical expertise than
one under SOCOM, which would be more tactical in its
approach. Ultimately, the legal framework for the unit itself
and for its missions would determine which techniques and
types of cyber operations would be allowed.

Ultimately, the legal framework for a
new cyber-enabled SOF unit and for its
missions would determine which tech-
niques and types of cyber operations
would be allowed.

This cyber-enabled special operations unit could, for
example, undertake missions aligned with special warfare
roles such as MA and SR, and DA surgical strikes. Special
warfare requires cultural skills such as regional background
and language ability, so that personnel are better able to
blend into the local environment as needed. Although
coding, encrypting, and the use of FRINGE technologies
would still be important skills for the operational unit to
have, special warfare is more in line with the third type of
support that SOF can provide to cyber operations: to un-
derstand, deceive, and influence the cultural environment.

In contrast, surgical strike scenarios would require the
cyber-enabled SOF unit to emphasize cyber techniques.
These operators would have to be highly skilled in network
systems and computer science, and understand the uses
of FRINGE technologies in a denied or sensitive cyber
domain. “These teams would perform more direct and
often unilateral cyber special operations, such as crip-
pling adversaries’ command and control (C2) systems or
launching cyberattacks” to disable adversary defenses or
infrastructure.”® By understanding the various dynamics
of MA, SR, and DA operations, cyber-SOF teams could
be used across the range of SOF operations and support
further cyber operations.
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Dynamics, Conditions, and Obstacles
to Cyber-SOF Integration

The viability of each of the three integration options will
depend on several factors, including the legal framework
within which it is set up, how it is financed, how well the
different cultures are integrated and balanced, the com-
mand and control structure, and the quality of coordina-
tion between the groups. This list of conditions is not
comprehensive and could grow longer depending on the
organizational environment and political circumstances.
There are, however, four critical factors that will determine
the viability of the three integration options: mission
impact, feasibility, professional culture, and the mitigation
of possible risks. Note that it is beyond the scope of this
section to compare the three integration options and draw
conclusions about which might be preferable; its purpose
is to discuss what steps would be necessary to adopt each
one into existing MoD structures.”

Critical Factors for Success

First, it is of fundamental importance to evaluate the
efficiency and effectiveness of each integration option and
its potential impact on mission readiness. While functional
SOF and cyber teams work largely independently of one
another, horizontal project teams are highly interdependent.
These horizontally integrated SOF and cyber units need to
develop the right functional balance between the disparate
demands of their missions and workflow coordination: the
rules, hierarchy, supervision, flexibility, and communication
that will help to ensure that the integrated unit can meet
mission requirements as efficiently and effectively as pos-
sible.” Merging cyber and SOF personnel, with their various
backgrounds, education, and outlooks, into a functional unit
requires choosing the integration option that will provide
optimal deconfliction, coordination, and synchronization.

It is of fundamental importance to eval-
uate the efficiency and effectiveness of
each integration option and its potential
impact on mission readiness.

Feasibility, the second factor in choosing an integration
option, requires clear measures of success: how well will
the units’ members be able to coordinate, cooperate, and
meet their mission requirements within the institutional
configurations of each option? Whether the choice of inte-
gration is a centralized, decentralized, or pooled-divisional
structure, the feasibility assessment must examine both
barriers and facilitators within the cultures and evaluate

the reciprocity of cyber and SOF activities.?! Additionally,
the dynamics and conditions of the mission will influence
all three options. Is a particular mission an intelligence
exploitation operation under the umbrella of the security
intelligence services, a special operations procedure, or an
operation under the direction of SOCOM or DCC? Each
role must be defined according to a specific legal frame-
work that legitimizes the type of operation in question.

The third factor to take into account, professional culture,

is less easy to define and manage. SOF and cyber personnel
often come from very different cultural, educational, and
training backgrounds, and these differences can have a
strong effect on whether and how their units can success-
fully integrate.” Strong, flexible leadership is key to bridging
the cultural gaps and striking the correct balance of com-
mand, control, and coordination between the two entities.

The fourth critical consideration is risk mitigation. Lessons
from the past show that the operational commands, in par-
ticular, tend to operate in a stove-piped manner, meaning
that they tend to maintain their own training pipelines
and particular recruiting, selection, and training criteria.*
This stovepipe approach can result in different outcomes
among the commands for similar training courses such

as sniper, counterterrorism, and jungle, mountain, and
arctic warfare. However, decentralizing the pipelines

and delegating certain training functions, especially for
cyber capabilities, might be even less efficient. The risk
that stovepipe thinking affects the operational commands
requires the MoD to provide strategic guidance and ensure
cooperation. It is essential to break the walls around the
stovepipes and integrate the various teams to mitigate the
risks of a breakdown in coordination and cooperation.

To gain the most significant effects through cyber warfare
operations, there needs to be a central cyber-SOF structure
under the umbrella of a special operations command. In
the Netherlands, this would be the SOCOM, DCC, or
JSCU, depending on the type of operations in question.
The solution for the United Statess SOCOM and CY-
BERCOM has been the third integration option: to build

a new Cyber Special Operations Command.*
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December 2013.

How the Different Cultures Can Affect
Mission Readiness

A lack of reciprocal awareness and understanding can
arise from cultural differences between SOF and cyber
personnel, including their specialized jargon, disparate
expertise, and particular planning cycles. The most impor-
tant risk to overcome may be the biases that each group
brings to the process of integration. It is essential to have
the hearts and minds of all relevant personnel invested in
the process if integration is going to be successful.> SOF
and cyber operations have a symbiotic relationship at the
strategic, operational, and tactical levels, but their plan-
ning processes significantly differ. Although both kinds of
operations are developed, planned, and authorized at the
strategic level, their execution is often at the tactical level.
Tactical execution, in turn, has effects at the operational
and strategic levels.

Although NLD SOCOM ostensibly uses the typical
military top-down approach to give both KCT and
NLMARSOF direction and guidance for planning SOF
operations, in practice the process often takes more of a
bottom-up approach, which is an exception in the military
realm. SOF will often seck out loopholes in the planning
guidance that offer opportunities to conduct operations

that may push up against legal boundaries while remaining
in line with strategic intent. Cyber operations, in turn,
have their own approach, which uses a version of a “spiral”
planning cycle to keep up with fast-moving technology and
developments.® Spiral planning is based on the intru-

sion model, which allows planners to accelerate or delay
progress between the various steps of the planning process
to meet mission requirements. (See figure 1.) For example,
it can take months to develop zero-day exploits to conduct
an offensive cyber operation. The model also lays out the
measures the defender must take to counter an intruder
and defend the cyber system.

Offensive cyber activities can be desig-
nated as special operations, just as SOF
activities are, and thus fall under the

same kind of approval process as other

special operations.

Offensive cyber activities can be designated as special
operations, just as SOF activities are, and thus fall under
the same kind of approval process as other special opera-
tions; the purpose of the approval is to take into consider-
ation any possible political and diplomatic consequences,
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impacts, and effects such activities could generate.”’ In the

Netherlands, the ministerial steering group committee on

special operations was given authority to oversee offensive

cyber operations executed by the DCC?® prior to the start

of planning.” Because of this change, both SOF and cyber
operations can now be initiated, planned, and executed on
every strategic, operational, and tactical level.

The first quick win for the MoD with SOCOM and the
operational commands in particular, however, should be
the integration of SOF and cyber experts and their capa-
bilities in the planning process. As Commander SOCOM
Major General Theo ten Haaf pointed out, “When we are
looking at SOF and cyber operations, we should consider
the whole process from the starting point to the end of
the operation, when the evaluation is finished. Currently,
we see that cyber is integrated too late into the planning
process.”® This cyber-SOF integration also means learning
from one another, as Commander DCC Commodore
Boekholt O’Sullivan described: “SOCOM is short-term
focused, while DCC is more oriented on a longer period.
SOF personnel need to slow down in their decision-
making versus DCC, which could learn to accelerate in
their process or at least urge SOF to slow down.”*!

Common Institutional Hurdles to
SOF-Cyber Integration

The Netherlands has the cyber tools it needs to effectively
counter domestic or international hybrid threats, but it
still lacks a clear legal mandate for cyber operations at

the level of national security. This is a common problem,
especially with offensive cyber operations in the military
realm. Dutch government agencies in general, including
the MoD, are not sufficiently knowledgeable about the uses
and possibilities of cyber technologies. Despite current
initiatives to position military cyber liaison officers, the
MoD still lacks direction and planning from leadership
and a clear vision of how to integrate cyber tools into
military operations.* Cyber assets should be seen as an
integral part of every military planning process; more than
that, they are the “satay skewer” connecting all the various
layers of an operation.

The Dutch MoD still lacks direction and
planning from leadership and a clear vi-
sion of how to integrate cyber tools into
military operations.



The same is true for cyber personnel policy: the MoD has
inadequate career paths for cyber experts, and it lacks a
clear cyber personnel policy.” An effective policy would be
to create specific career paths in infantry, intelligence, SOF,
and signals to allow cyber specialists to incorporate new
functions and develop expertise throughout their military
careers. Furthermore, the financial incentives are dispro-
portionate: a cyber expert can make much more money

in the private sector than by working for the government,
which makes it very difficult for the MoD to keep the most
talented cyber experts onboard.

A third obstacle is the fact that senior leaders in the
Dutch MoD generally have little experience in the cyber
domain, and limited “cyber awareness” —knowledge of
current technologies, applications, developments, and the
knowhow to implement them—which results in a narrow
concept of command and control in the cyber realm.
Cyber illiteracy among senior military decision makers also
creates gaps and inefficiencies in the use of available cyber
technologies. Stovepipe thinking, traditional mindsets,
and the lack of personal cyber experience lead to func-
tional biases and, often, a refusal to accept that the virtual
landscape has changed beyond the individual’s under-
standing. In civilian tech firms, an effective boss will listen
to his or her cyber experts and use their knowledge and
advice to inform decision-making, while in a governmental
organization like the MoD, the person with the highest
rank makes the decisions, including whether to listen to
subordinates’ advice.* Without a broader joint military
and inter-agency government approach, the Netherlands
will continue to miss opportunities to counter the hybrid
threats the country faces.”

The Way Ahead

This article has laid out three potential roles that SOF
could play in support of cyber operations; the choice of
which one to adopt depends on the effects and end states
that the MoD wants to achieve. It is also important to keep
in mind that the conditions in the operation area may not
be conducive to every supporting role. How to sucessfully
integrate cyber and SOF units on the other hand, requires
understanding the strengths, weaknesses, and cultural gaps
between SOF and cyber personnel and their organizations.
Both SOF and cyber capabilities are scarce, precious, and
effective national strategic assets, which NATO countries
are not often willing to share. Therefore, any effort to
integrate the SOF and cyber personnel of NATO members
in support of NATO cyber operations will be an even
more ambitious and long-term process.

To begin this effort, the C-SOCC gave Belgium, Den-
mark, and the Netherlands the opportunity in 2021 to
experiment with and practice the integration of SOF and
cyber capabilities. So far, this tri-national experiment has
only produced some basic lessons learned during Exercise
Night Hawk that might be useful for other NATO SOF
and cyber countries.* For future SOF and cyber missions,
C-SOCC could become the foundation of a NATO com-
posite command integrating SOF and cyber capabilities.
Even so, national caveats, mutual trust, and a proper legal
framework are keys for successful SOF and cyber integra-
tion and to smooth the process of cooperation. However,
NATO’s new regional SOCC focus and the possibility

of establishing Regional Special Operations Component
Commands (R-SOCC) have the potential to radically
enhance cooperation among geographically neighboring

NATO countries with SOF capabilities.”

National caveats, mutual trust, and a
proper legal framework are keys for suc-
cessful SOF and cyber integration and to
smooth the process of cooperation.

On the national level, political-strategic leaders inside

the Dutch MoD are not doing enough to create an envi-
ronment that is conducive to SOF and cyber capability
integration. During an interview with the author, former
Director Joint SIGINT Cyber Unit Marc Brinkman
explained: “The political military-strategic level should set
up a research and development environment where SOF
and cyber could experiment, facilitate, test, develop, and
innovate to create the right conditions to set SOF-cyber
integration up for success.”*® In short, the senior MoD
leadership should create the conditions that promote better
and deeper integration between SOF and cyber capabilities
by establishing a clear directive with national guidance.
MoD leadership need not search for the solutions, but can
instead create the fertile conditions and simply listen to
their SOF and cyber specialists to promote SOF and cyber
integration, synchronization, and cooperation.
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Fthics and Tnsights
The Ethics of Al
in Warfare

PROFESSOR BRADLEY J. STRAWSER OF THE

US Naval Postgraduate School (NPS) invited Dr. Jeremy
Davis to address students in the Defense Analysis depart-
ment on the ethical implications of using artificial intel-
ligence in combat operations. Dr. Davis’s primary research
explores questions of normative and applied ethics,
particularly with regard to war and policing. The lecture
took place at NPS on 27 September 2021.

BRADLEY STRAWSER: There aren’t many scholars and
philosophers who do work on military-related ethics, and
so we are lucky to have Dr. Jeremy Davis speak to us today.
After his lecture, we’ll have an open discussion, and we’ll
be using Chatham House rules, so there will be no attribu-
tion of any of the comments or questions.

JErREMY Davis: Today, I'd like to address a big question
that I think philosophers, ethicists, and maybe even folks
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in the military spend too little time thinking about, and
that is the role of algorithms in justifying killing. I'm par-
ticularly interested in hearing what service members have
to say about this topic; 'm not a service member, and I
know that you have a keen eye and a distinctive perspective
on this topic, so I'm serious about hearing your thoughts.
I’m going to set up a strict account of the issues, and if it’s
wrong, you tell me why.

Project Maven and Artificial
Intelligence in War

Project Maven, also known as the US Department of
Defense Algorithmic Warfare Cross-Functional Team, was
instituted in April 2017. Its aim was “to accelerate DoD’s
integration of big data and machine learning” in order

to “turn the enormous volume of data available to DoD
into actionable intelligence and insights at speed.” More




specifically, the initial phase of the project was to create,
train, and ultimately deploy machine-learning technology
to sift through the countless hours of data that have been
collected through the military’s various surveillance
methods. I'm going to talk today about how that’s gone
awry in some cases.

Project Maven was instituted in April
2017 “to accelerate DoD'’s integration
of big data and machine learning.”

One of the more obvious reasons for something like
Project Maven is to respond to a number of inefficiencies
that present themselves when one is dealing with mas-

sive swaths of data. The first problem is that there’s just

far more data being collected than humans can process.
According to one calculation, the Air Force alone had
acquired so much surveillance footage in Iraq over the
course of a single year that it would take one person 24
years of working nonstop to get through it all. According
to another estimate, 700,000 hours—that’s 80 years—of
footage was collected in 2017 alone, so obviously, there’s
far more data than even teams of observers could realisti-
cally deal with. Second, a lot of the data that are generated
are completely useless, so spending countless analyst-hours
on that is a massive waste of resources. Finally, it’s really
difficult to draw connections across data and be able

to identify the source of problems or potential leads to
follow up on if you have multiple massive teams of people
working, particularly teams that aren’t necessarily speaking
with each other or even focused on the same set of issues.

A lot of these inefficiencies or challenges can be resolved by
shifting to big-data methods—machine learning—where
you can create algorithms, create systems, in which a lot

of these inefliciencies can be completely eliminated. The
systems can identify connections; they can sift through
countless hours much better than enormous teams of
potentially sleepy or bored people watching cameras all
day. Machines solve that problem. Of course, the ultimate
goal is not only to solve that problem, but also to create a
lot of strategic advantages as well.

Although a lot of information about Project Maven is clas-
sified, the topic of artificial intelligence (AI) in warfighting
has come to the public’s attention in the past few years, and
there has been some discussion of it in public venues. A ci-
vilian might have first learned about Maven when Google
decided that it wasn’t going to renew its contract with

the Pentagon. Many of its Al researchers said they didn’t
want to have anything to do with the project. A number of

other companies then stepped in to fill the void, including
Anduril, Clarifai, and Palantir. The last of these is probably
the most widely known to you, because Palantir is one of
the developers of predictive policing technologies.

Project Maven is one of the many different programs
within DoD to advance AL We're not really talking here
about the killer robots phenomenon, but I’ll say more
about that in a minute. We're talking specifically about the
use of algorithms in developing technologies that humans
ultimately will be responsible for using. There’s also a
program called Atlas, which stands for Advanced Targeting
and Lethality Automated System. I've got a quote from an
Army engineer about how the algorithm isn’t making the
judgment—and here we need to draw a contrast with killer
robots. Were not just setting this thing free to do whatever
it wants; the algorithm is providing information to aid

the service member in deciding what to do. There’s also
been some preliminary research into outfitting tanks with
Al weapons, which is going to involve machine-learning
algorithms that will help not only to identify people who
are known to us as targets, but also to make predictions
about where people will go, what they are doing, what
they’re going to do, whether or not the action that we see
them doing constitutes a threat, and that sort of thing.

For the sake of definition, we’re going to call these “algo-
rithmic systems.” We are talking about something that
relies on big data, algorithmic processing, and/or machine
learning: typically, all three. It is both historical and predic-
tive; it both takes facts that we already have about a person,
such as biometric data or whatever, and also makes predic-
tions about where they’re going to be and what they’re
going to do, and so aids us in making decisions. It can be
used particularly in the military context, although it does
have a broader range of applications.

We are talking about something
that relies on big data, algorithmic
processing, and/or machine learning:
typically, all three.

As I said earlier, I think philosophers and ethicists have spent
far too little time thinking about this. They’re fixated instead
on the phenomenon of extreme killer robots that we’ll set
free to do all of our bidding. We’re much further away from
those than we are from these data systems, which are being
developed and exist now. We need to ask actual questions
that apply to these systems, particularly because, as with
most technologies that are already being used, we didn’t ask
these questions before they were put into use, right?
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Airman Ist Class Sandra, 7th Intelligence Squadron, explains how Project Maven works at a booth during the 70th Intelligence,
Surveillance and Reconnaissance Wing’s 2018 Innovation Summit 24 July 2018 at College Park, Maryland.

The Man in the Purple Hat

I want to tell you a story. This is the story of the Man in
the Purple Hat. It’s from the book First Platoon by Annie
Jacobsen, who's a celebrated journalist.* The story takes
place in Afghanistan and centers on the Persistent Ground
Surveillance System, or PGSS. It happened in 2012, several
years before Project Maven was instituted, so the system
was kind of a precursor, and it alerts us to the problems
that are latent in these systems. PGSS is basically an
enormous blimp, and one of the things it does is to take
24/7 surveillance footage of all the areas relevant to its
instructions, and then organizes, processes, and tags the
footage using software that was developed by Palantir. The
technology helps the military track particular individuals.
It’s not really predictive; it’s just tracking. It’s meant to
understand individual habits, to identify them and to say,
look, here’s where they tend to go. As it acquires this data
about people, it will be able to make predictions, but it’s
primarily used as an identification tool.

A man named Kevin is the PGSS operator at the time the
story takes place, and he’s monitoring a man in a purple
hat. From many hours of surveillance, Kevin comes to
believe that the Man in the Purple Hat plants IEDs in an
effort to harm civilians or soldiers. Once Kevin compiles

enough evidence, he takes it and runs it through Palantir
software, which enables him to keep a closer eye on the
Man in the Purple Hat, and even to predict where he’s
going to be. Kevin’s unit designates the man with a “429
package,” meaning that when the time is right, they’re
going to take him out. They think this is a bad guy, and

it’s his time. One day, Kevin’s colleagues inform him that
they have the Man in the Purple Hat in their sights, and
they think it’s time to call in air support and take him

out. Kevin’s colleague points the man out on the screen,
and Kevin notices that he’s sitting on a tractor. After a few
minutes, with air support on the way, Kevin starts having
second thoughts. He later told Annie Jacobsen, “I thought,
wow, that looks like him, but something just gave me a
tickle that it wasn’t him. Number 1, he’s not a worker. He’s
a bad guy, and bad guys don’t tool around on tractors and
play farmer. I said, T’'m certain it’s not him.” His super-
visor says, “Well, you've got five minutes to figure that out
and prove me wrong.” So Kevin runs over to the Tactical
Operations Center—he literally runs over there—to prove
that it is the wrong man. He has the operator inspect the
home of the Man in the Purple Hat, and sure enough, the
man they are looking for is actually at his home.

This was a case of mistaken identity. Fortunately, they
called off the strike. According to Kevin, had a computer



done the algorithm on the guy on the tractor, as far as the
computer was concerned, that was him: the Man in the
Purple Hat. But because Kevin had been watching him
for months, he knew that it wasn’t him. “I knew his face. [
doubted the computer. I was right.”

As far as the computer was concerned,
that was him: the Man in the Purple Hat.
But because Kevin had been watching him
for months, he knew that it wasn’t him.

That story is probably a familiar story to service members
and may be kind of unremarkable to many of you. But to

a civilian like myself; that story blows my mind, because

we got that close to killing a completely innocent farmer. I
know this stuff happens all the time. But hearing it in those
details, especially from the perspective of the guy who had
a gut feeling that he was right and he was correct about
that, is really interesting. It draws that contrast between
what the algorithm told us and what the humans with
their instincts and perspective said. Again, this is a case of
mistaken identity, but the algorithms are also likely to make
errors concerning threats when they’re dealing specifically
with predictive elements, such as whether somebody who's
holding something is holding a gun, or another weapon,

or maybe just some farm tool, or something else. And, you
know, this constitutes the full range of things that might
be viewed as evidence that could justify killing someone

on the basis of what ultimately turns out to be some kind
of algorithmic error. Now this case had a relatively happy
ending, but there are no doubt other cases in which that
wasn't the result. We certainly know that from drone cases,
and we have no reason to believe that errors won’t happen
commonly with respect to these algorithmic systems as well.

Predictive Killing

The story of the Man in the Purple Hat calls to mind a
number of distinctive ethical questions. The one I want to
focus on is the role that algorithms can play in justifying
killing. I mean this in the ethical sense. ’'m not talking about
what passes the relevant codes or restrictions that might be
placed upon you in your distinctive roles, or what you can
get away with in the legal sense, but ethically, what can jus-
tify using these algorithms to make decisions about killing?

I’m going to highlight just a few basic issues here about
whether these things can justify killing. The first question
to ask is, well, what evidence do they offer us? What is
their evidentiary value? There’s a basic question here about
whether the various statistical inferences at work within

these algorithms can count as evidence at all. I think the
answer has to be yes, it counts somewhat. To the extent that
it’s decisive is a separate issue, but it certainly does seem to
count more than, for example, a Ouija board.? I think that,
for obvious reasons, it would be pretty shocking if we were
just relying on the evidence provided by a Ouija board.
The question, it seems to me, is not whether information
from an Al device could, in principle, count as evidence,
but whether the algorithms, such as they are, provide
sufficient evidence in the context in which they are used,
for the types of things they’re expected to justify. So we
don’t just want to say, look, they provide evidence; they
tell us information we didn’t already have. We know that.
The question isn’t whether they tell us something we didn’t
already know. The question is whether they tell us ezough
to be able to justify what it is were using them for. I think
that’s the important ethical question.
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The question isn’t whether they tell us
something we didn’t already know. The
question is whether they tell us enough
to be able to justify what it is we’re using

them for.

As in most algorithmic systems, the ones we're talking
about are fundamentally opaque. That’s a kind of technical
term, even though the words are not technical. These
systems are opaque in the sense that even those who use
them couldn’t explain why the algorithms have come to
the conclusions that they have. In this sense, they are like a
Ovuija board. You don’t know why you ended up on these
letters; you just know that you did. Whereas with human
deliberation, you can say, “Oh, explain that again to me;

I didn’t quite get that,” with a lot of these algorithms,

you just get, “That’s the answer. That’s the guy.” It doesn’t
explain to you why, or give you all the data points that
yielded that conclusion. In fact, in many cases, it cannot do
that, even on the best version of the algorithms. Moreover,
the systems are prone to mistakes from bad input data.
You get cases where it’s just terrible data that gets filtered
through, and in many cases, you don’t know that the data is
so bad until it’s too late. If Kevin’s unit had killed the Man
in the Purple Hat, we wouldn’t necessarily have known
which data points gave us that conclusion. Incidentally, in
her book, Jacobsen says they think that the system identi-
fied the wrong man because of the way that the light hit his
hat. They think that the man on the tractor was actually
wearing a blue hat and the cameras weren’t sophisticated
enough to pick up that difference because of the differ-
ences in lighting between rural Afghanistan and whichever
locations were within the system’s data set, which is scary.

So that’s just about identification issues. With predictive
issues, were trying to make predictions about what people
will do, and it’s really hard to do that. We're very bad at
predicting what people will do. Algorithms are also very
bad at predicting what people will do. This is true with
predictive policing systems as well. We can make highly
informed guesses. But again, we’re not just talking about
whether we should keep a closer eye on a certain person.
We're asking whether this prediction gives us something
like a justification for killing them, or potentially targeting
them, right? So there really is a separate issue here about
whether we can say, look, we think he’s going to go into
that area, and whether he will actually do that. That’s an
important issue when we look more broadly at the predic-
tive versions of these technologies.

There are reasons to be skeptical about the accuracy of the
entire system. It’s all classified. It’s not subject to audit.

By contrast, predictive policing systems can be audited.
Predictive policing systems allow police departments to
make predictions about things like which areas are going to
have higher crime or which individuals are more likely to
commit crimes, and the police can target their resources to
those areas or those people on the basis of that algorithmic
prediction. The algorithms in predictive policing systems
can be subjected to an audit, in which an external super-
visor comes in and explores the data. This happens all the
time. In fact, there are companies whose entire mission is
just to do these kinds of audits. In contrast, it seems highly
unlikely that the US government is going to give an outside
third party access to its treasure trove of data in order for
that third party to say whether or not these systems are
good. An audit could be done internally, but the public at
least is going to be skeptical of that kind of audit and its
ability to reveal what we want to know.

Suppose the algorithm recommends killing someone who
is, in fact, innocent, and a soldier carries out the killing.
Unless there’s abundant evidence that emerges after the
fact that this person was actually innocent, the algorithm
and those who rely on it will inevitably see this and code it
as a successful kill. If they had killed the Man in the Purple
Hat, we would have had no reason to say that they made

a mistake. Maybe later, we would get some information
about that, but I'm not super confident that someone’s
going to say, “Oh, we found that out. Let’s go adjust the
algorithm.” What seems more likely is that it’s not going
to be something we'd want to admit to or embed in the
algorithm. Ideally, we do, but even in those cases, we'd have
to have that additional information to be able to do that.

If the initial data and the secondary
and ongoing data collection process
are corrupted, they're just going to
keep replicating those problems to an

exponential degree.

So it seems to me that, in a way that’s almost unique to this
particular domain of algorithms, we’re much Jess likely to
have accurate data. That’s not just a problem: that error
compounds, because the whole point of these systems is
that they take data and make inferences on the basis of it
over time in an iterative way. If the initial data and the sec-
ondary and ongoing data collection process are corrupted,
they're just going to keep replicating those problems to an
exponential degree. This is a huge problem. If you have

a software program that makes predictive texts on your



phone, and you tell it, “No, that’s not what I wanted,” it
will say, “Okay, thanks,” and it can make corrections. But if
you never tell it, “No, that’s not what I wanted,” it’s going
to keep doing what it thought was good, and it’s going to
think it’s getting it right.

My concern is not just that these algorithms are bad, it’s
that they’re going to continue to get worse and worse if we
don’t have a system for stopping them—and I don’t think
we have a system for stopping them. We know they’re
imperfect. We don’t know how imperfect. We don’t have
the ability to assess their imperfections. We do think, how-
ever, that there is a positive non-zero evidentiary value. It’s
not just a Ouija board; it’s doing something that, at least
broadly, is pointing us in the right direction. It’s also going
to give us justifications—at least in the minds of some—to
do things that we want to be very careful about.

We're talking about what kind of justification we’re inter-
ested in. Philosophers sometimes like to draw a distinction
between fact-relative justifications and evidence-relative
justifications, and I think this distinction is going to be

an important part of this discussion. So, fact-relative
justification simply asks, was the target actually guilty?
Was he actually doing the thing we thought he was going to
do? This concerns a fact-relative justification. But you can
imagine a case in which we get it wrong, and we say, “Hey,
look, the best possible evidence we had told us that he was
going to kill us.” We might think that this doesn’t make
killing him right in a facz-relative sense, but we might speak
of it as being evidence-relatively justified. In other words,
maybe you shouldn’t be blamed for killing him. Maybe
your decision should be investigated, but you shouldn’t

be held to account for it. You acted on the best possible
evidence, so the outcome can be justified in light of the
evidence, even if it’s not objectively right, or even if it’s not
fact-relatively justified. Often, we’re not going to know,
and what we're really interested in is whether, when that
algorithm says “kill,” we can kill and be justified. I think

this question is our quarry.

Take the case of the Man in the Purple Hat. Would it have
been evidence-relatively justified to kill the farmer who
might be the Man in the Purple Hat? I'm not sure. I think
probably not, for some complicated reasons relative to the
story, as well: obviously, Kevin had doubts. That’s enough
to question the evidence, but would somebody else in his
place, who didn’t have those specific doubts, have been jus-
tified? I’'m not so sure. I'm curious to hear your thoughts.

If there’s an evidence-relative justification
we need to be concerned with, what

is the threshold for having enough
evidence?

Another point here is, what is the right evidentiary
threshold? If there’s an evidence-relative justification

we need to be concerned with, what is the threshold for
having enough evidence? Here’s a view that I want to pitch
to you, and you tell me whether you think it’s wrong or
you think it’s right. This is what I would call the strong
view. It’s the stubborn, recalcitrant, strong view that’s very
not permissive: predictive algorithmic systems of the sort
we're talking about generate insufficient evidence for an
evidence-relative justification to kill. Why? Because the
justificatory threshold, the evidentiary threshold for killing
is super, super high. In order to justify killing someone,

we need more than just a computer telling us that that’s
the guy, and he’s going to kill somebody. If you've seen the
movie Minority Report, you're familiar with the problem
here.* So this is what I call the strong view: you can’t do

it. It’s not evidence-relatively justified. It might be fact-
relatively justified. It might turn out that the target actually
was the bad guy. But our evidence didn’t give us enough
information to be able to draw that conclusion. Our
evidence was insufficient. That’s the point that 'm pushing
on this class today, and I want you to push back against me
and tell me if and why you think that’s wrong.

As I said, the evidence that’s generated by the technology is
insufficient to meet that threshold. Here’s a set of thresh-
olds that you might endorse. Now, these thresholds are
about liability, but you might think of them as evidence
thresholds as well. Michael Zimmerman is a philosopher;
Adil Haque is a legal scholar; and the other—you might
recognize the guy—is Barack Obama. Actually, the Obama
administration’s threshold is the most restrictive and I
think it’s closest to what I would be inclined to endorse:
we would need near-certainty that the target is present, and
that there would be no noncombatant collateral deaths.
Adil Haque, who is a legal scholar at Rutgers, thinks that
with liability, we need evidence that it’s more likely than not
that the target is liable. Michael Zimmerman says that it
has to be likely enough that the person is liable. That seems
to me vague, because we want to know how likely is likely
enough. It kind of kicks the can down the road a bit. As for
more likely than not—>50 plus 1—that seems too low to
me, frankly. Near-certainty is what I'm going for.  want a

threshold that’s quite high.
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The MQ-IB Predator UAV

STRAWSER: Jeremy, just thinking through these epistemic
standards, it’s a fascinating thought experiment you're
setting up here. But if you're not sure how you feel about
these standards, one thing I encourage people to do is to
consider the basic philosophical reflection of reciprocity.
Which one of these standards would you want an adver-
sary to apply to you? I would want it to be right!

Davis: Ask what you could justify to someone else. If you
were speaking to the family after you killed their brother,
and said, “Look, it was a 50:50 shot and, like, 50-plus; we
were right there;” they'd say, “No, you killed him.” Again,
these decisions are based on algorithmic systems, and are
typically being made by people who are far removed from
the action. This also involves the question of necessity. In
addition to the evidence of whether or not we can justify
killing him, we need to answer other morally relevant ques-
tions as well. One of these questions is whether it’s neces-
sary to kill him zow. Think about the Man in the Purple
Hat. It was not necessary to kill him at that moment. They
could have waited. In fact, they did wait, and it was fine,
right? But what if he were a serious target who was about
to do something horrible? Even so, there was no evidence
that, right then, when he was sitting on the tractor taking
a nap, he was going to do something awful. He didn’t

have any kind of trigger or anything in his hand, right? So

based on necessity or last resort, which is a condition that
you're all familiar with in the law of armed conflict, or in
the conditions of jus in bello—the conditions that apply to
soldiers in war—it doesn’t seem like we passed that test, so
that’s going to challenge justification as well.

It’s not just a matter of whether you have enough evidence;
it’s also a matter of whether all the relevant moral condi-
tions are satisfied. Just to give you a sense of what I'm after
here, you might also think about whether there are other
less harmful alternatives that are available. The algorithm
says, “This is our guy.” But maybe we need to gather further
evidence from alternative sources that aren’t the same
algorithm. Unfortunately, we might have to expose some of
our service members to the risk of getting harmed in order
to confirm the algorithm. Or we could apprehend the
subject rather than killing him, right? Those are reversible
approaches that involve satisfying our moral constraints
and not potentially killing innocent people.

There’s a question here that’s not just about the specific
instance. We want to zoom out a little bit. We can look at
the case of the Man in the Purple Hat or this other thought
experiment, and we might ask whether it was justified. Is
the practice of relying on these systems justified? Is the
practice itself justified? Is it evidence-relatively justified



to institute the practice of relying on these systems in a

military context? Again, these are points I've already made.

We have unreliable evidence. In fact, I think we have really
good reasons to believe that the evidence is bad—better
than human evidence in some cases, but potentially
corrupted in ways that, again, risk that it’s just going to be
replicated over time. Given that we know this, we might
say that the practice of using these to justify killing is spe-
cious. There’s a whole other talk we could have about this:
the risk of over-reliance, the resort to using this method
rather than all these alternatives . . .. People who are
skeptical of the usage of drones will make the same point:
they’ll say, look, in isolated incidents it is particularly valu-
able, but they might worry that reliance on this system, on
the whole, generates problems that wouldn’t be there if we
were more cautious about its use.

Is it evidence-relatively justified to in-
stitute the practice of relying on these
systems in a military context?

There’s a concern here, too, that this might entrench our
attitudes against putting people in harm’s way, which

is good—I don’t want any of you to be harmed—but
allowing for that to be further entrenched in our attitudes
will keep us at a distance from the kinds of acts that we’re
committing, and will make us more likely to rely on
automated systems for reasons that are meant to keep the

public happy and that sort of thing.

I’ll pause here now to get a sense of what you think about
this. I love to have disagreements. If you think I’'m dead
wrong, you can tell me ’'m dead wrong and tell me the
reasons why. I won’t be offended.

SPEAKER 1: We were talking earlier about the develop-
ment of the algorithms for self-driving cars, and how right
now, in that experimental phase, we need to just accept
some risk to develop those algorithms. So, looking at the
scenarios you've presented here, and knowing that the
United States is not the only competitor developing this
type of stuff, we do have the highest ethical standards that
we have to apply to it—hence this entire discussion. But
our adversaries don’t have those same standards, at least to
my understanding. They’re going to accept a lot more risk,
so I think, looking at this situation holistically, we need to
accept that same level of risk, so that whenever we enter
into an actual shooting war with those competitors, we’re
not behind them. The systems that are being developed
could potentially save far more lives than are being mistak-
enly struck now based on those algorithms. So, not to be

callous, but looking at the greater good, couldn’t a few bad
strikes resulting in civilian casualties now potentially save a
brigade from destruction 20 years from now 2

Davis: I think this question relies on some empirical as-
sumptions that I'm not sure about. Is it true that our using
this software now is going to be important for us to beat
our adversaries? Why not have the systems developed and
run them alongside what we’re doing, but not use them to
try to justify killing? For example, in predictive policing,
you can run these systems and say, “We think that guy’s
going to kill somebody. Oh, interesting! He didn’t kill any-
body. Okay, the algorithm was wrong. Let’s recalibrate it.
We know the world turned out this way. He didn’t actually
kill someone.” It’s like you're playing computer simulations
of games before they happen. There’s a sports blog that
actually does this: it runs Madden simulations before every
game and predicts how things are going to go. They’re not
actually doing anything, right? It’s like you’re running a
simulation alongside the real world to try to get a sense of
how things will actually play out in the real world.

Why not think that we should be doing something like
that? In other words, instead of employing the algorithms
just yet, just testing them so that we can actually get to a
better efficacy at a certain point. So we can say, look, these
things are perfect. They never fail. We've run them for so
long that the data are perfect. I'm skeptical that they would
stay perfect, but the point is, if we have a greater sense of
their ability, I'd be more inclined to use them. I'm also wor-
ried that—and you all know this at the level of hearts and
minds—when you kill innocent people, innocent guys on
tractors, you're likely to find yourself in a situation where
you're producing more adversaries and creating a Whack-
a-Mole problem that’s worse than if you had apprehended
the guy and then realized that he’s not the right guy. The
consequentialist perspective says we know we’re causing
harm, but in the long run, I think it’s a worthwhile point.®

STrAWSER: The problem with consequentialism is that
it’s always relying on prediction. One would have to have a
stronger epistemic prediction that it really will work out in
the long run for your argument to work. You're saying that
you have greater epistemic confidence in increased future
adversarial conflict and loss of life due to the technology,
than that there is a way for us to achieve our goal zow
without having knowingly failed the evidentiary standard
for killing when we think it’s justified in the present. You'd
have to have a lot of confidence—a tremendous amount
of confidence—in that prediction, and that’s my issue
with the consequentialist move here. Consequentialism

is certainly a valid approach to take, but for it to be sound
every time, we'd have to have a crystal ball. When we don’t
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have the required epistemic confidence, I worry we are
trading one near-certainty—present moment knowledge
that an action is wrong—with less certain predictions that
the scales will eventually balance.

Davis: I also worry that the calculus that we'd do more
good than harm over the long run is something we'd resort
to a bit too quickly. But the point is a good one.

SPEAKER 2: [ was participating in the Warfare Innova-
tion Workshop last week, and my team was actually
debating justified killing. We need to use the kill chain

as a framework to understand how we make decisions to
kill the targets without algorithms. Basically, once you fix,
find, and track your objective, it goes to the operations
center and the command has to do many, many activities:
they have to check rules of engagement, the law of armed
conflict, probably estimate collateral damage, while not
even knowing if that target is valuable, or if there are more
valuable targets that you are more interested in. So there
are many things that are going on that machines as of
now are not able to do. If we want the machines to do the
killing, they have to actually do this process, these steps in
the kill chain process.

As of now, there are two types of artificial intelligence: we
have narrow artificial intelligence, which includes things
like computer vision, detecting objects, very little tasks,

as opposed to artificial general intelligence, which is like
machines performing the same things that humans do and
even better. Scholars agree that it would take hundreds of
years to achieve that kind of performance because you need
to model perceptions and emotions, and we're not there
yet. So we concluded that if we want to leverage algorithms
to make decisions, we needed to change the kill chain pro-
cess. Everybody was saying, “Yeah, man in the middle, man
in the middle.” But what if the machines are giving you all
the information and you just have to say, “Yes, press the
trigger;” but they are training on bad information, like the
case of the Man in the Purple Hat? Somehow we need to
guarantee that the man in the middle does not have to be
involved in the decision whether to kill, but is guaranteed
to be training the algorithm. He can feed new information
into the algorithm so it will train to process information as
we humans want it to. We also recommended changing our
military planning process, so, in the same way that we have
appendices for operational assessment—how to collect
information—perhaps we need an appendix for how to
incorporate this information to train algorithms, so we
don’t make the wrong decisions.

Everybody was saying, “Yeah, man in
the middle, man in the middle.” But
what if the machines are giving you all
the information but are training on bad

information?

Davis: Does it strike you as feasible or plausible to make
the people who are training algorithms the same people
who are making the decisions about when specifically to
use them? That seems like a lot on them.

SPEAKER 2: Somehow the process has to involve the guy
who trains the algorithm: the operators, the decision
makers. If you don’t include these people in the process of
training the algorithm, you’re only relying on black boxes.
There’s a whole field called machine-learning interpret-
ability—it doesn’t only happen in the military—but if you
use an algorithm to help you detect diseases in an x-ray,
for example, you don’t want to rely only on a black box.
With machine-learning interpretability, you can definitely
see where the algorithm is looking at the image. You can
avoid bias for race and gender. Machine learning is already
working dependably in many little fields, so people start to
trust the algorithms, because right now they’re only doing
little tasks.

W are talking about fully autonomous systems for
defensive purposes. Imagine a hypersonic missile. You
cannot rely on calling your boss: “Hey, we should ... ”
There isn’t time. Perhaps you need your defense system to
be fully autonomous, but for offensive operations involving
this stealthy assassin role for the machines, then you will
need the man in the middle. You also have fully autono-
mous systems that can do things that help the force. For
instance, if there’s a big fire and you need to rescue people,
you probably don’t want to risk people’s lives to do it; you
want a fully autonomous system. Right now at the United
Nations, they are trying to ban legal autonomous weapons
systems. The narrative that they are selling is killer robots,
not this stealthy assassin role for the machines. So basically,
they’re going to end up banning all the fully autonomous
weapon systems: the ones that really help in the military
for good purposes, and also the killing machines.

Davis: You've made a lot of great points there. Thank you
for your perspective.

SPEAKER 3: [ would argue that the epistemic system is
going to depend on the theater of war. Are we in a limited
conflict? Are we in an unlimited conflict? Are we waging
total war? It’s also going to reflect the rules of engagement.



To tap into an earlier speaker’s point and your response

to it, I think that, at some point, if we ran parallel tests,
and we started getting information from an autonomous
system that would have improved—maybe not perfected,
but improved—our decision making, I think we would
have a moral imperative to use it. Otherwise, if we're
saying, “Well, yeah, it’s only at 98 percent; it’s not perfect
yet, so we're not going to let the ground force commander
or the kill chain have access to this information,” then
we'll just continue to make mistakes. And we already make
mistakes. Everybody who conducts killing makes mistakes
at some point.

STRAWSER: The comparison’s not in a vacuum. It’s against
humans.

Davis: That’s a great point, and it comes out with a lot of
these technologies. With predictive policing, for example,
it’s bad. We mess up a lot. Also, it’s really good. It’s more
effective in many cases than just relying on human officers.
These systems can digest 80 years of data simultaneously,
which is amazing, and they are surely going to do better
than humans in a lot of cases. They’re going to expose
officers or soldiers to less risk. It’s going to result in fewer
hours of wasted manpower. That’s phenomenally valu-
able. I think you're right that there’s a real challenge here.
Shouldn’t that mean that we have really strong reasons to
use the technology unless we have good evidence that it’s
bad, that it’s getting it wrong in that particular instance?
It’s a good point. It’s a good challenge on the other side to
say these are really good, really effective systems, and—it
would depend on the specifics, as you say—but in many
cases, it seems like to 7oz use that data would be like not
outfitting our soldiers with shields that we know are really
effective in preventing harm. That’s a valuable point.

SPEAKER 4: Do you think it reduces risk or just transfers
risk to somebody else? In this program, we've learned

that all models are wrong, but are sometimes useful. So
approaching it like that, there’s the target engagement
authority, or the UAV operator out in Nevada with a team
sitting next to him, and the team says, “Well, the model
said this” or “The algorithm said this,” and “We were
wrong” or “We were justified.” Yes or no doesn’t really
matter. The question is, where did that risk go? You had
said that benevolent leaders are looking at this and making
improvements, but one other term to add to the rules of
engagement might be “imminence.” Is the decision based
on imminent necessity? Yeah, if a bad guy is a bad guy, we
want to find him and eliminate him, but to what point?
And if all models are wrong and we authorize lethal force,
where does that risk end up? And that goes into the rules
of engagement of whatever theater we’re in and what is an

acceptable level of risk, because there will be times when
we're willing to accept 51 percent.

My concern is that, as a practice—not
in a specific isolated instance, but as a
practice—we are distributing massive
amounts of risk onto innocent people.

Davis: It’s going to depend on what we're trying to kill
him for. If we think he’s about to go into a stadium and
blow up the entire stadium full of people, our evidence
threshold looks a little bit different. Not only do I agree,
but I endorse that point. In terms of distributing risk, my
concern is that, as a practice—not in a specific isolated
instance, but as a practice—we are distributing massive
amounts of risk onto innocent people. I think that practice
needs to be justified, because we're killing lots of targets
that we should be killing, but we’re likely also exposing
others to risk, and not just risk of death or harm, but
other kinds like broader psychological or existential risks.
There are concerns in some cases that drone warfare has
prevented groups from gathering in places because they’re
afraid that they’re going to look suspicious, and this is hin-
dering democracy. So there are very small-level things that,
taken in the aggregate, could be massively problematic. So
in answer to your question, my hunch is that it distributes
risk in a way that stands in need of a justification. 'm not
saying it’s unjustified; it depends on the particulars, but I
have questions about that.

SPEAKER 5: Building out a point you brought up earlier,
you've got to distinguish where the algorithm is func-
tioning. Right now, the sensor is agnostic. The sensors are
pulling in data. The human is looking at the data, or the
algorithm is sifting through the data, or usually both. That’s
what we’re doing right now. In my opinion, the weight
behind your argument has to show that the algorithm is
less accurate than the human. Having been there and done
this firsthand, I can tell you that humans get impatient. We
do a lot of strikes because we haven’t done a strike lately,
and it’s close enough. It’s good enough. We're pretty sure
that they’re all bad anyway. That’s what humans are doing
right now.

STrAWSER: That’s a pretty low bar, and it could be that
you think that’s wrong, and you could think that they’re
both wrong,.

SPEAKER 5: True, but which is less wrong? In your argu-

ment, you're using the term “bad.” I don’t know that “bad”
is an appropriate term to use. Is it better or worse than the
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humans who are currently making mistakes? Now we’ve
got some leeway. In some theaters, there’s a lot of leeway
for making mistakes. Nobody ever finds out. Nobody ever
knows. Nobody really cares. But is the algorithm better or
worse than the humans? Because the humans are making
mistakes. The sensors that are collecting the data are the
same sensors for either side.
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Dr. Jeremy Davis teaches philosophy at the
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Davis: Suppose we had an algorithm that replaced a jury.
It’s a jury algorithm. We don’t need people anymore, just

a jury algorithm, and based on all the things that are said

in the rules and whatever, it determines guilt or innocence.
W say, look, it only sends innocent people to jail 10
percent of the time. Let’s say that human juries do it maybe
15 to 20 percent of the time. 'm just making these numbers
up, but let’s hypothesize. Would we say, hey, that algorithm
is good, and we should start using it? My temptation is to
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we're confident in this system. My concern is that its being
5. The most prominent example of the philosophical view called

slightly better in some instances, or even on average, is not
enough. It might be that that’s better than the alternative,
but I'm not sure that that means we should rely on it, or we
should use it. I see the argument in the other direction, too.

STrAWSER: There are probably stories about the Man in
the Green Hat, where the algorithm got it right and the
human operator got it wrong, and the human operator
overruled the algorithm, and they’re like, oh, damn, we
should have listened. It’s sort of a math question. Actu-
ally, there are really two questions here: what is ethically
the right evidentiary standard that needs to be justified,
depending on the stakes, depending on all the other con-
texts, in order to say that we're ethically justified to do this
based on this confidence level? That’s the main question,
and then you're asking, secondarily, could this technology
ever meet that threshold? Now, maybe your point is that
perhaps the algorithm can or cannot, but humans aren’t
achieving it in the first place, which is just depressing. But
that doesn’t answer the question, right? Because they both

could fail.

Davrs: You might say it’s the lesser of two evils, or it’s the
better of bad alternatives, but I don’t think that means we
should use it. It might just mean slightly better.

consequentialism concerns the moral rightness of acts. It holds that
“whether an act is morally right depends only on the consequences
of that act or of something related to that act, such as the motive
behind the act or a general rule requiring acts of the same

kind.” See “Consequentialism” in the Stanford Encyclopedia of
Philosophy, rev. 3 June 2019: https://plato.stanford.edu/entries/

consequentialism/


https://dodcio.defense.gov/Portals/0/Documents/Project%20Maven%20DSD%20Memo%2020170425.pdf
https://dodcio.defense.gov/Portals/0/Documents/Project%20Maven%20DSD%20Memo%2020170425.pdf
https://plato.stanford.edu/entries/consequentialism/
https://plato.stanford.edu/entries/consequentialism/

Publications

Western Intervention and Informal Politics:
Simulated Statebuilding and Failed Reforms
Troels Burchall Henningsen

London: Routledge 2022

USD $128

210 pages

This book examines the political and military dynamic
between threatened local regimes and Western powers,
and it argues that the power of informal politics forces
local regimes to simulate statebuilding.

Reforms enabling local states to take care of their own
terrorist and insurgency threats are a blueprint for most
Western interventions to provide a way out of protracted
internal conflicts. Yet, local regimes most often fail to
implement reforms that would have strengthened their
hand. This book examines why local regimes derail the
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cleansing. Col. Steve Miska led a team within the 2nd
Brigade, 1st Infantry Division (known as Dagger Brigade)
that established an underground railroad from Baghdad
to Amman to the U.S. for dozens of Iraqi interpreters
facing near-certain death at the hands of the “death
squads” that hunted down and slaughtered interpreters
and their families.

The mostly young men and women who embraced
American idealism risked their lives to support US.
service members in countries where understanding the
language, the people, and the contours of the culture are
often a matter of life and death. Yet, according to recent
estimates, more than 100,000 interpreters and at-risk
family members remain in Iraq and 70,000 remain in
Afghanistan, each in grave danger.

The plight of Iraqi and Afghan interpreters left behind
by the United States remains one of the most significant
human rights issues of the Global War on Terrorism,
America’s longest, and ongoing, military conflict.

Baghdad Underground Railroad is a sober reminder of the
far-reaching human and national security consequences
of abandoning U.S. allies in countries of conflict. Above
all, it is an exploration of universal questions about hope,
brotherhood, and belonging—questions that strike at the
heart of who we are as a people and as a nation.
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