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he term unidentified anomalous phenomena (UAP)

refers to unknown aerial targets present in an airspace

of concern. They can span a wide spectrum of target
types, including birds, stars, planes, satellites, and drones. UAP
have presented an increased concern in the last several years
due to their presence near military ranges, sensitive facilities,
and other high-traffic air spaces. While some phenomena have
been identified as benign objects such as balloons or birds,
some remain unidentified and may represent intentionally
deployed technology. No matter their origin, these objects pose
a threat to air safety, and in the case of intentional technology
must be positively identified as such and distinguished from
the benign objects. Many UAP are difficult to detect, display
awide range of characteristics, and operate at unpredictable
times. Developing a highly capable sensing system to detect,
track, and characterize UAP is one of the primary challenges
for next-generation airspace monitoring sensors.

Maintaining custody of an airspace to ensure detection

of UAP with many possible characteristics operating at
unpredictable times requires persistent remote sensing. This
persistent sensing layer must cover a large geographic area and
be able to detect and track objects with a high probability of
accurate identification. These sensors must have the following
characteristics:

US Air Force pilot observes suspected Chinese

surveillance balloon over central United States

o  Fast response times to detect and continuously track the
motions of individual objects

e  Low data bandwidth, producing sparse data that include
only signals of interest to decrease processing and deci-
sion response times

o  High dynamic range to enable detection of bright and
dark objects in challenging environments that include
multiple objects approaching the sun’s position in the
field of view and in deep shadows in the same scene

o  Data capture sufficient for accurate discrimination
between real targets, false positives (e.g., birds), and a
cluttered background

e Low power for situations requiring off-grid operation for
extended periods

o  Small and lightweight design

Conventional sensors, such as high-speed radars or traditional
imaging cameras, typically possess a subset of these desir-

able characteristics. For example, high-speed radars tend to
quickly detect and track multiple targets, but they can produce
large volumes of data, require considerable power to actively
illuminate the airspace, and struggle with cluttered back-
grounds. Traditional imaging cameras typically are low power,
but they also have slow response times, limited dynamic range,
and require complex image processing to mitigate cluttered
backgrounds. As such, remote sensing for UAP detection and
tracking often requires operational tradeoffs among these
desirable characteristics and accompanying drawbacks.

Event-based sensing is a novel technology that achieves all

of these features simultaneously. Event-based sensors (EBSs)
are becoming recognized as a promising technology for UAP
detection and tracking because they are able to provide a per-
sistent wide-area search capability for initial target detection
and cue higher-value, nonpersistent remote-sensing assets for
characterization and identification.
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This article discusses the potential for using EBSs for UAP
detection, focusing on the technology’s characteristics
relevant to this application space. We then present a series of
visual EBS signatures from various target types and discuss
potential paths for detection, identification, and character-
ization of UAP.

Event-based Sensors for UAP Detection

EBSs are a novel camera technology whereby each pixel acts
as an independent, asynchronous optical change detector.
In conventional camera technology, all pixels act in concert
to record a scene and output related data; in event-based
sensing, only pixels that detect a sufficient change in optical
intensity report an “event,” while pixels that do not detect a
change remain “silent.” This architecture consumes minimal
power and data bandwidth, enabling EBSs to possess all the
desirable characteristics listed above for UAP detection: fast
response times, low data bandwidth, high dynamic range,
sufficient data capture capability, and low power in a small

and lightweight design.

Fast Response Times

The sparse change detection schema enables EBSs to allocate
data bandwidth only to dynamically changing areas of a scene,
typically achieving 100-microsecond response times. The
asynchronicity of EBS event reporting enables each pixel to
respond at the local speed of the scene without the latency in-
troduced by synchronizing all pixels. This architecture allows

EBSs to dynamically react at the speed of the scene rather than
at an 4 priori rate, simultaneously detecting and tracking very
high- and low-speed objects. In addition, EBS data can be used

to support initial object discrimination and characterization.

EBS response speed is fundamentally faster than traditional
cameras because its asynchronous operation enables pixels to
respond on an “as needed” basis as a scene evolves, whereas
traditional cameras must synchronize all pixels to produce
dense data frames at set intervals, independent of the scene’s
actual dynamics. Additionally, conventional cameras require
a priori knowledge of expected targets and dynamics for the
configuring of parameters like frame rate, gain, and integra-
tion time. For example, to consistently detect a visible 10 Hz
signal, the frame rate must be at least 20 Hz. This response
often requires either biasing camera systems towards faster
frame rates and higher data volumes or sacrificing detection
performance by missing higher-speed dynamics.

Figure 1 shows the nearly instantaneous response time of EBSs
in an extreme case. The data were recorded duringa counter-
unmanned aerial systems (CUAS) collect when a lightning
strike occurred in the background. Pixels exposed to the
lightning’s changing intensity responded so rapidly that they
captured the successive stages of the strike: leader formation,
primary channel formation, and return stroke. During this
dazzling, split-second event, the sensor still detected the target
UAS at its own response speed while largely suppressing the
background that a traditional camera would transmit.

Figure |: Screenshots from an event-based sensing CUAS collect (drone enclosed in red circles) during which lightning struck
in the background (to the left in all four screenshots). While the full dataset contains substantially more temporal information
than appears here, pixels allocated the response bandwidth to capture each phase of the strike, including leader formation
(top left photo), channel formation (top right and bottom left photos), and return stroke (bottom right photo).



Low Data Bandwidth

As EBSs report only data related to change, they require
much smaller data bandwidth than traditional imaging
cameras as they do not record redundant information
associated with a scene’s static areas. Traditional imaging
cameras output full frame information, which is generally
greater than 1 million pixels at greater than 10 Hz. This rate
produces tens to hundreds of megabytes of data per second,
which must be continuously processed or transmitted to a
remote location. Much of these data are related to unneces-
sary background information such as the sky, clouds, and
buildings. Sandia National Laboratories has found that, for
real-world scenes, EBSs typically produce 1-5 percent of the
data volume a traditional framing camera produces.

For example, Figure 2 shows a swarm of Group 2 drones
(enclosed in red circles) recorded by an EBS (top) and

by a conventional framing camera (bottom). While the
conventional camera reports the full scene, including static
background features such as empty sky and mountain peaks,
EBSs report only the data related to change (black values
correspond to “silent” pixels that reported no events). Thus,

Figure 2: Data collected from an EBS (top) and a
conventional framing camera (bottom). Both show the same
scene at roughly the same time. The drones (enclosed in
red circles) show more prominently in the EBS output due
to the suppression of data related to static or background
elements. Event data were accumulated into a frame for
visualization. White and blue represent events of increasing
and decreasing polarity (luminance), respectively; black
corresponds to “no data.”

since EBSs output sparse data compared to the conventional
camera’s image frames, the sensor data are naturally more
prominent. (Background features such as mountain peaks
may still be visible due to air scintillation or camera motion.)

Image prominence to the human eye is not equivalent

to detectability by an algorithm. As this example shows,
event-based sensors concentrate information around change,
providing a higher proportion of information relevant to
detection and tracking algorithms than traditional cameras.

High Dynamic Range

While the core architecture of EBSs does not intrinsically
impact dynamic range (the ratio between the brightest and
darkest parts of an image), the major commercial off-the-
shelf (COTS) EBSs use log-amplifiers in their pixel circuitry,
which yield a dynamic range of greater than 120 decibels
(dB). This capability supports operation across a wide range
of conditions, from nighttime low-light illumination to
direct sunlight in the field of view.

In Figure 3, an event-based sensor was set up with the sun
deliberately in the field of view. A ball was then thrown such
that its arc approached the sun’s position in the field of view.
As Figure 3 shows, the event-based sensor data enabled clear
detection and tracking of the ball throughout its trajectory.

Figure 3: Event snapshot showing the sun and a thrown ball.
The ball is clearly visible due to its motion. Note that the static
background did not generate data. White and blue represent
events of increasing and decreasing polarity (luminance),
respectively; black corresponds to “no data.”

Data Capture Capability

The high temporal responsivity of EBSs, coupled with their
potentially high-definition (720 x 1280) resolution, enables
them to capture signature information that supports discrimi-
nation among different types of targets. This combination al-
lows EBSs to produce clear target signatures even when targets
are moving or changing (e.g., blinking) rapidly—as opposed
to conventional framing cameras, where motion blur may
prevent the capability to distinguish among different target
types. The section “Event-based Sensing Signatures,” later in
the article, presents multiple examples of EBS signatures.
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Low Power

While traditional passive imaging cameras are typically not
high power, they produce dense image frames that require
high-power processing to convert raw data into usable
information. Scenes consist largely of redundant background
information that must be removed to reveal targets of
interest. Image processing of redundant information can be a
key reason for high system power usage and reporting latency.

An initial layer of background subtraction is built directly
into the pixel architecture of EBSs; pixels that do not

detect change do not consume power by reporting static
background information. This architecture saves power both
through the sensor’s non-response and through the reduced
quantity of data that systems must process.

Small and Lightweight Design

COTS EBSs are small and lightweight—on the order of tens
of millimeters in height, width, and depth, and weighing
only tens of grams. Depending on use, the optics attached to
the sensor are often a larger factor than the camera itself for
determining the size and weight of the overall sensing system.

Processing EBS Data
Although using EBSs for UAP applications is a promising

and steadily growing field, their novel data format poses a
key challenge. EBS output includes the pixel coordinates
(x,9) related to physical location in the sensor’s field of

view, the microsecond precision time (#) at which a change
was observed, and the increase or decrease in polarity (p)
associated with the change (brightening or dimming). These
data are represented as a sparse list of asynchronous <x,y,4,p>
tuples, requiring novel algorithms to perform detection and
identification. EBS algorithms are still immature compared
to algorithms for conventional framing systems.

One approach to processing EBS data commonly found in
the literature involves converting EBS data to more conven-
tional “frames” and leveraging existing framing algorithms
on the data. Although this approach can produce results
with little development effort, it sacrifices the full advantage
of the fine-grained temporal information EBSs provide. As
previously mentioned, temporal information enables the
production of distinct signatures for different target types,
which supports target recognition; this benefit diminishes
when producing frames, which collapse the temporal infor-
mation. Streaming algorithms that can operate on the data in
sparse <x,),£> or <x,),4,p> event space must be developed.

Although EBS data presented in framed format by accumu-
lating events over a time window is easier for humans to
interpret, this representation is misleading and, as noted,
diminishes the richness of information the sensors provide.

An alternate way to visualize EBS data is through a 3-D
scatterplot (spatiotemporal volume), which emphasizes the
data’s sparse nature and the true “shape” of the signature, but is
less easily interpreted by humans. Figure 4 provides an example
of EBS data presented as a framed image (top), where brighter
pixels mean more events triggered at those locations, and as a
scatterplot (bottom), where each dot corresponds to an event in
<x,9,#> space and each dot’s color corresponds to polarity <p>.
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Figure 4: Example representations of EBS data for a couple
of stars: (top) framed visualization in which brighter pixels
correspond to more event-prolific locations; (bottom)
scatterplot visualization (spatiotemporal volume) showing the
data in <x,y,t,p> space—each dot corresponds to an event,
and colors correspond to polarity. It is apparent from this
visualization (but hidden in the framed visualization) that

the stars were slowly moving down and to the right in the
sensor’s field of view.



In the following EBS signature subsections, we present both
visualizations. The frame image is more human-friendly, but
the scatterplot conveys a more complete target signature.

Event-based Sensing Signatures

A UAP ultimately remains a UAP if there is mystery
surrounding its identity. Solving that mystery requires the
capability to rapidly and robustly distinguish among dif-
ferent types of known targets based on signature. EBS may
afford such determinations. The next several subsections
present EBS signatures for various UAP-relevant target types
to further illustrate the uniqueness of the data generated and
the potential of EBS.

EBS Signature: Birds

Birds tend to exhibit fluid and complex trajectories (es-
pecially compared to planes or drones). They can change
velocity suddenly—which can lead to sporadic decreases
and increases in event rate along their dynamic paths. These
decreases and increases produce distinct signatures in event
space. Figure 5 shows examples of two bird trajectories.
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Figure 5: EBS signature for two birds: (top) frame and
(bottom) scatterplot

A UAP ultimately remains

a UAP if there is mystery
surrounding its identity. Solving
that mystery requires the capability
to rapidly and robustly distinguish
among different types of known

targets based on signature.

EBS Signature: Bugs

Flying bugs can also have dynamic trajectories—often these
are rapid and circular or oscillatory in nature. If the bug is
close enough to the sensor, prominent wavelike patterns can
be observed in its flight path (potentially associated with
wing motion). Figure 6 shows an example of a bug flying
close to the sensor.

Figure 6: EBS signature for a flying bug: (top) frame and
(bottom) scatterplot
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EBS Signature: Commercial Planes

Planes flying at night produce a distinct signature, as the
Federal Aviation Administration requires commercial aircraft
to activate anti-collision lights at night. These lights typically
flash in a very periodic on/off illumination pattern and ata
frequency of 1-2 Hz—which translates to very clear periodic
groups of events. If a beacon’s light is occluded from the

EBS, the observed frequency may drop below 1 Hz. A plane’s
trajectory tends to be roughly linear and of constant velocity,
which produces a signature distinct from those of birds and
bugs (figures 5 and 6, respectively). Figure 7 shows an example
of a commercial plane flying with its lights on at night.
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Figure 7: EBS signature for a commercial plane flying with its
anti-collision lights on: (top) frame and (bottom) scatterplot

EBS Signature: Stars

EBSs can also detect stars due to air scintillation, which
causes apparent twinkling. Stars exhibiting less twinkling
(i.e., dimmer stars) tend to produce fewer events than those
exhibiting more prominent twinkling (i.c., brighter stars). As
stars move slowly with respect to the Earth, the EBS signatures
for stars, if observed over long enough durations, capture this
motion. Figures 8 and 9 show EBS signatures for brighter and
dimmer stars, respectively. Note how stars appear as slanted,
rather than completely vertical, lines in the spatiotemporal
volume image; this pattern reflects their motion through the
sky (any purely vertical lines indicate sensor noise).
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Figure 8: EBS signatures for a bright star: (top) frame
and (bottom) scatterplot

Planes flying at night produce a distinct signature,
as the Federal Aviation Administration requires commercial
aircraft to activate anti-collision lights at night.
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Figure 9: EBS signatures for dim stars: (top) frame and
(bottom) scatterplot

Satellite and star signatures
are often similar, particularly
for satellites and dim stars;
however, they can be distinguished
by their speeds, as satellites are
typically recorded as faster than
stars (shooting stars may be

an exception).

EBS Signature: Satellites

Satellite signatures resemble those of planes and stars because
their trajectories are roughly linear and constant in velocity,
so they appear as straight lines in EBS data. However, their
signatures deviate from those of planes in direction and
strobe frequency: satellites tend to move more vertically,
whereas planes tend to travel more horizontally, and satellite
illumination is relatively consistent or aperiodic, whereas
planes exhibit a periodic on/off illumination pattern at night.
Satellite and star signatures are often similar, particularly for
satellites and dim stars; however, they can be distinguished
by their speeds, as satellites are typically recorded as faster
than stars (shooting stars may be an exception, but their
paths are much shorter than those of satellites). Figure 10
shows an example of satellite signatures.

o
]
o
Number of Events (log)

200 400 600 800 1000 1200

time (sec)

Figure 10: EBS signature for two satellites: (top) frame
and (bottom) scatterplot
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EBS Signature: Quadcopter Drones

Quadcopter drone signatures are characterized by the drone’s
ability to hover and maneuver; the signatures display agile,
multidirectional flight. Figure 11 shows an example of a
quadcopter signature. In this instance, the quadcopter starts
by hovering, then shifts to the right (with respect to the x axis/
sensor) and hovers for many seconds before once again moving
to the right. This inconsistent, sporadic hovering and moving
makes this signature distinct from those explored above.
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Figure 11: EBS signature for a quadcopter drone: (top) frame
and (bottom) scatterplot

Exploiting Event-based
Sensing Signatures

As the previous subsections show, multiple types of UAP-rele-
vant targets can appear in EBS data, each with distinct signa-
tures. Drones are an interesting target type for detection and
characterization because their signatures are multifaceted,
with their rotors producing periodic signals and their bodies

producing non-periodic linear motion. This section focuses
on detecting and characterizing drones using Sandia National
Laboratories’ Wide Area Tracking and Characterization via
EBS Reconnaissance (WATCHER) Pipeline. We present
example algorithm output that demonstrates the ability to

use EBS data to simultaneously detect multiple drones in a
scene and, separately, characterize a drone’s rotor frequency by
leveraging the high temporal responsivity of EBSs.

The WATCHER Pipeline
Sandia National Laboratories’ WATCHER pipeline is a

general-purpose feature-extraction capability able to detect,
track, and characterize linear motion and periodic signals

in a scene. Researchers have used this pipeline, in part, to
investigate the use of EBSs for a variety of CUAS scenarios,
ranging from distant point-like targets to closer, spatially
resolved vehicles, using both stationary EBS and mobile EBS.

The WATCHER pipeline includes multiple filtering,
clustering, characterization, and tracking algorithms. It

is regularly stress-tested with new use cases and datasets,
existing algorithms are refined, and capabilities are expanded
to address multiple applications. As such, the pipeline is
continually being improved. The long-term goal is to convert
the entire pipeline to a streaming workflow; currently, some
of the algorithms are streaming-capable, while others rely on
processing batches of events.

To demonstrate the promise of EBSs for automatic UAP
detection, tracking, and characterization, WATCHER
was applied to two CUAS scenarios—small drone swarms
at a distance, and a single large drone—both detected by a
stationary EBS. The following sections present the results.

Small UAS Targets: Swarms at a Distance

In the first case, the pipeline processed a dataset containing a
swarm of Group 2 drones flying several kilometers away, such
that the UAS targets spanned too few pixels across all devices
to resolve features. Figure 12 compares output from an EBS
(top) and a conventional framing camera (bottom).

As apparent in Figure 12 (and previous figures), event-based
data can be noisy, though they still require significantly

less bandwidth than framing cameras. This noise can stem
from multiple factors including sensor-specific nuances like
noisy pixels, selectable sensor settings, ambient light levels,
and optics (lens selection, focus). The first portion of the
WATCHER pipeline handles noise by running a series of
filtering algorithms that leverage spatial, spatiotemporal, and
polarity correlation event information. Next, WATCHER
identifies clusters associated with periodic and non-periodic



Figure 12: Data collected from an EBS (top) and a conventional
framing camera (bottom). Both images show the same scene
at roughly the same time. The system accumulated event data
into a frame for visualization (blue corresponds to an event;
white corresponds to “no data”). Red circles, added manually,
mark the locations of the drones.

signals in the event data and characterizes them. This process
begins with object clusters initially being unidentified and
uncharacterized (i.c., they are UAP). An initial round of char-
acterization separates “periodic” from “non-periodic” clusters,
and a second round performs finer-level identification. Events
within a cluster can be generated by unresolved targets (those
without prominent shape or features) or resolved targets
(those with observable shape and features). Unresolved targets
are distinguished from noise based on their “bulk” signals
(c.g., overall motion type, flashing lights). As targets become
more resolved due to higher zoom optics or closer proximity
to the sensor, “detail” signals (e.g., shape, periodic rotor
signals) are used to support more precise identification.

WATCHER identifies clusters
associated with periodic and
non-periodic signals in the event

data and characterizes them.

Figure 13 illustrates the clusters identified in this drone
swarm: the pipeline detected all drones, with only a few false
positives. All clusters were identified as not including peri-
odic signals (i.c., clusters were “non-periodic”) as the drone
rotors were too small to resolve. Figure 14 shows velocity
estimates for each cluster.

Figure 13: Non-periodic clusters identified by the
WATCHER pipeline in event data from a drone swarm.
The pipeline automatically detected all drones, with only a
few false positives.

These results indicate that the vertical line of drones (right
side in both images) were moving rightward and slightly
upward at a consistent rate, whereas the diagonal line of
drones (left side in both images) were moving at variable
speed to merge with the vertical line. In particular, drones in
the upper-left portion of the diagonal line were moving to the
right more quickly than those in the lower-right portion. Ad-
ditionally, drones in the upper left of the diagonal line were
shifting slightly upward, whereas those at the bottom were
moving slightly downward. Taken together, these results sug-
gest that the drones in the diagonal line were maneuvering to
perform a “zipper” merge with the drones in the vertical line,
which matches the observed behavior.
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Figure [4: Velocities estimated by the WATCHER pipeline for a
swarm of Group 2 drones. (top) X-direction velocities: positive
values indicate movement to the right. (bottom) Y-direction
velocities: negative values indicate upward movement.

Large UAS Target: Stationary EBS
In the second case, the WATCHER pipeline processed a

dataset containinga single drone flying close to the sensor,
such that the target’s rotors spanned enough pixels to resolve
clearly. The EBS remained stationary for these data. Figure
15 shows a framed data visualization.

Figure I5: Framed visualization of EBS data showing the
scene composition of the second CUAS case, in which

the EBS remained stationary and the drone was large with
well-resolved rotors. White corresponds to an event; black
corresponds to “no data.”

As Figure 16 shows, a well-resolved drone at closer range

than in the first CUAS scenario is separable into periodic
(rotor) and non-periodic (drone body) components, providing
quantitative information for target characterization. Pixels
responding to the rotors operate at speeds fast enough to
assess both rotor speed and phase, yielding detailed informa-
tion on the drone’s lift capabilities and design. Rotor speed
(frequency) changes as the drone maneuvers, and rotor phase
establishes that the drone has two blades per rotor that are
counter-rotating (i.c., each rotor spins opposite its neighbors).
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Figure 16: (top) Separation of periodic from non-periodic
EBS drone data. (middle) Quantitative assessment

of rotor frequency (left) and phase (right), providing
characterization information for the periodic clusters.
(bottom) Frequency changes corresponding to changes in
drone motion.



The two CUAS cases above demonstrate the promise of EBS
for detecting and characterizing multifaceted signatures. Fu-
ture EBS data processing efforts will expand the algorithmic
capabilities available, including robust classifiers that explic-
itly leverage EBS signature differences to distinguish among
target types and convert more UAP into known targets.

Conclusion

EBSs are a promising technology for UAP detection,
tracking, and characterization. This novel sensing architec-
ture enables faster response times on the order of kHz, with
low data bandwidth, high dynamic range, and low power
consumption in a physically small (tens of millimeters) and
lightweight (tens of grams) design.

Signatures from multiple target types relevant to airspace
monitoring appear prominently in event-based sensing data,
each with distinct characteristics. These differences may be
leveraged to develop new algorithms that rapidly distinguish
among UAP types, converting them from unidentified phe-
nomena to identified targets. Sandia National Laboratories’
general-purpose feature extraction WATCHER pipeline can
be used for wide-area detection, tracking, and characterization
of multiple objects in a single scene. Although WATCHER
was not developed specifically for UAP application, we have
demonstrated that it can detect drones, estimate vehicle veloci-
ties for tracking, and, when rotors are sufficiently resolved and
in focus, measure rotor frequency for characterization.

We plan to extend the WATCHER pipeline to increase its
utility for UAP applications, for example, by incorporating
UAP-relevant classifiers, improving the robustness of existing
algorithms to reduce noise and recognize confusers (such as
reflections), and adding ego-motion removal (which separates
camera motion from target motion). We also plan to assess
the impact of sensor focus on pipeline performance and
investigate techniques for automatic sensor adjustments, such
as autofocus.

Overall, early results demonstrate the strong potential

of EBSs for low-power, persistent monitoring systems to
maintain custody of an airspace against unpredictable and
potentially dangerous UAP, expanding the tools we have
available to keep the nation, and its people, safe.
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