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Part One: Introduction

This training session will focus on the technical aspects of the EMS system. It is designed to
provide Chemical Safety’s EMS customers with an in-house resource- the system administrator.
System administrators will learn how to set up facilities, buildings, locations, employees, and
EMS users. This training will also focus on user permissions and general system settings.

Logging In to EMS

To log into the EMS system, open the following url in your browser:
https://nsam.chemicalsafety.com/

Click on the Log In link on the left side of your screen. Enter your user name and password and press
enter on your keyboard (or click on the Log In button with your mouse.

EMS Database Structure

A database is a collection of information that often includes rapid search and retrieval capabilities. A
“relational” database, like EMS, uses two or more databases that can be linked together for the search and
retrieval of complex and detailed inquiries that utilize (related) information from these different
databases. As you will see below, the location hierarchy, consisting of the Facility database, Material
Inventory database, MSDS database, Employee database, and the Chemical Reference database, are
connected so that the user can combine information and have total control of data management.

Location Hierarchy

The location hierarchy is the root of all EMS data. Since it involves mainly stable information (addresses,
building numbers, etc.), it rarely needs to be updated. The facility hierarchy consists of the following
databases:

o Facility: usually refers to the broadest description of the site of an organization, such as the name
of the organization or one of its headquarters’ locations. You can enter unlimited facilities, but at
least one facility record must be created before you can enter any other location data. There are
four facilities at NSAM:

= NSAM Main BASE

=  NSAM NAVY Annex

= NSAM La Mesa Village

= Camp Roberts
Chemical Inventory Regulatory Reporting is Prepared and submitted to the California Electronic
Reporting System (CERS) by facility.

e Building: refers to an actual physical building where materials are utilized and stored. A facility
record must exist in order to create building record. At NSAM, all buildings have been listed by
number for consistency and accuracy, but there is an additional field in the building record called
synonym that can be used to search for building information by name. For example, Building 232
has a synonym of Spanagel Hall.

e Location: allows you to enter in great detail where a material can be stored and found, including
the floor, room number, and location description (such as a particular shelf, drawer or cabinet).



Locations illustrate how the facility and building information are linked directly to each other, as
it requires that there be at least one record for each database above it in the hierarchy. You
cannot create a location record without first linking a facility and building record to the location.
You can create multiple storage locations within a single room. The field called Location/Desc. is
a required field in Location and the place where the specific location is identified in detail.
Department: Departments within an organization can be used to further categorize
chemical locations. The department table is a user-created and managed table that can be
accessed from the EMS location table. Departments within NSAM are entered in the
Location record for easy data searching and data separation purposes.

Other Related Databases

There are five other databases linked to the facility hierarchy that you should be familiar with before
moving on:

Employee: contains information such as employee names, titles, locations, responsibilities, and
phone numbers. ID numbers and photos, and medical and personal information can also be stored
in this database. It is linked with the Inventory database and facility hierarchy, which list the
responsible persons for location and material inventory data.

Container: describes exactly what materials are stored in which locations by individual
container. After an inventory record is created, it will automatically link itself to the appropriate
MSDS and chemical reference record(s). Note that you can enter multiple identical containers in
the container table by entering the number of containers in this field. When the record is saved,
EMS will automatically create several container records with sequentially numbered barcodes.

Container N3AM CONFIDENTIAL

r Location
Loc./Desc.: LaB 1 | ... |Building: [TRAINING BUILDINGLAB |
Facility: [TRAINING FACILITY | Flaor: [t | Raom:
Department: Control Area; I:l
- PRODUCT
Material Name: [CHLORAMINE T Jiezal
Manufacturer: EM SCIENCE [ Supplier: EM SCIENCE izl
Prod. Ref. /Chem, Ref: [CHLORAMINE T TRIHYDRATE CAS: [7080-50-4
Phys. State: Pure Mix /Dilution: v
Part Number: | /—1—|—\
Pl

Container Type: l:El
Pressure: l:lzl P.OT
Temperature: l:El
Specify Other Storage: | |
Employee ID: Process:| I |

Reguest Employee ID: Days on Site: l:l

Location Request: Record Date:

Request Date: Expiration Date: I:l

Waste: Container Status: r
Container Quantity: | 1| Returned:
Cont. Unit: [ LITERS v | Lot liezal

Container Size: | |
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e Chemical Inventory: provides a summary view of all identical chemicals that are at a specific
location. Identical containers are containers of a specific chemical by a specific manufacturer
with the same physical state. If you are entering a new material into the system, a new MSDS
record must be created first before chemical inventory container data can be added.

e MSDS: contains information from the chemical manufacturers Material Safety Data Sheet,
including the components of an MSDS product. You can also access an MSDS image or text file
in this database. The MSDS name field is linked to the chemical inventory record as the Product/
Chemical Name.

o Chemical Reference: describes each component. It contains NFPA labels, HMIS information,
and CAS numbers, percent’s, regulatory data, and provides fields for detailed information about
each chemical. The Chemical Reference database is linked to the Chemical Name field in the
Inventory Record.

Together these databases will help you to track inventory, as well as provide you with access to the
chemical and safety information associated with them.



DATA STRUCTURE AND HIERARCHY

FACILITY
{Tenant)

Building

Location

Department

NSAM TENANT HIERARCHY

NGIS NPS

BUILDING A LOCATION DEPARTMENT
om0 Sevics Fr o BUILDING A LOCATION DEPARTMENT
Dining Secvices 2Yeton 20 HA-234 SRDC-021C MAE

HA-234 SRDC-036 MAE

NPS HA-234 UV-Bsmt MAE

BUILDING A LOCATION DEPARTMENT IN-330 IN-330-AGT 1 ITACS
214 Lot MR IN-330 IN-330-8att Rm ITACS
214 Turbolsb. MAE IN330 IN-330-F1 ITACS
216 PR-5324 ECE RO-235 2660-5hop ITACS
216 PR Foyer ECE P32 600 ™
216 XRAY 5324 ECE
e e o e =
U — = sP-232 ControlsLab-521 ECE
507 Henger Coeter for Remotely-Ploted Alrcralt Studies (CIRPAS)
513 Beach-513 oc ¢ ! s Maglab-419 ECE
514 Beachiab oc SP-232 Marla-229 oC
023 2094 SE P23 Oplics-511/521 ECE
w2 06 £ SP-232 Radar-543A ECE
R0 01 Field Experimentation (CIRPAS) P22 Radar-611 ECE
O(ZR-QI 02 :ww gavAS) p.232 Radar-614 ECE

RO 03 ield Experimentation (CIRPAS) Shop

CR01 F04 Fieid Experimentation (CIRPAS) g‘:ﬁi Shoo‘g: g
R03 Propane-01 Fieid Experimentation (CIRPAS)
R04 Go1 Field Experimentation (CIRPAS) SP-232. SIETK-223A oc
CR-05 F01 Field Experimentation (CIRPAS) WA-245 1234 "
CR0S o Fleld Experimentation (CIRPAS) WA-245 ChemLab-237 MAE
CR05 F0o4 Fleld Experimentation (CIRPAS) WA-245 Corosn-238 MAE
R0 05 Field Experimentation (CIRPAS) WA-245 Mati5d-205 MAE
R05 Poison 02 Field Experimentation (CIRPAS) WA-245 Matt56-222 MAE
RS Tewic-02 Field Experimentation (CIRPAS) WA-245 M523 MAE
0RL-302 Basement Ubrary g 7
i . et WA-245 Purtab-119 ECE
HA-24 MachShp10t MAE oo b2 MACS=
HAZ34 o113 MAE Warehouse Fammable Locker-SupplyF1 Supply/Logistics- N33 NAVSUP
HA-234 MatiSd-2260 MAE
HA24 Model Shop. MAE

Part Two: Facility, Building & Location Hierarchy

In order for data to be properly organized in EMS, a hierarchy of facility (site, tenant), building(s)
associated with this facility, and all of the unique locations (rooms, floors, cabinets, chemical
benches, etc. ) within the facility must be created.

Creating or Updating a Facility (NSAM Tenant)

From EMS’ main menu (on the left side of the screen), select Facility -> Facility. Click on Add or
Edit from the top right menu to launch the form to add or edit a facility record. Note that the light
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red fields are required fields. Also note that the Facility record screen contains three tabs to
accommodate all of the data associated with the facility. Fill in the fields that you have data for and
click Save on the tool menu at the top of the screen.

Facility: [ |

Page 1 Page 2 Page 3

9ynonym:| | Plant #: Country: l:l Ownership Date: I:I
Address: | | Inactive: | [ County/AA
| | o [a]
o] | sme Neme| ]
e phones | Fie: [ selec i
Mailing Addr.: | | Owner/{Operator : | |
City: |Dun & BradStreet # : | |
Count\r:| | Business Type :| I |
soe| | o ] NS oce | []
Parent Company :| | Ownership Date :l:l
s | | O
civ | | e
State :| | Zip:| | Countr\r:| | Phone :| |
Comments

Creating or Updating a Building

From EMS’ main menu (on the left side of the screen), select Facility -> Building. Click on Add or
Edit from the top right menu to launch the form to add or edit a building. Note that the light red
fields, Facility and Building, are required fields. New buildings must be associated with an existing
facility. The facility lookup can be launched by using the type-ahead feature or by clicking on the ...
icon to the right of the Facility field. Fill in all of the information that you have available for the
building and then click Save on the tool menu at the top of the screen. Enter the Building Number in
both the Building and Building Number fields, and enter the Building Name in the Synonym field.

Facility: | [--]
Building: | | Storage Plan:
Building Number: I:l Synonym: | Construction Type:| I |
r Address
Street.'| |
Gity: | | State: | |zip: |

r Responsible person
Last: [.-] First:| |

24 Hr. Phnne:: Work Phone: I:l Email Addr:

- Alternate Person

Last: [--] First: |

24 Hr. Phone:: Work Phone: I:I Email Addr:




Creating or Updating a Location

From EMS’ main menu (on the left side of the screen), select Facility -> Location. Click on Add or
Edit from the top right menu to launch the form to add or edit a location. Note that the light red
fields, Building and Location/Description, are required fields and the new location must be
associated with an existing building. The building lookup can be launched by using the type-ahead
feature or by clicking on the ... icon to the right of the Building field. ~ **~! O
The Facility field will be auto-filled when a Building is selected. EMS will also auto-generate a
location ID number for the new location. Fill in the remaining fields that you have data for and click
Save on the tool menu at the top of the screen.

Facility:
Depadment:: : : Conteol Area
Building:
| 10: -]
iz :l Approved Storage Cabinet: ||
Room: I:l Fire Sprinklers: [_|
Location ID:[20601 Type:| =
locationPeses ]
e
Distance to Public Receptor: I:l
RUA Location; [ CERS EPCRA Confidential: (| Cost Center:| -]
Surplus/Storage Area: || Reception: [ | Mail Shop:‘ |
Holding Area: [ Restrict Access: [
” Employees |_ Regulations |
EMPLOYEES
e s ane  worcrnoe momernone _own
Na records found.

Note that there are two tabs at the bottom of the location screen where Employees and Regulations
can be entered. To enter an employee, right-click in the open area under the column headings (Last
Name, First Name, etc.). It is not required to enter employee or regulation data in the location fields.
Any data entered in these tables is for reporting purposes only.

Facility: [NSAM hAIN BASE

Department:l "—I Control Area
Building: -] ID:
Flaor: Approved Storage Cabinet: I_l
Room: Fire Sprinklers: |
Location ID: 20516 Type: | v |

Lacation/Desc:

AreafGrid:

Distance to Public Receptar:
RUA Location: || CERS ERCRA Confidentiali | Cost Center: l:l
Surplus/Storage Arearl | Reception:i_i Mail Stop:El

Holding Area: | Restrict Access:| |

|| Employess | Regulations

EMPLOYEES

Mo records found.

[E] View
[5] Add
=f Edit
m Delete

Departments & Employees

When a location is assigned to a particular employee, the department that this employee works for
can also be assigned in the location record.



Using Departments

Departments within an organization can be used to further categorize Locations. The department
table is a user-created and managed table that can be accessed from the EMS location table. If you
use departments, then each location can be identified with its unique department.

‘ PLEASE SELECT DEPARTMENT x |

NPS.ECE 710
NP Fiskd Experimenttion (CIRPAS) %2
PSS 620
NPSITACS 310
NPS-LIBRARY 30
NPS-MAE ™0
PSR 0
MPS-OC 750
MNPS-PH 760
MPS-SE 770
MPS-SP 780

NEAM- MW Dining Services
NEAM- MR Religi
NEAM-MWR Dining Services
NSA-MINR Flying Club
NEAM-MINR Golf Course
NSAMMINR Gym
NSAMMIIR NGIS

NSAMNAVFAC

DEPARTMENT ¥ | Begins with ¥ Sesk.

Add ... Cancel

Creating or Updating a Department

Click on the Ad button from within the Department selection table (accessed from the
Department field lookup in the Location add or edit screens)

| PLEASE SELECT DEPARTHENT x |

NPS-Field Experimentation [CIRPAS] #*2

PSS &0
NPSITACS 310

NPSATERARY 130

HPSMAE 720

PSR 740

1PS-00 70

NPSPH 740

e x|
HP5-5P

NSAH: MINR Dining Servicas DEPARTMENT: ]
HEAM: BVIR Relg DESCRIPTION:| ]
NEAM-MVR ining o == =

NSARLMVIR Flying Cl

NEAMR Golf Course

HSAMMIR Gyrm L=
HEAM MR MGLE

NEAHNAUFAC Jializi

DEPARTMENT ¥ | Begins with ¥ Seek

Add .., Cancel

Creating or Updating an Employee Record
From EMS’ main menu (on the left side of the screen) select Employee -> Employee.



& Chemical (MISDS >

@ Inventory >

T dhoc Reports

2] Facility >

¥ Employes D r——
[ il Settings sk

4] Lag aut

An Employee Search Screen will open.

LAST NAME: [Begins win [ =
FIRST NAME: [Begns wih  [%]| &)
FACILITY: [Begns win [~ ]| o]
DEPARTMENT: [Begns win | ¥ || =
[=](
[=][
[=]( =
[=](
=] =
CONTACT SCHED. DATE: [Equss [~ I ]

CONTACT CLOSED. DATE: [Equals =1 Il |

At the top right of the screen you will see 4 buttons:

|V\Add ” Search ” Reset ” Help |

Cliclm or Edit from the top right menu. You will then see the form to add or edit an employee

record.

Cost Center: I:l[:]
Work Phone: I:l
24 Hr Phone: I:l
Fax Humber: l:l
S
waiste [
e e o

HNo records found.

| Man | Medical information | Personal Information | Training
Empl. fLoc.: | & Building:
Facility: Floor: Room:
Department: cHrF:[
Rasponsib\lity:| \E Employee Number: [2014554670

spaiteve: [=]  Erclojeesadoe[ ]

Tnactive: [[]

P1/Supervisor: G| |

Employment Status: I:EI
Works Hrs/Day: I:l Works Days/Week: l:l
Date Hired: I:l
Date Terminated: I:l
Mobile: I:l

This Employee record screen has 4 tabs:

e Main: contains employee location and contact information

e Medical Information: next of kin, allergy, medication information
e Personal Information: birthday, salary, SS#, and home information




e Training: used with the EMS Employee Training Module to display classes this employee has
taken

If you are adding a new record, EMS will auto generate an employee number which can be replaced
with the NSAM designated employee number if desired. Fill in the employee’s name and link the
employee to an existing location. The employee’s location can be filled in by using the type-ahead
feature or by clicking on the ... icon to the right of the Empl./Loc. field.

Note: viewing of the medical and personal information tabs may be restricted by User Group.

The employee’s “home” location is usually entered first. Additional locations for this employee
may be added using the lower-left section of the employee screen:

___ RIght-ClICk with your mouse in this gray
PEE—— area, then select “ADD” from the menu
No records found. that appears.

A sequential Employee Number is assigned, or you may enter your own Employee Number.
The “Approval” fields refer to the EMS Chemical Approval Module. Fill in the remaining
information that you have available and-<lick Save on the tool menu at the top of the screen. T0
save the record, click on the “Save®icon on the menu bar.

= B 5 B 5 e 2 1 A ’(%ﬁ

Note: data access is based on assigning a department from within the Location record screen,
and not from within the Employee record screen. That is, when an employee record is created,
and a location is selected, the facility and department fields are auto populated. This is the
employee’s primary location. The system does not rely on this for permissions/ access rights
settings. EMS users can have one or multiple departments. Based on NPS’ data structure, where
there are departments that operate across multiple facilities, users must be filtered by
department and not by facility.



Part Three: Users, Groups & Permissions

EMS system administrators can create both users and user groups to manage access to EMS’
various features and functions.

Groups

User Groups are designed to establish pre-defined criteria for a certain type of user that will
generally perform similar functions. System administrators create consistency, minimize errors,
and save time by creating groups.

Setting up groups is a relatively easy process. System administrators can set up as many groups
as needed to get a group of users going with identical access and user rights. Individual user
rights can be modified later when setting up the individual user. That is, even if a user has been
set-up under a group, the administrator can modify the user’s access rights so that they are
different from the rest of the group. For example, an administrator can create a user, assign them
to a specific group, and then add/change/delete specific user rights as needed. The group rights
are only a starting point.

Note: group rights will get overwritten if the checkbox in the bottom of the form is selected.

Note: EMS Administrators with user setup rights can change their own and other’s group rights.
EMS cannot segregate or separate administrators with user access rights for a particular facility
or department. Therefore, it will be important to decide early on who should have what rights, as
you may need to have a specific person that is authorized to update users.

How to View, Edit and Add a User Group

Click on Users and Groups and a list of groups and users will display. Several groups have
already been created for your installation, including a group called NSAM which is designed to
easily create user rights for chemical users for the different tenants and users of EMS.

& Chernical[M)SDS >
& Inventory > ProductfChemic
| 8

TF adhac Reports

N
ADMINISTRATORS EI
HIGH FULL PERMISSIONS USERS El

Reviz
En
Date F

ADMINISTRATORS
2] Facility
@ Employes
5 Seltings

LOW LOW PERMISSIONS USERS

2|55 administration § Datsbase Sattings

] Log out I

b MEDIUM MEDIUM PERMISEIONS USERS
&2 Changs Password i System Settings

MEAM NAVAL SUPPORT ACTIVITY MONTEREY CHEMIC

T\ User Preferences B, Users and Groups
Close Forms. M, User Defined Fields

About [y Print Settings

@ Email Settings

% Upload Farms

g Upload Settings

To view and edit an existing group, click on the button next to NSAM

‘ NSAM NAVAL SUPPORT ACTIVITY MONTEREY CHEM]CEI

The record will show all user rights for this group.
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Update Group %

General | Permissions
Neme:
Description: [NAVAL SUPPORT ACTIVITY MONTEREY CHEMICAL USER GROUP | View | Edit | Add | Delete | Confidential | Medical / Per:
BOL
Fadlity Fiter:
Fiter 2: ]
e Table ¥iew | Edit | Add  Delete  Confidential | Medical / Per:
Language: | English (United States) ¥ EH AUDIT
Quickstart Sereen: 1 ELIDING R R
COMBIMATICN FILE 4 @ ’ 54
u | DOCUMENT MANAGER
ser ENVIRONMENTAL REPORTS o - v ‘
Update Forms: Custom Labels ENVIRONMENTAL REPORTS WASTE | ¥ * - ’
Update Users: Search Preferences FACILITY @ = @ =
System Settings: QuickStart Favorite Reports 1 IMSPECTION HISTORY ITEMS td ] td e
Upload Custom Forms LOCATION td | = |
User Defined Fields LOCATION EMPLOYEE ITEMS s Il s ’
Custom colors | MAINTEMANCE HISTORY ITEMS d 5 d e
SAFETY IMSPECTION 4 ! ’ ’
Select | Select | Select | Select
Update all users of group: (¥ all al all Al
| Unselect|Unselect|Unselect Unselect
all all all all
Save Delete Cancel | Save [ pdete [ €ancel |

Field names and descriptions:
Name: This is the Group Name (required field)
Description: A short description of what user segment this group serves

Facility Filter: This filter allows administrators to limit data views to one or multiple facilities
for this user group. Click on the button to the right of facility filter to display a list of facilities.

Fadility Filter: Q

To assign one or more facilities as the only ones accessible by this group, click the checkbox
next to each desired facility and then click Ok at the bottom of the form.

Note: Since this User Group can be used for EMS Chemical Users from different Tenant Groups,
we will not select any facilities in the facility filter. You can assign and filter facilities when you
set up a specific user.

el e oam wem e

NSAM Marsle Weifars Recreation

NPS

NSAM Religious Services

NSAM SECURITY

TRAIMING FACILITY TRAINING
Name (Faciity) ¥ |[Beginswith ¥ || [ seek ][ selectal |[ Unselectall

Filter 2: This filter allows administrators to limit the data view to one or multiple departments
for this User Group. Note that a department can be uniquely assigned to a particular location,
allowing administrators to limit data access to targeted areas as needed.

Click on the button to the right of Filter 2 to display a list of departments.

11



Filter 1:I : E

E__m

Cenver for Remately-Pioted Alrcraft S

Sdlect Al | Unselect all

To assign one or more departments as the only ones to be accessed by this group, click the
checkbox next to each desired department and then click Ok at the bottom of the form.

Note: Since this User Group can be used for EMS Chemical Users from different Tenant Groups,
we will not select any departments in the department filter. You can assign and filter departments
when you set up specific users.

Language: English is the default language for this installation.

QuickStart Screen: This defines the opening Quick Start screen when a user associated with
this user group logs in. The Chemist screen is set as the QuickStart screen for this user group.
There is a dropdown arrow where other QuickStart screens can be selected.

Administrative Privileges: These are privileges reserved for EMS Administrators.

e Update Forms: Allows administrators to install custom forms. This is done in with the assistance
of SFS Chemical Safety.

e Update Users: Allows administrators to update users and user rights.

e System Settings: Allows SFS Chemical Safety to configure and update the EMS installation.

User Preferences: Allows administrators to set up specific views and functions.
Custom Labels: Allows administrators to rename fields in EMS forms for all Group Users.

To access this function click on Custom Labels and then select the form that you wish to
customize (from the form drop down label).

Custom Labels x

Forms)
Lab=l:
Newr Labels

12



As an example of how this function works, we will select the “Facility” form and label it “Tenant
Name”.

Custom Labelks x

Form:| FACILITY
Label:| Facility:
Mews Lebel:Tenant Name:]

| Save || Closs |

Once this change is saved, the field in the facility will now display the new label. Note that this
is form-specific so, although the facility name field appears in many other forms, its label name
will only change in the forms you type a new label for this field.

Search Preferences: Allows Administrators to select the fields that will display in the EMS
search forms for all Groups Users. To access this function, click on Search Preferences,
highlight the search form that you wish to be customize, and then click on the Edit button.

Custem Find x

Select 2 form
INDUSTRIAL HYGIEME
INVENTORY

INVOICE

LOAD

LOCATION

MANIFEST

MANIFEST CD
MANIFEST TEMPLATE

PERMIT INFC

PERMIT SAMPLES

PERMIT SOURCE INFO

PERMIT SOURCE SAMPLE o
EREOFIIE

[ Edt | Resst

A list of all the fields in the Search will appear. For example, the MSDS form looks like the
following:

Custom Find [MSDS] ®

wiew sl figlds 20 21 i up + Down | save

« [H] MEDE % PRODUCT NAME
EMERGENCY PHONE
ENGLISH NAME

FIL

¥ PRODUCT-CAS-SYNONYMS

MANUFACTURER

MSDE ERAND

MSDS SHIFPING NAME

MSDS SUPPLIER

MSDS/S0S #

PRODUCT =

PRODUCT NAME

PROCUCT TYPE

REVISION DATE

SORT CHEMICAL NAME
CHEMICAL REFERENCE

CAS &

CHEMICAL NAME

COT REGULATION

COT UN=

EPA

ERG

J0000REOROROREOOROROE

% ENGLISH NAME

% GREEN ALTERN, FOR

% MANUFACTURER (MSDS)

% MSDS SUPPLIER

% PART NUMEER {MSDS PART NUMEER ITEMS)
# (M)SDS LOCATION

# MSDS/SDS #

% REVISION DATE

% SYNONYM (MSDS SYNONYM ITEMS)

% CAS # (CHEMICAL REFERENCE)
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On the left of the form you can check the search fields that you want to display for this search
form, and on the right you can drag the fields in the order that you want them to be displayed.
When done, click on the Save icon on the top right of the form and then X to close it.

QuickStart Favorite Reports: This function allows administrators to set the favorite reports
that will be displayed on a particular QuickStart screen. Click on QuickStart Favorite Reports
to access this function, select the QuickStart Screen for which favorite reports are to be created.
In the example below, we have created Favorite Reports for the Chemist QuickStart screen.

: QuickStart Favorit Reports ® QuickStart Favorite Reports x
QuickStart Screen:) None v
Crystzl Report: v |
Adhoc Report:| v |
Lzb= :| |
Filter t\,rpe:l v |
Filter tal:-a:l v |
QuickStart Favorite Reports
| Add ” Dizlete || Save Order || Close |
[ Add [ Dekte |[SaveOrder |[ Cose

A maximum of six QuickStart Favorite reports can be listed.

e Toremove an existing report, check the checkbox next to it and click Delete.

e Toadd a report, click on the dropdown for Ad-hoc Report and select one of the existing Ad-hoc
(Management) Reports. Once selected, enter the name that you want this report to show as in the
Label field. If a report you would like to add is not available, you will first need to create it in the
Ad-hoc Reports Module of EMS before you can select it here. To add Crystal reports, click on
the dropdown for Crystal Reports and select one of the existing Crystal Reports that have been
applied to your installation. Crystal Reports are installation-specific form reports. Once selected,
enter the name that you want this report to show as in the Label field. Additional Crystal reports
can be created using the Crystal Reports program which is licensed separately from EMS. Once
created, the report can then be added to EMS.

e You can also set a filter for what data will be displayed in the favorite report selected.

Upload Custom Forms: This option is available in coordination with Chemical Safety to upload
custom forms that have been designed specifically for your installation. This option does not
currently apply to NSAM.

User-Defined Fields: This option allows you to create user-defined fields that are only visible to
a particular user group. To access this feature, click on User Defined Fields and select the form
that you will be adding one or more user-defined fields to. In our example below, we will use the
MSDS form and add a UDF named “Replacement Date” which will be a date field.
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UDFs ®

Form:| r |
Tab Name:|UDF |
Tw:ue:| Text r |
| Add || Edit || Delete || Save Caption || Close |
UDFs
Form:| MSDS |
Tab Name:|UDF |
Tvpe:| Date 1|
| Add || Edit || Delete || Save Caption || Close

I Tlear Tiafinad Fialdc

Click the Add button. In the next screen enter the field name, and other data as shown below:
Table: MSDS ®

Field Name: UDF17
Type: Date [v]

Text: |Replacement Date
Format: |
Combo Items:|

Default Value: |

|
|
|
Popup: | |
|
|

Length:|

Enter the date this MSDS was replaced with a new product
Balloon Help:

| Save [ dose |

There are several advanced options available in the setup of User-Defined fields that we will
create with you once we have determined what UDFs are needed in your installation.

Combo: If the field type is a Combo field, you have the option of typing the values that the
Combo Items will have (comma delimited). Example:Valuel,Value2,Value3.

Click Save when done. Once you have saved all of the UDFs for this form, a list of them will
appear as shown below.
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Tab Name:[UDF %]

Type:[Text ~]
@mtmwmn _D
[ add || Edt || Deete || Sevecapuon |[ Oose |

Each of the UDF fields will appear in a new tab in the MSDS form with the caption UDF.

Product/MSDS/SDS

Product/MSDS/SDS UDF

You have the option of renaming the tab something other than UDF. To do this, simply enter the
new name in the Tab Name field and click on Save Caption. The next time you log into EMS,
the UDF caption for this form will display with a new name.

Note: UDF can also be selected from the EMS’ main menu on the left side of the screen (Settings
-> Administration -> User Defined Fields).

Chem Mame:

g waste

Profile!

‘B Adhoc Reparts
= Reguest#:
ia] Facility >
Container—
& Employee > [
= nf Cant
}géJ Settings > |55 Administration +| J Database Settings

4] Log out

ety €} System Settings
@ ext E" Users and Groups
=—ﬁ Change Password

b, User Defined Fields

E;n Print Settings

= Emai Settings

%5 Upload Forms
¥ Upload Settings

Close Forms

Custom Colors: Use this option to change the colors of EMS’ screen forms and text. Click on
Custom Colors and follow the instructions in the box below to reassign the system colors. Click
on Reset to revert back to the default colors.

Custom cobrs x

Text Background  Border Preview

nomat: [l B soete
osaved: [l Sampe Text
requred: [l B Erpere
rocused: [l [ |
Click at the colored squares
to change each color individually.
Save Reset Cancel
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Setting Default Permission Levels: Click on the Permissions tab as shown below

Update Group x
| |

e _______________________________I
Table | View | Edit |w\n@\m\m,m“m
BOL O (m] O a

TR ECL ]

| Confidential | Medical / Persona

COMBINATION FILE
DOCUMENT MANAGER
ENVIRONMENTAL REPORTS

@

ENVIRONMENTAL REPORTS WASTE
FACILITY

INSPECTION HISTORY ITEMS
ccccccc

LOCATION EMPLOYEE ITEMS
MAINTENANCE HISTORY ITEMS
SAFETY INSPECTION

RN EOR O8N OF
SNSRI
fsesgemesosscE

g

ncel

A list of table and permission options will appear. The NSAM User Group has been set up with
typical access rights that a Chemical User may be granted. Administrators have the option of
checking or unchecking specific user rights before saving the user group.

Checking the “Update all users of group” box will automatically update all users in this User
Group with any changes to the User Group Preferences. Note: If custom user options have been
applied to individual users, DO NOT check the box above as it will reset all their changes to the
User Group Changes.

How to View, Edit and Add a User
e Click on Users and Groups. A list of Groups and users will display.

¢ Highlight the User Group for which you want to add or update a user. A list of all existing users
under that group will appear.

Update Users x |

ADMINISTRATORS ADMINISTRATORS

LOW PERMISSIONS USERS
MEDIUM PERMISSIONS USERS

FULL PERMISSIONS USERS EI

NAVAL SUPPCRT ACTIVITY MONTEREY CHEMIC,

Add group

e
A ADMINZ ADMINZ _
A SUPERUSER1 SUPER1 :
A SUPERUSERZ SUPERZ _
A SUPERUSER3 SUPER3 :
A SUPERUSER4 SUPER4 _
A SUPERUSERS SUPERS :
A SUPERUSERS SUPERE _
A SUPERUSER? SUPER? :
A SUPERUSERE SUPERE [ ]
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To add a new user, click on the Add User Button and then select the employee name from the
Employee dropdown button. Note that the sort order of the Employees is in first name then last
name order. Also note that an employee is only allowed one user id and password, so if they
already have been assigned one, you will not be allowed to create a second one.

After selecting the employee, enter a user id. A typical protocol for entering user ids is either the
persons email address or, alternatively, first initial, last name without any spaces.

Type the initial password that the user will receive from you. The user then has the option of
resetting the password when they next sign into EMS.

Enter facility and department filters as desired. The facility filter allows administrators to limit
the data view to one or multiple facilities for the user. Click on the button to the right of facility
filter to display a list of facilities. To assign one or more facilities as the only ones to be accessed
by this group, click the checkbox next to each desired facility and then click Ok at the bottom of
the form.

Filter 2 allows administrators to limit the data view to one or multiple departments for the user.
Note that a department can be uniquely assigned to a particular location, allowing administrators
to limit data access to targeted areas as needed. To use this feature, click on the ... button to the
right of the Filter 2 field to display a list of departments. To assign one or more departments as
the only ones to be accessed by this user, click the checkbox next to each desired department and
then click Ok at the bottom of the form.

The Group is already listed in the next field as is the language and the QuickStart Screen. These
can all be changed as desired, but be aware that changing the Group will automatically reset all
default user rights to the new User Group rights.

User is Locked: This check box blocks the user from accessing the system.

Change Password at Next Logon: Forces the user to change their password at the next system
access.

Last Login On: Shows a date stamp of when the user last accessed EMS.

Administrative Privileges: These are privileges reserved for EMS Administrators.

Update Forms: Allows Administrators to install custom forms in this EMS installation. This is
done in coordination with SFS Chemical Safety.

Update Users: Allows Administrators to update users and user rights.

System Settings: Allows SFS Chemical Safety to configure and update the EMS installation.

Click Save to save the new user.
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Part Four: Administration Settings

This section will demonstrate how to access and configure some of the most important functions
of your EMS software installation. Please note that System Administration features are only
available to authorized users. If the functions shown below are not available to you, please
contact your EMS System Administrator or Chemical Safety for assistance. To access the system
administration functions, select Settings -> Administration from the left side menu. Several
menu options will be listed as shown below.

01| Settings > 32 Administration | €} System Settings
=4 User Forms

|
) Log out |

System Settings

System Settings are used to configure the way a particular installation functions. SFS Chemical
Safety is responsible for creating and configuring the systems settings for your installation.
Therefore, no operational instructions are listed in this guide and it is strongly recommended that
NSAM Administrators do not access this option.

User Settings

These are functions that both Admin and Non-Admin users can access to change certain options
specific to their own user id. EMS users can access and customize their settings from the main
menu on the left side of the screen:

#: ChemicaliMS0S
& Inventony >
' Waste 3
1T Adhoc Reports

| Facility »

& Employes 1Y

f) Settings > | & Change Passwaord

=4 User Formns T4 User Preferences

] Log out Close Formns

Select Settings -> User Preferences

User: SUPERL ® || s s x

Language: | English [United States) | o | _ Language: | English (United States) ¥ l
Quicktar Screen: [Chemi [ ] Qudstat s [wam v}

User Preferences ———— rPreferences ——————————————————
QuickStark Faworite Reports

I
Search Preferences i

Basic Datasources
CuickStart Favorite Reports

k| Basic Fields ]

Save Cancel
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Users can configure which quick start screen will launch when EMS starts as well as customize
search and favorite report settings.

Search Preferences

The Search Preferences link allows the EMS user to customize individual search screens to suit
their needs. Click on Search Preferences and select the search screen that you wish to customize
by highlighting it and clicking on Edit.

Custorn Find x

Select a form

BR CI

BR SITE ID FORM

BR R

BUILDIMNG

CHEMICAL REFEREMCE

CHEMICAL REQUEST
CHEMICAL REQUEST APPROVERS

CLASS ROSTER:
CONTAINER

COMTRACT

COURSE

EMPLOYEE

EMPLOYEE TRAIMIMNG -
CAFTTT

Edit Rezat

From the Custom Find screen, users can add, remove and reorder search fields.

Gustom Find [CONTAIMER] ®

Wiew all fields - 22 1 up 4 Down el Save

WSDS BRAND + ! || xBARGODE
MSDS SHIPPING MAME
MSDS SUPPLIER ® PRODUCT NAME
MSDSIS0S #
PRODUCT #
PRODUCT NAME % ENGLISH MAME
PRODUIGT TYPE
REVISION DATE £ %MANUFACTURER
SORT CHEMICAL NAME
4 [8 1 LocATIoN

AREAIGRID T
COMTROL AREA
COST CEMTER * FACILITY
DERARTMENT
FLOOR % BUILDING NAME
LOC BARCODE
LOC DESCRIPTION

% PART MUMBER: [CONTAIMER)

OO00R0O0OROC

#M5DS SUPPLIER

*LOC DESCRIPTION

LOCATION ID *xROOH
MAIL STOP
ROOM T QUANTITY -

RO0ROCOROO0

To add a field, click in the check-box on the left side. To delete a field, click on the red X on the
right side. To move a field up or down, highlight the field on the right side and then click on Up
or Down.

Configuring Favorite Reports List

Users can configure up to six Crystal Reports or Ad-hoc (Management) reports for each quick
start screen. Click on Quick Start Favorite Reports and then select the appropriate quick start
screen from the dropdown list. Next, select a report from the Crystal Report or Ad-hoc Report
dropdown list. Fill in a name for the report in the Label field. Regardless of the actual name of
the report, the custom name that you type into the Label field will appear on the quick start
screen. Repeat the procedure to add additional reports.

20



QuickStart Favorite Reports x QuickStart Favotite Reports x

S - — kst S [

Crystal Report:|

el Repa| L] &Adho Report: [WASTE/ACCUMULATION =
Adhoc Report:| L=l ° ::l::l:lﬁaste.ﬁ |;||
Label: i =
Citern : |;|| Filter type:| =]
LT Filter table:| =1
Filter table:[ =] GuickStart Favorite Reports
CuickStant Favorite Reports

[Chaste Accurulation - WASTEIACCUMULATION (ML) |

[ add || Delete |[ Saweorder || Clse | [ #dd_|[ Deete|[Gavecrer |[ Cose |

How to Specify a Management Report’s Basic Datasource and Basic Fields
Users can configure management report basic datasources from the User Preferences dialog.

Basic Datasources *® }

PEYET A ACCIDENT/INCIDENT -> IAMAIN, EMPLOYEE

Basic Datasources
[T EMPLOYEE -> TASK MANAGER TEMPLATE |
[T Faciurry = aciry |

Basic Datasources X

ACCIDENT/INCIDENT

Datasources:

TAMAIN, EMPLOYEE

ACCIDEN AT, I
ACCIDENT/INCIDENT -5 MCIDEMT
ACCIDENT/INCIDENT -> MCIDENT/ACCIDENT EMPLOVEE
ACCIDENT/INCIDENT - CORRECTIVE ACTIONS
ACCIDENT/INCIDENT - > Incident - accident cakegory
AUDIT -3» AUDIT REPORT DATASOURCE

=== AUDIT - TMTASK, AUREPOR TINDEX, AUREPORT

AUDIT - AUDIT HISTORY BASIC 5
AUDIT -3 AUDIT HISTORY 2
Request D] BACKUP -3 BACKUPSET

BOL - CTBOL, CTTRANSPORTER
3l BOL -3 CTBOL, CTITEM, MSMEDS
CHEMICAL REFERENCE - > CHEMICAL REFERENCE, REGULATION —
Container Cusnt CHEMICAL REFERENCE - CHEMICAL REFERENCE, SYNONYMS
CHEMICAL REFERENCE - > PLRE CHEMICAL REFERENCE

Cont. U CHEMICAL REFERENCE - > REGULATION

Di0C MANAGER. - DOC MANAGER

Container St grpy oYEE - EMPLOYEE CONTACTS

EMPLOYEE - TASK MANAGER TEMPLATE —

Location Requ

EMPLOYEE -= EMPLOYEE CLASSES h
Data sources Main menu
© Home
Categories Datasources | Basic v Fields to show: | Basic A Next -
s

Accident{Incident Corrective Actions

Backup lamain, Employee

Chemical Reference Incident

Employee Incident/Accident Employee

Facility

Materials

MSDS

RTS

Safety Inspection

Task

Waste

Setting the default basic fields works the same way.
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Data sources

Categories

Datasources | Basic A <Fieldstoshow: Basic ', Next

Accident/Incident
Backup

Chemical Reference
Employee

Facility

Materials

MSDS

RTS

Safety Inspection
Task

Waste

e
Corrective Actions
lamain, Employee
Incident
Incident/Accident Employee
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