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Foreword

The Workshop on Modelling Software System Structures in a fastly moving scenario
was sponsored by the Army Research Laboratory European Research Office, U.S.
Army Research Office, National Science Foundation, Istituto Nazionale di Alta Mate-
matica/GNIM and Università di Genova.

This workshop is the 7th in a series of Software Engineering workshops, called “Mon-

terey Workshops” from the Monterey Naval Postgraduate School, where they originated
under the initiative of Prof. Luqi.

The general aim of these workshops is formulating and advancing software engineering
models and techniques, with the fundamental theme of increasing the practical impact
of scientifically well-founded techniques such as formal methods. Previous workshops
have been devoted to “Real-time & Concurrent Systems”, “Software Merging and
Slicing”, “Software Evolution”, “Software Architecture”, “Requirements Targeting
Software”, and “Engineering Automation for Computer Based Systems”.

A major goal for this series of workshops is to help to focus the software engineering
community on issues that are vital to improving the state of software engineering prac-

tice, bringing together American and European leading scientists actively engaged in
the area.

The context for the workshop initiative is nicely set up in the words from the PITAC
(the USA President's Information Technology Advisory Committee) 1998 Interim Re-
port.

“The demand for software has grown far faster than the resources we have to

produce it. The result is that desperately needed software is not being developed.

Furthermore, the nation needs software that is far more usable, reliable, and

powerful than what is being produced today.”

“...it has become clear that the processes of developing, testing, and maintaining

software must change. We need scientifically sound approaches to software de-

velopment that will enable meaningful and practical testing for consistency of

specifications and implementations.”

Unfortunately, as the same interim report emphasizes, “current support (for re-

search) is taking a short-term focus, looking for immediate returns, rather than

investigating high-risk long-term technologies”.

As a consequence, there is a danger of even widening the gap between fundamental re-
search and current (not always best-) practice. Indeed, together with long standing
problems, such as the quest for software reliability, we are facing the need and partly
the emergence of radically different ways of producing software.



The 7th Workshop, continuing the effort to bring together pragmatic and foundational
research in software engineering, has primarily focused the attention on the major issues

characterizing the new and rapidly evolving scenario of software development, such as
the emphasis on high-level architectural aspects and the component-based and web-
based software development.

Together with proposing new concepts and techniques, another major achievement of
the workshop has been the demonstration that the wealth of past foundational research
in SE can be uplifted to handle some, if not all, of the new problems posed, among oth-
ers, by the different level of component and system granularity, the heterogeneity of
components, the use of distribution and communication and the request for appropriate
human-interface support.

The participation was well balanced, considering that the event took place in Italy: we
had 38 participants, 15 from USA, 15 from Europe, 7 from Italy (including 3 local peo-

ple) and 1 from Canada.

Altogether there have been 29 talks and two panels, each with five participants.

There has been a nice mix of technical talks and talks surveying/proposing hot topics.
The discussion was quite alive and reached high peaks, especially in the discussions
centered around Component based SE and the emergence of UML.

To mark the importance of the event, on Wednesday, at the official banquet, we have
been honored by the presence of the President of the University of Genova, who wel-
comed us, also reacting positively to a nice dinner speech by Manfred Broy, who pre-
sented the motivation for the Workshop within the worldwide fastly moving scenario
shaped by the IT explosion.

Dr. John Zavada also spoke at the banquet presenting the goals of the research support

provided by his office and expressing the opinion that this kind of meeting
USA/EUROPE should be more frequent, because they offer the opportunity of merging
different cultures. The difference in cultures was indeed clearly visible at the workshop,
which however was already showing some remarkable convergence in attitude.

I think it is fair to summarize the overall feeling, saying that, as result of the workshop,
everybody really got a picture of a fastly moving scenario and the many problems we
have to face rapidly to cope with the pace in software development, as it was summa-
rized by Luqi and Manfred Broy in the closing session and discussion and in the words
of a postworkshop message by Dr John Zavada (ARL/ERO): “I enjoyed the workshop
and the discussions that we had. I think that I now have a better understanding of the
issues facing software development.”

Egidio Astesiano

DISI - University of Genova

Via Dodecaneso, 35, 16146 Genova

ITALY
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A process

A token ring of processes
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Abstract. The volatility of business requirements is putting an increasing emphasis on the ability for systems to
accommodate the changes required by new or different organisational needs with a minimum impact on the im-
plemented services.  We propose a discipline for software development centred around the separation between
what in systems are the basic service-providers (objects) and the mechanisms (contracts) through which the be-
haviour of these objects is coordinated to fulfil business requirements.  We show how this separation can be sup-
ported in platforms for component-based development, making it possible for systems to evolve by adding, re-
moving or replacing contracts without having to change the rest of the system.

1 Introduction

The problem addressed and the solutions proposed in this paper result from our experience in the last five
years in conceiving, developing and applying methods and tools for modelling banking applications.  In
banking, like in many other business activities, the pace of market evolution and the volatility of requirements
have a very deep influence on organisations and their information systems.  More and more, large organisa-
tions face two important problems in this respect:

− How to conceive and develop information systems in order to support the continuous evolution of the
core business and the evolution of system technology?

− How to make development and evolution scalable in the context of highly volatile business domains?

For better or for worse, such organisations seek answers to these problems in the context of object-oriented
development techniques, of which the UML [7] is now, de facto , a standard.  In spite of poor support from
formal methods, one has to recognise that the construction of software has become more scalable and con-
trollable thanks to mechanisms like encapsulation, clientship and inheritance.  Even if the promised land of
software component markets is not exactly around the corner, increased levels of reusability can be recog-
nised in today's development practices.

However, our experience has shown that the benefits that object-oriented techniques have brought to software
construction cannot be extended directly to software evolution.  Even if object-oriented techniques make it
easier to build systems by putting together components in a way that reflects interactions that take place in the
application domain, changes on the implemented systems that result from the need to accommodate new
business rules cannot be performed in such a modular way. This is because interactions are too often "hard-
wired" in the code that implements the participating objects, making it difficult to change or introduce new
interactions without having to change the implementation of the objects as well.  Even worse, because such
changes may result in new interfaces for the participating objects, a cascade of changes throughout the im-
plementation of the system may well be triggered to account for the other interactions in which the objects
participate.

As a consequence, the evolution of an object-oriented system, understood in terms of the need to perform
changes on the system after it is released, cannot be supported in a compositional way.  In other words, to
some extent, object-oriented development is still producing legacy systems as far as evolution is concerned.
Yet, time-to-market and other business constraints require that information systems be able to accommodate
new practices and rules with minimal impact on the core services that are already implemented, thus prompt-
ing the need for modelling techniques that enable evolution to be directly compositional over the architecture
of the information system.

Our purpose in this paper is to contribute to the solution of this problem by means of a modelling primitive –
that we call contract – and a design pattern that enables contract-based models to be implemented, in a com-



positional way, over component-based development frameworks like CORBA, EJB and COM.

The rationale for contracts is the realisation that, in highly volatile business domains like banking, one can
distinguish between two different kinds of "entities" as far as evolution is concerned.  On the one hand, we
have classes of objects like account, client, etc, that correspond to core business entities that are relatively
stable in the sense that the organisation would normally prefer not to have to touch them, often because they
really constitute legacy assets that are important to preserve.  On the other hand, we have all the business
products like account packages (different types of savings accounts, credits, etc) that keep changing because
they determine the competitive edge of the organisation.  These products require a layer of coordination to be
established over the functionalities of the business entities so that the overall behaviour desired for the system
can emerge.

When systems are conceived as collections of interacting objects, the problems that we have just identified
require that we be able to express, and make available as first-class citizens, the constraints and the rules that
capture the business requirements of the application domain.  Because business rules determine the way ob-
ject behaviour and interaction needs to be coordinated, it is necessary that these coordination aspects be avail-
able explicitly in the system models so that they can be changed, as a result of modifications that occur at the
level of the business requirements, without having to modify the basic objects that compose the system.  The
purpose of contracts, as used in this paper, is to provide mechanisms for that layer of coordination to be mod-
elled and implemented in a compositional way.  In [4], we have emphasised the static modelling aspects of
the concept and shown how contracts can be introduced as an extension of the UML [7].  In this paper, we
focus on the dynamic aspects and present contracts as a means of structuring the evolution of systems.

2 An example

We will use an example from banking in order to motivate the notion of contract that we are proposing.  The
notation that we use in the examples is a shortened version of the Oblog language [http://www.oblog.com]
that we have been developing for object-oriented modelling.  An example of a class specification is given
below for bank accounts.

class Account
operations

class
Create(client:Customer,iAmount:Integer)

object
Deposit(amount:Integer)
Withdrawal(amount:Integer)
Balance() : Integer;
Transfer(amount:Integer, target:Account);

body
attributes

number : Integer;
balance : Integer := 0

methods
Deposit is set Balance := Balance+amount
Withdrawal is set Balance := Balance-amount
Transfer is { call target.Deposit(amount);

call self.Withdrawal(amount) }
end class

In Oblog, a class specification includes a section in which the interface operations are declared.  We distin-
guish between class and object operations: the former are used for managing the population of the class as a
whole and the latter apply to each specific instance.  Each operation is declared with a list of input and output
parameters and a specification of its required behaviour in terms of pre/post conditions (omitted in the exam-
ple for simplicity).  In the case of the bank account, the operations that were chosen are self-explanatory.

The body section of a class specification identifies the attributes that define the state of the instances as well
as the implementations of the operations (called methods).  Methods can be guarded with state-conditions like
in Dijkstra's guarded commands.  In fact, one may wonder why a guard has not been specified for with-
drawal restricting this method to occur in states in which the amount to be withdrawn can be covered by the
balance.  The answer to this question is a good motivation for contracts.



Assigning the guard Balance≥amount to withdrawal can be seen as part of the specification of a business
requirement and not necessarily of the functionality of a basic business entity like account.  Indeed, the cir-
cumstances under which a withdrawal will be accepted can change from customer to customer and, even for
the same customer, from one account to another depending on its type.

One could argue that, through inheritance, this guard could be changed in order to model these different
situations.  However, there are two main problems with the use of inheritance for this purpose.  On the one
hand, it views objects as white boxes in the sense that adaptations like changes to guards are performed on the
internal structure of the object.  From the point of view of evolution, this is not desirable.  On the other hand,
from the business point of view, the adaptations that make sense may be required on classes other than the
ones in which the restrictions were implemented.  In the example above, this is the case when it is the type of
client, and not the type of account, that determines the nature of the guard that applies to withdrawals.

Hence, it makes more sense for business requirements of this sort to be modelled explicitly outside the classes
that model the basic business entities.  Our proposal is that guards like the one discussed above should be
modelled as contracts that can be established between clients and accounts.  In fact, we will provide mecha-
nisms for such contracts to be superposed on existing implementations of clients and accounts, considered as
black boxes, so that contracts can be added and deleted in a flexible way (plug and play) , reflecting the evo-
lution of the business domain.

The example given above motivates the advantage of modelling, as first-class entities, the mechanisms that
control the usage of given objects (contracts as controllers).  The example below aims at illustrating cases in
which a layer of coordination among different objects is required that is active in its own right.

One of the latest products to appear in the banking area can be called "the flexible package".  This is a mecha-
nism via which automatic transfers are made between a checking account and a savings account of the same
client: from savings to checking when the balance goes below a certain threshold, and from checking to sav-
ings when the balance goes above a certain threshold.

Like before, the application of traditional object-oriented techniques for adding this new feature to the system
would probably raise a number of problems.  The first one concerns the decision on where to place the code
that is going to perform the transfers: the probable choice would be the checking account because that is
where the balance is kept.  Hence, the implementation of account would have to be changed.  The "natural"
solution would be to assign the code to a new association class between the two accounts but, again, current
techniques for implementing association classes require the implementations of the participating classes to be
changed because the associations are implemented via attributes.

Another problem is concerned with the handling of the synchronisation of the transfers.  If the transfers are
not coded in the methods of the accounts, there is no way in which the whole process can be dealt with atomi-
cally as a single transaction.  Again, what is required is a mechanism via which we can superpose a layer of
coordination that is separate from the computations that are performed locally in the objects.  This is exactly
the purpose of contracts as detailed in the next section.

3 Contracts

From a static point of view, a contract defines an association class in the sense of the UML (i.e. an associa-
tion that has all the attributes of a class) but the way interaction is established between the partners is more
powerful: it provides a coordination role that is closer to what is available for configurable distributed sys-
tems and software architectures in general.

Another useful analogy is with architectural connectors [2].  A contract consists, essentially, of a collection of
role classes (the partners in the contract) and the prescription of the coordination effects (the glue in the ter-
minology of software architectures) that will be superposed on the partners.

In Oblog, contracts are defined as follows:
contract <name>

partners <list-of-partners>
invariant <the relation between the partners>
constants
attributes
operations
coordination <interactions-with-partners> behaviour < behaviour being superposed>

end contract



The instances of the partners that can actually become coordinated by instances of the contract are determined
through a set of conditions specified as invariants.  The typical case is for instances to be required to belong to
some association between the partners.

Each interaction under "coordination" is of the form
<name> : when <condition>

do <set of actions>
with <condition>

The name of the interaction is necessary for establishing an overall coordination among the various interac-
tions and the contract's own actions.  This is similar to what happens in parallel program design languages
like Interacting Processes [14].  The condition under "when" establishes the trigger of the interaction.  Typical
triggers are the occurrence of actions in the partners.  The "do" clause identifies the reactions to be performed,
usually in terms of actions of the partners and some of the contract's own actions.  Together with the trigger,
the reactions of the partners constitute what we call the synchronisation set associated with the interaction.
Finally, the "with" clause puts further constraints on the actions involved in the interaction, typically further
preconditions.

The intuitive semantics (to be further discussed in the following sections) is that, through the "when" clause,
the contract intercepts calls to the partners or detects events in the partners to which it has to react.  It then
checks the "with" clause to determine whether the interaction can proceed and, if so, coordinates the execu-
tion of the synchronisation set.  All this is done atomically.

An example can be given through the account packages already discussed.  The traditional package, by which
withdrawals require that the balance be greater than the amount being withdrawn, can be specified as follows:

contract Traditional package
partners x : Account; y : Customer;
invariants ?owns(x,y)=TRUE;
coordination

tp: when y.calls(x.withdrawal(z))
do x.withdrawal(z)
with x.Balance() > z;

end contract

Notice that, as specified by the invariant, this contract is based on an ownership association that must have
been previously defined.  This contract involves only one interaction.  It relates calls placed by the customer
for withdrawals with the actual withdrawal operation of the corresponding account.  The customer is the trig-
ger of the interaction: the interaction requires every call of the customer to synchronise with the withdrawal
operation of the account but enables other withdrawals to occur outside the interactions, e.g. by other joint
owners of the same account.  The constraint is the additional guard already discussed.  Notice that the con-
straint applies only to the identified pair of customer and account, meaning that other owners of the same ac-
count may subscribe to different contracts.

The notation involving the interaction in this example is somewhat redundant because the fact that the trigger
is a call from the customer to an operation of the account immediately identifies the reaction to be performed.
In situations like this, Oblog allows for abbreviated syntactical forms of interaction.  However, in the paper,
we will consistently present the full syntax to make explicit the various aspects involved in an interaction.  In
particular, the full syntax makes it explicit that the call put by the client is intercepted by the contract, and the
reaction, which includes the call to the supplier, is coordinated by the contract.  Again, we stress that such
interactions are atomic, implying that the client will not know what kind of coordination is being superposed.
From his point of view, it is the supplier that is being called.

As already explained, the purpose of contracts is to externalise the interactions between objects, making them
explicit in the conceptual models, thus reflecting the business rules that apply in the current state.  Hence,
contracts may change as the business rules change, making system evolution compositional with respect to
the evolution of the application domain.  For instance, new account packages may be introduced that relax the
conditions under which accounts may be overdrawn:

contract VIP package
partners x : Account; y : Customer;
constants CONST_VIP_BALANCE: Integer;
attributes Credit : Integer;
invariants

?owns(x,y)=TRUE;
x.AverageBalance() >= CONST_VIP_BALANCE;



coordination
vp: when y.calls(x.withdrawal(z))

do x.withdrawal(z)
with x.Balance() + Credit() > z;

end contract

Notice that, on the one hand, we have strengthened the invariant of the contract, meaning that only a restricted
subset of the population can subscribe to this new contract.  On the other hand, the contract weakens the guard
imposed on withdrawals, meaning that there are now more situations in which clients can withdraw money
from their accounts.

In general, we allow for contracts to have features of their own.  This is the case of the contract above for
which an attribute and a constant were declared to account for the credit facility.  It is important to stress that
such features (including any additional operations) are all private to the contract: they cannot be made avail-
able for interaction with objects other than the partners.  Indeed, the contract does not define a public class.

Our last example models the flexible package that we have already motivated.
contract Flexible package

partners c, s : Account;
attributes min, max : Integer;
invariants c.owner=s.owner;
coordination

putfunds:when calls(c.Deposit(z))
do { if c.Balance()+z > max then {

c.Deposit(z); c.Transfer(c.Balance()-max,s)} }
getfunds:when calls(c.Withdrawal(z))

do { if c.Balance()-z < min then {
s.Transfer(min-c.Balance(),c); c.Withdrawal(z)} }

end contract

4 Semantical aspects

The intuitive semantics of contracts can be summarised as follows:

• Contracts are added to a system by identifying the instances of the partner classes to which they apply;
these instances may belong to subclasses of the partners; for instance, in the case of the flexible package,
both partners were identified as being of type account but, normally, they will be applied to two sub-
classes of account: a checking account and a savings account.  The actual mechanism of identifying the
instances that will instantiate the partners and superposing the contract is outside the scope of the paper.
In Oblog, this can be achieved directly as in languages for reconfigurable distributed systems [20], or im-
plicitly by declaring the conditions that define the set of those instances.

• Contracts are superposed on the partners taken as black-boxes: the partners in the contract are not even
aware that they are being coordinated by a third party.  In a client-supplier mode of interaction, instead of
interacting with a mediator that then delegates execution on the supplier, the client calls directly the sup-
plier; however, the contract "intercepts" the call and superposes whatever forms of behaviour are pre-
scribed; this means that it is not possible to bypass the coordination being imposed through the contract
because the calls are intercepted;

• The same transparency applies to all other clients of the same supplier: no changes are required on the
other interactions that involve either partner in the contract.  Hence, contracts may be added, modified or
deleted without any need for the partners, or their clients, to be modified as a consequence;

• The interaction clauses in a contract identify points of rendez-vous in which actions of the partners and of
the contract itself are synchronised; the resulting synchronisation set is guarded by the conjunction of the
guards of the actions in the set and requires the execution of all the actions in the set;

• The effect of superposing a contract is cumulative; because the superposition of the contract consists, es-
sentially, of synchronous interactions, different contracts will superpose their coordinating behaviour,
achieving a cumulative effect.  For instance, in the example of the flexible package, the transfers can also
be subject to contracts that regulate the discipline of withdrawals for the particular account and client.

Contracts, as motivated in the previous sections, draw from several mechanisms that have been available for
sometime in Software Engineering, which further clarifies the rationale for the semantics that we gave above:



• Contract-based development is based on the idea of separating computation from coordination, i.e. of
making clear what components in a system provide the functionalities on which services are based, and
what mechanisms are responsible for coordinating the activities of those components so that the desired
behaviour emerges from the interactions that are established.  This idea has been promoted by researchers
in the area of Programming Languages who have coined the term "Coordination Languages and Models"
[e.g. 16].

• The importance of having these coordination mechanisms available as first-class entities and as units of
structure in system models and designs was inspired by the role played by connectors in software archi-
tectures [23].  This is why in [4] we proposed contracts as a semantic primitive enriching the notion of as-
sociation class.

• The ability for objects to be treated as black-box components and, hence, for contracts to be dynamically
added or removed from a system without having to recompile the partners, is achieved through the
mechanism of superposition (or superimposition) developed in the area of Parallel Program Design
[9,14,18].

It is important to state that the contribution of superposition techniques for component adaptation in a black-
box style has also been recognised in [8].  The relationship between coordination languages and software ar-
chitectures has also been recognised by several authors, to the point in which joint workshops are now organ-
ised by the two communities.  Our main contribution has been to integrate these three aspects into a primitive
that can be used very effectively for developing and evolving systems in a way that is compositional with
respect to the evolution of the business rules in the application domain.

In fact, our contribution has gone a step further in that, over several years, we have developed a mathematical
semantics that brings all these aspects together: coordination, superposition, and architectures.  The presenta-
tion of this semantics is outside the scope of this paper.  Please consult [11] for the formalisation of different
kinds of superposition that lead to the identification of different kinds of architectural connectors (regulators,
monitors, etc); [12] for a formalisation of architectural connectors based on the previous formalisation of su-
perposition, which includes the semantics of instantiation of the partners (roles); [13] for the coordination
aspects as related to superposition and the application to software architectures; [25] for the application to
dynamic reconfiguration, including the definition of algebraic operations on architectural connectors that are
directly applicable to contracts; and [4] for the first formalisation of contracts as presented herein, and their
relationship to the UML.

5 The contract design pattern

As already explained in the previous sections, a contract works as an active agent that coordinates the contract
partners.  In this section, we are concerned with the way these coordination mechanisms can be implemented.
When defining an implementation, we need to have in mind that, as motivated in the introduction, we should
be able to superpose a contract to given objects in a system and coordinate their behaviour as intended without
having to modify the way these objects are implemented.  This degree of flexibility is absolutely necessary
when the implementation of these objects is not available or cannot be modified, as in legacy systems.  It is
also a distinguishing factor of contracts when compared with existing mechanisms for modelling object inter-
action, and one that makes contracts particularly suited in business domains where the ability to support the
definition and dynamic application of new forms of coordination is a significant market advantage.

Different standards for component-based software development have emerged in the last few years, among
which CORBA, JavaBeans and COM are the current trend in industry.  However, none of these standards
provide a convenient and abstract way of supporting superposition as a first-class mechanism.  Because of
this, we propose our solution as a design pattern.  This pattern exploits some widely available properties of
object-oriented programming languages such as polymorphism and subtyping, and is based on other well
known design patterns, namely the Broker, and the Proxy or Surrogate [15].
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The class diagram below depicts the proposed pattern.  In what follows, we explain, in some detail, its basic
features, starting with the participating classes.

SubjectInterface-i – as the name indicates, it is an abstract class (type) that defines the common interface of
services provided by AbstractSubject-i and Subject-i.

Subject-i – This is a concrete class that implements a broker maintaining a reference that lets the subject dele-
gate received requests to the abstract subject (AbstractSubject-i) using the polymorphic entity proxy. At run-
time, this entity may point to a RealSubject-i if no contract is involved, or point to a PartnerConnector-i that
links the real subject to the contracts that coordinate it.

AbstractSubject-i – This is an abstract class that defines the common interface of RealSubject-i and Partner-
Connector-i. The interface is inherited form SubjectInterface-i to guarantee that all these classes offer the
same interface as Subject-i (the broker) with which real subject clients have to interact.

RealSubject-i – This is the concrete domain class with the business logic that defines the real object that the
broker represents. The concrete implementation of provided services is in this class.

PartnerConnector-i – This class maintains the connection between contracts and the real object (RealSubject-
i) involved as a partner in the contract. Adding or removing other contracts to coordinate the same real object
does not require the creation of a new instance of this class but only of a new association with the new con-
tract and an instantiation link with the existing instance of PartnerConnector-i. This means that there is only
one instance of this class associated with one instance of RealSubject-i.

Contract – This is a coordination object that is notified and takes decisions whenever a request is invoked on
a real subject or when it change its state.

If there are no contracts coordinating a real subject, the contract pattern can be simplified and only the classes
that are not dimmed in the figure become necessary. The introduction of a contract implies the creation of
instances for the dimmed classes and associations. The following is a possible object diagram when no coor-
dination contract is defined, which means that there are no Contract and no PartnerConnector instances.

ai
:AccountImplementation

cli
:Client

checkingAcc
:Account

(1)
Withdrawal (2)

Withdrawal

In this scenario, where object checkingAcc of type Account is not under coordination, the only overhead im-
posed by the pattern is an extra call from the broker to the real object (AccountImplementation).  Introducing
a new contract to coordinate interaction with objects of type Account implies only modifications on the object
that plays the role of broker, i.e. in the object checkingAcc, making its proxy become a reference to the object
that plays the role of a contract partner connector, i.e. the object acc of type AccountConnector, as seen in the
following interaction diagram. Doing only this minor modification, neither the code of clients (e.g. object
cli) nor the code of the broker checkingAcc and the real object ai need to be modified in order to accom-



modate the new behaviour established by adding the contract apc of type AccountPackage.

The new behaviour introduced by contract apc is described in the object interaction diagram below.  This
diagram shows how the contract superposes a new behaviour when requests of type Withdrawal() are in-
voked on an object of type Account.

apc
:AccountPackage

acc
:AccountConnector

ai
:AccountImplementation

cli
:Client

checkingAcc
:Account

savingsAcc
:Account

(1)

Withdrawal

(2)
Withdrawal

(3)

getfunds
(4)

Transfer

(5)

Transfer (6)
Withdrawal

In this diagram we can see that once Withdrawal() is sent to the object broker checkingAcc, it delegates its
execution on the proxy reference (in this case on acc instead of checkingAcc, as seen on the previous figure).
In acc the implementation of subject services has the following format

Request() IS
IF (a coordination guard holds)
THEN Execute the coordination do code
ELSE Execute the original code of Request

That is to say, before the partner connector acc gives rights to the real object implementation ai to execute
the request, it intercepts the request and gives right to the contract apc to decide if the request is valid and
perform other actions. This interception allows us to impose other contractual obligations on the interaction
between the caller and the callee. This is the situation of the first model discussed in section 3 where new pre-
conditions were established between Account Withdrawals and their Customers. On the other hand, it allows
the contract to perform other actions before or after the real object executes the request. This is the situation
of the the coordination equation named getfunds established by the contract Flexible package in section 3.
Only if the contract authorises can the connector ask the object implementation ai to execute and commit, or
undo execution because of violation of post-conditions established by the contract.

As stated at the beginning of this section, current component-based technology does not provide a convenient
way for coordinating components. The benefit of having this form of coordination available as a primitive
construction when specifying components and their interactions is that it avoids the burden of having to code
such a pattern. In the meanwhile, tools which, like Oblog, provide automatic code generation from high level
specifications, must hide the implementation complexity of coordination, allowing the developer just to spec-
ify the contract itself.

6 Contract-based development

The object technology market is growing very rapidly, increasing the offer of low-level tools and technologies
for the fine-grain parts of information system development – development in the small .  However, the current
practice of object-oriented software development methods in what concerns the large-grain parts, namely ar-
chitectures  – development in the large – still involves the sequential use of analysis and design techniques
and tools.  For most large-scale systems, this is quite a wasteful process to follow because it ignores the exis-
tence of software components, design models and environment frameworks.

A new trend is emerging in software development that is based on a growing belief that analysis and design
should be based on predefined frameworks of skeletal applications, components, and design patterns that can
be easily customised and integrated.  The only hope for organisations to be able to face the challenges of the
very fast market evolution that we are already witnessing is, clearly, to adopt such a strategy.  Therefore, it
seems clear that the integration and coordination of the different parts of information systems, at all levels of
granularity, is one of the major challenges that software development needs to face.

We believe that a good basis for meeting this challenge can be provided by adopting a development strategy
based on three subprocesses:



1. the construction of individual components implementing the domain objects;

2. the construction of contracts that play the roles of coordination agents responsible for implementing the
configurable business rules for specific domains;

3. the construction of generic component connectors for specific architectures.

Given that contracts can be dynamically superposed on existing components, the word 'construction' above
can be replaced by 'identification'.  Indeed, because contracts treat the partner instances as black-boxes, this
approach promotes reuse at all levels.  Moreover, it facilitates the integration of third-party, closed compo-
nents, namely legacy systems.

The advantages that we have identified above in terms of supporting evolution apply, as stated in the intro-
duction, to changes that are triggered by the evolution of the business rules that apply to the system at hand.
As we all know, changes to the system can be triggered by many other factors. Our experience has shown that
implementing an information system involves making decisions that may be decomposed according to three
different dimensions, as depicted in the figure below.

− domain of the problem being solved – this dimension is concerned with the description of the problem
at hand, leading to an ideal model, free from any details concerning implementation.  This model is de-
fined using a specification language.

− system architecture description – this dimension is concerned with the way the system is structured in
terms of components and interconnections. Modules are vital for dividing large specifications into parts,
and to specify these parts with sufficient precision that one can construct each part knowing only the
specification of the other parts, which points to a component-based approach [24].  The nature of the
components that are needed, and the form in which they need to be interconnected, are influenced by in-
frastructural constraints like the distribution strategy or the type of interaction with the environment;

− software chosen for the implementation – this dimension is concerned with the technology used to im-
plement the business problem according to the chosen architecture.

Ideally, a choice taken with respect to one of these dimensions should not interfere with the decisions related
to the other.  This independence enables designers to change a previous decision in one of the dimensions
without having to reconsider the decisions taken in the other, thus achieving a significant degree of flexibility.

Domain
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Architecture
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As part of future work, we intend to study the way a contract-based approach can influence development and
evolution not only along the Domain Specification, but also the Architecture dimension.  For that purpose, we
can capitalise on work already done in using notions similar to contracts at these lower levels of development.
In the next section, we identify some of these approaches.

7 Related work

Several authors have already made similar observations about the need to make explicit and available, as first-
class citizens, the rules that govern the behaviour of systems, namely in [19], which became the subject matter
of the ISO General Relationship Model (ISO/IEC 10165-7).  The notion of contract that we proposed in the
paper is in the spirit of this work but adds to it the evolutionary aspects that it inherits from the architectural



approaches, and the concurrency and synchronisation aspects that it inherits from the notion of superposition
as used for parallel program design.

In section 4, we have also mentioned, and gave evidence to the effect, that our approach capitalises on a num-
ber of proposals that have been made in the areas of Programming Languages (coordination languages and
models), Parallel Program Design (superposition), and Software Engineering (software architectures).  In fact,
we view the notion of contract as a synthesis of these three aspects which, together with the experience that
we have gathered in information system development, justify an investment in methodologies and tools for
supporting contract-based development.

Having acknowledged the sources on which our proposal is grounded we must, nevertheless, emphasise that
other approaches can be found in the literature that, in many ways, are similar in spirit or capture some of the
intuitions that we had when developing contracts.

We should start by saying that the term 'contract' itself has been quite overloaded:

− there are, of course, contracts in the sense of Meyer [21]; their purpose is to support the development of
object methods in the context of client-supplier relationships between objects.  Therefore, they apply, es-
sentially, to the construction of systems.  In fact, in what concerns evolution, Meyer's contracts are at the
origin of some of the problems that we have identified in the introduction and which made us point out
that even object-oriented development techniques are producing legacy systems: by adopting clientship
as the basic discipline for object interconnection, a bias is introduced in the way business rules get coded
up, assigning to the supplier side the reponsibility for accommodating changes that, from the point of
view of the business rules, belong to the client.  This was the case of the flexible withdrawals for VIP
customers: by placing the contract on the supplier side (the account), the new rules are more easily mod-
elled as specialisations of account whereas, in the application domain, they reflect specialisations of the
client.  In [4] we have discussed this matter with more detail.  In summary, our opinion is that Meyer's
notion of contract does not scale up to system evolution.

− A notion of contract that applies to behaviours and not to individual operations or methods is the one de-
veloped in [17].  The aim of contracts as developed therein is to model collaboration and behavioural re-
lationships between objects that are jointly required to accomplish some task.  The emphasis, however, is
in software construction, not so much in evolution.

− A notion of contract can also be found in [5] that emerged in the context of the action-systems approach.
Like in our approach, it promotes the separation between the specification of what actors can do in a
system and how they need to be coordinated so that the computations required of the system are indeed
part of the global behaviour.  The architectural and evolutionary dimensions are not explored as such.

Besides these related notions of contract, other approaches can be found in the literature that explore the use
of architectures in evolution:

− The importance of architectures for run-time software evolution has been recently pointed out [22].  The
authors highlight the role of architectural connectors in mediating and governing interactions among
components, which is essential for facilitating system evolution in the sense that we motivated in the pa-
per.  However, the authors concentrate too much in presenting design and implementation solutions in the
form of a tool set for a Java-C2 combination, missing the abstraction power that superposition provides
as a general technique for enabling contract (or connector) based evolution, and the setting-up of seman-
tic primitive which, like contracts, can be used in conjunction with general languages for object-oriented
development like the UML.

− Another recent architectural-approach to evolution that is important to mention is the one developed by
[10] in which a notion of contract is explicitly developed for managing exchanges between units of evo-
lution.  These units, called zones, encapsulate processes, objects and types at design and run-time so that
the contents of one zone can be evolved without affecting the code in another zone.  Contracts make the
inter-relationships and communication between zones explicit by providing mechanisms – "change ab-
sorbers" – for transforming calls made on a pre-evolution type from outside the zone into a call onto the
evolved type.  The emphasis is, therefore, very much on "lower-level" aspects of managing change dur-
ing run-time evolution which, nevertheless, is a good indication of the importance of architecture-based
approaches for all levels of evolution.

We have also mentioned already that we share with [8] the belief that superposition (or superimposition) is
the enabling technique for a truly "black-box", "plug-and-play" approach to evolution.  A basic difference
between the proposed models is that, whereas our purpose is to support connectors, i.e. mechanisms for inter-



connecting components, the goal in [8] is to adapt software components.  It results that [8] proposes a layered
model of wrappers reflecting the successive adaptations to which the component is subjected.  Instead, our
proposal does not rely on wrappers but on proxys and brokers that facilitate the dynamic reconfiguration of
the context in which the component is being used.

To summarise, it is clear that, by bringing to bear techniques from Coordination Languages and Models,
Software Architectures, and Parallel Program Design, the notion of contract-based software evolution that we
proposed in this paper shares many of the advantages of similar approaches that have been proposed in the
literature exploring some of these combinations (but not all of them).  The experience that we have gathered
in applying the concept in real-world projects suggests that contracts are not only an effective mechanism for
enabling a flexible evolution of business products, but also a powerful modelling primitive that analyst find
useful at the earlier stages of domain modelling, at least in the business areas that we have already mentioned.

8 Concluding remarks

In this paper, we presented a discipline for software development and evolution centred around the notion of
contract.  Contracts were motivated by the need that we have experienced, when developing and applying
tools in business areas, to separate the domain concepts (objects) from the business rules that regulate their
behaviour.  This separation recognises that there are two different dynamics in system evolution: changes to
the way components operate and changes to the way components are interconnected.  The former requires a
"white box" view of components and is supported by object-oriented techniques like inheritance.  The latter
requires a "black box" view of components and, so far, has been lacking adequate support.  The aim of con-
tracts, as proposed in the paper, is to support this latter view towards more flexible ways of system evolution.

Contracts bring to bear techniques developed in the area of Coordination Languages and Models, Reconfigur-
able Distributed Systems, Software Architectures and Parallel Program Design.  More precisely, contracts
promote the separation of the coordination aspects that regulate the way objects interact in a system, from the
way objects behave internally; they fulfil a role similar to architectural connectors in the sense that they make
available these coordination features as first-class citizens.  Contracts are based on superposition mechanisms
for supporting forms of dynamic reconfiguration of systems.  These mechanisms enable contracts to be added
or replaced without the need to change the objects to which they apply.

As a consequence, we can claim that new levels of flexibility have been added to the development process,
promoting plug and play, and a better integration and coordination of third-party, closed components (e.g.
legacy systems).  This, we believe, will bring us one step closer to a real industry of software components.
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1 Introduction

We suggest an approach to the development of software testing and debugging automation tools based on precise
program behavior models. The program behavior model is defined as a set of events (event trace) with two basic
binary relations over events -- precedence and inclusion, and represents the temporal relationship between actions. A
language for the computations over event traces is developed that provides a basis for assertion checking, debugging
queries, execution profiles, and performance measurements.

The approach is nondestructive, since assertion texts are separated from the target program source code and can be
maintained independently. Assertions can capture both the dynamic properties of a particular target program and can
formalize the general knowledge of typical bugs and debugging strategies. An event grammar provides a sound basis
for assertion language implementation via target program automatic instrumentation. Event grammars may be
designed for sequential as well as for parallel programs. The approach suggested can be adjusted to a variety of pro-
gramming languages. We illustrate these ideas on examples for the Occam and C programming languages.

Dynamic program analysis is one of the least understood activities in software development. A major problem is
still the inability to express the mismatch between the expected and the observed behavior of the program on the level
of abstraction maintained by the user [9]. In other words, a flexible and expressive specification formalism is needed
to describe properties of the software system’s implementation. Program testing and debugging is still a human activ-
ity performed largely without any adequate tools and consuming more than 50% of the total program development
time and effort [8]. Debugging concurrent programs is even more difficult because of parallel activities, non-deter-
minism and time-dependent behavior.

One way to improve the situation is to partially automate the debugging process. Precisemodel of program behav-
ior becomes the first step towards debugging automation. It appears that traditional methods of programming lan-
guage semantics definition don’t address this aspect. In building such a model several considerations were taken in
account. The first assumption we make is that the model is discrete, i.e. comprises a finite number of well-separated
elements. This assumption is typical for Computer Science methods used for static and dynamic analysis of programs.
For this reason the notion ofevent as an elementary unit of action is an appropriate basis for building the whole
model. The event is an abstraction for any detectable action performed during the program execution, such as a state-
ment execution, expression evaluation, procedure call, sending and receiving a message, etc.

Actions (or events) are evolving in time and the program behavior represents the temporal relationship between
actions. This implies the necessity to introduce an ordering relation for events. Semantics of parallel programming
languages and even some sequential languages (such as C) don’t require the total ordering of actions, sopartial event



ordering is the most adequate method for this purpose [11].

Actions performed during the program execution are at different levels of granularity, some of them include other
actions, e.g. a subroutine call event contains statement execution events. This consideration brings to our modelinclu-
sion relation. Under this relationship events can be hierarchical objects and it becomes possible to consider program
behavior at appropriate levels of granularity.

Finally, the program execution can be modeled as a set of events (event trace) with two basic relations: partial
ordering and inclusion. The event trace actually is a model of program’s behavior temporal aspect. In order to specify
meaningful program behavior properties we have to enrich events with some attributes. An event may have a type and
some other attributes, such as event duration, program source code related to the event, program state associated with
the event (i.e. program variable values at the beginning and at the end of event), etc.

The next problem to be addressed after the program behavior model is set up is the formalism specifying properties
of the program behavior. Since our goal is debugging automation, i.e. a kind of program dynamic analysis that
requires different types of assertion checking, debugging queries, program execution profiles, and so on, we came up
with the concept of acomputation over the event trace. It seems that this concept is general enough to cover all the
above mentioned needs in the unifying framework, and provides sufficient flexibility . This approach implies the
design of a special programming language for computations over the event traces. We suggest a particular language
called FORMAN [1], [3], [10] based on functional paradigm and the use of event patterns and aggregate operations
over events.

Patterns describe the structure of events with context conditions. Program paths can be described by path expres-
sions over events. All this makes it possible to write assertions not only about variable values at program points but
also about data and control flows in the target program. Assertions can also be used as conditions in rules which
describe debugging actions. For example, an error message is a typical action for a debugger or consistency checker.
Thus, it is also possible to specify debugging strategies.

The notions of event and event type are powerful abstractions which make it possible to write assertions indepen-
dent of any target program. Such generic assertions can be collected in standard libraries which represent the general
knowledge about typical bugs and debugging strategies and could be designed and distributed as special software
tools.

FORMAN is a general language to describe computations over program event trace that can be considered as an
example of a special programming paradigm. Possible application areas include program testing and debugging, per-
formance measurement and modeling, program profiling, program animation, program maintenance and program
documentation [5]. A study of FORMAN application for parallel programming is presented in [4]

2 Events, Event Traces, and the Language for Computations Over Event Traces

FORMAN is based on a semantic model of target program behavior in which the program execution is represented
by a set of events. Anevent occurs when some action is performed during the program execution process. For
instance, a message is sent or received, a statement is executed, or some expression is evaluated. A particular action
may be performed many times, but every execution of an action is denoted by a unique event.

Every event defines a time interval which has a beginning and an end. For atomic events, the beginning and end
points of the time interval will be the same. All events used for assertion checking and other computations over event
traces must be detectable by some implementation (e.g. by an appropriate target program instrumentation.) Attributes
attached to events bring additional information about event context, such as current variable and expression values.

The model of target program behavior is formally defined through a set of general axioms about two basic rela-
tions, which may or may not hold between two arbitrary events: they may be sequentially ordered (PRECEDES), or
one of them might be included in another composite event (IN). For each pair of events in the event trace no more



than one of these relations can be established.

There are several general axioms that should be satisfied by any events a, b, c in the event trace of any target pro-
gram.

1) Mutual exclusion of relations.

a PRECEDES b  => not (a IN b) and not (b IN a)

a IN b  =>  not(a PRECEDES b) and not (b PRECEDES a)

2) Noncommutativity.

a PRECEDES b  =>  not( b PRECEDES a)

a IN b  =>  not( b IN a)

3) Transitivity.

(a PRECEDES b ) and ( b PRECEDES c ) => ( a PRECEDES c)

(a IN b ) and ( b IN c ) => ( a IN c)

Irreflexivity for PRECEDES andIN  follows from 2). Note that PRECEDES and IN are irreflexive partial order-
ings.

4) Distributivity

(a IN b) and (b PRECEDES c) => (a PRECEDES c)

(a PRECEDES b) and (c IN b) => (a PRECEDES c)

(FOR ALL a IN b (FOR ALL c IN d (a PRECEDES c) )) => (b PRECEDES d)

In order to define the behavior model for some target language, types of events are introduced. Each event belongs
to one or more of predefined event types, which are induced by target language abstract syntax (e.g. execute-state-
ment, send-message, receive-message) or by target language semantics (rendezvous, wait, put-message-in-queue).

The target program execution model is defined by an event grammar. The event may be a compound object and the
grammar describes how the event is split into other event sequences or sets. For example, the event execute-assign-
ment-statement contains a sequence of events evaluate-right-hand-part and execute-destination. The evaluate-right-
hand-part, in turn, consists of an unique event evaluate-expression. The event grammar is a set of axioms that describe
possible patterns of basic relations between events of different type in the program execution history, it is not intended
to be used for parsing actual event trace.

The ruleA :: ( B C)  establishes that if an eventa of the type A occurs in the trace of a program, it is necessary
that events b and c of types B and C, also exist, such that the relations b IN a, c IN a, b PRECEDES c  hold.

For example, the event grammar describing the semantics of a PASCAL subset may contain the following rules.
The names, such asexecute-program, and ex-stmt  denote event types.

execute-program  :: ( ex-stmt * )

This means that each event of the typeexecute-program  contains an ordered (w.r.t. relation PRECEDES)



sequence of zero or more events of the typeex-stmt .

ex-stmt :: (  label? ( ex-assignment | ex-read-stmt | ex-write-stmt |

ex-reset-stmt | ex-rewrite-stmt | ex-close-stmt | ex-cond-stmt |

ex-loop-stmt | call-procedure) )

The event of the typeex-stmt  contains one of the eventsex-assignment, ex-read-stmt,  and so on.
This inner event determines the particular type of statement executed and may be preceded by an optional event of the
type label  (traversing a label attached to the statement).

ex-assignment  :: (ex-righthand-part  destination)

The order of event occurrences reflects the semantics of the target language. When performing assignment state-
ment first the right-hand part is evaluated and after this the destination event occurs (which denotes the assignment
event itself). The event grammar makes FORMAN suitable for automatic source code instrumentation to detect all
necessary events.

An event has attributes, for instance, source text fragment from the corresponding target program, current values of
target program variables and expressions at the beginning and at the end of event, duration of the event, previous path
(i.e. set of events preceding the event in the target program execution history), etc.

FORMAN supplies a means for writing assertions about events and event sequences and sets. These include quan-
tifiers and other aggregate operations over events, e.g., sequence, bag and set constructors, boolean operations and
operations of target language to write assertions on target program variables [2] [3]. Events can be described by pat-
terns which capture the structure of event and context conditions. Program paths can be described by regular path
expressions over events.

The main extension for the parallel case [4] consists of the introduction of a new kind of composite event -- “snap-
shot,” which can be considered an abstraction for the notion “a set of events that may happen at the same time.” The
“snapshot” event is a set of events each pair of which is not under the relation PRECEDES, this makes it possible to
describe and to detect at run-time such typical parallel processing faults as data races and deadlock states.

3 Examples of Debugging Rules and Queries

In general, adebugging rule performs some actions that may include computations over the target program execu-
tion history. The aim is to generate informative messages and to provide the user with some values obtained from the
trace in order to detect and localize bugs. Rules can provide dialog to the user as well. An assertion is a boolean
expression that may contain quantifiers and sequencing constraints over events.

Assertions can be used as conditions in the rules describing actions that can be performed if an assertion is satisfied
or violated. A debugging rule has the form:

 assertion  SAY (expression sequence)

ONFAIL SAY (expression sequence)

The presence of metavariables in the assertion makes it possible to use FORMAN as a debugger query language.
The computation of an assertion is interrupted when it becomes clear that the final value will be False, and the current
values of metavariables can be used to generate readable and informative messages.

The following examples have been executed on our prototype FORMAN/PASCAL assertion checker [2], [3]. The



PASCAL program reads a sequence of integers from file XX.TXT.

The contents of the file XX.TXT are as follows:

11 5 3 7 8 9 3 13 2 3 45 8 754 45567 0

Example of a Query 1. In order to obtain the history of variable X the following computation over event trace can
be performed. The rule condition is TRUE, and is shown as a side effect the whole history of variable X.

TRUE

SAY ( 'The history of variable X is:'

[D: destination  IS X FROM execute_program APPLY VALUE(D) ]  )

The [ ... ]  construct above defines a loop over the whole program execution trace (execute_program

event). All events matching the patterndestination IS X  are selected from the trace and the function VALUE is
applied to them. The resulting sequence consists of values assigned to the X variable during the program execution.

When executed on our prototype the following output is produced:

Assertion #1 checked successfully...

The history of variable X is: 7 11 5 3 7 8 9 3 13 2 45 8 754 45567 0

Example of an Assertion 2. Let’s write and check the assertion :“The value ofvariable X does not exceed 17.”

FOREACH *S: ex_stmt CONTAINS (D: destination IS X) FROM execute_program

program e1;

var X: integer;

XX: file of text;

begin

X:= 7;

(* initial value is assigned here *)

reset (XX, ‘XX.TXT’);

while X<>0 do

read(XX, X)

end.



VALUE(D) < 17

ONFAIL

SAY(‘Value ‘ VALUE(D) ‘is assigned to the variable X in stmt ‘)

SAY(S)

SAY(‘This is record #’ CARD[ ex_read_stmt FROM PREV_PATH(S)] + 1 ‘in the
file XX.TXT’)

We check the assertion for all events where the value of X may be altered. These are events of the typedestina-
tion  which can appear withinex_assignment_stmt  or ex_read_stmt events. In order to make error mes-
sages about assertion violations more informative we include the embracing event of the typeex_stmt .
MetavariablesS andD refer to those events of interest. When the assertion is violated for the first time, the assertion
evaluation terminates and current values of metavariables can be used for message output. The value of a metavariable
when printed by the SAY clause is shown in the form:

event-type:> event-source-text

Time= event-begin-time .. event-end-time

Event begin and end times in this prototype implementation are simply values of step counter.

Since we expect the assertion might be violated when executing a Read statement, it makes sense to report the
record number of the input filexx.txt  where the assertion is violated. The program state does not contain any vari-
ables which values could provide this information. But we can perform auxiliary calculations independently from the
target program using FORMAN aggregate operations. In this particular case the number of events of the type
ex_read_stmt  preceding the interruption moment is counted. This number plus 1 (since the violation occurs when
the read statement is executed) yields the number of an input record on which the variable X was first assigned the
value exceeding 17.

Assertion # 2 violation!

 Value 45 is assigned to the variable X in stmt

ex_stmt :> Read( XX , X )    Time= 73 .. 78

This is record # 11 in the file XX.TXT

Example of a Query 3. Profile measurement. In order to obtain the actual number of statements executed, the fol-
lowing query can be performed:

TRUE

SAY(‘The total number of statements executed is:’

CARD[ ALL ex_stmt FROM execute_program ])

TheALL option in the aggregate operation indicates that all nested events of the typeex_stmt  should be taken



into account.

   Assertion #3 checked successfully...

The total number of statements executed is: 18

Example of ageneric assertion which must be true for any program in the target language.

“Each variable has to be assigned value before it is used in an expression evaluation.”

FOREACH * S: ex_stmt FROM execute_program

FOREACH * E: eval_expression CONTAINS (V: variable) FROM S

EXISTS D: destination FROM PREV_PATH(E) SOURCE_TEXT(D) = SOURCE_TEXT(V)

ONFAIL

SAY( ‘In event’ S)

SAY( ‘in expression evaluation’)

SAY(E)

SAY(‘uninitialized variable’ SOURCE_TEXT(V) ‘is used’)

For the following PASCAL program our prototype detects the presence of the bug described above.

program e2;

var X,Y: integer;

begin Y:= 3;

if Y < 2 then begin

X:= 7; Y:= Y + X

else Y:= X - Y (*** here the error appears: X has no value! ***)

end.

Assertion #4 violation!

In event ex_stmt :> If ( Y < 2 ) then X := 7 ; Y := ( Y + X ) ;

else Y := ( X - Y ) ; Time= 10 .. 35

in expression evaluation

eval_expression :> ( X - Y ) Time= 20 .. 29

uninitialised variable X is used



Debugging rules can be considered as a way of formalizing reasoning about the target program execution --

humans often use similar patterns for reasoning when debugging programs. For example, if the index expression of an

array element is out of the range, the debugger can try a rule for eval-index events that invokes another rule about

wrong value of the event eval-expression, which in turn will cause investigation of histories of all variables included

in the expression.

Yet another application of generic assertions and debugging rules may be for describing run-time constraints

(sequences of procedure calls, actual parameter dependences, etc.) for nontrivial subroutine packages, e.g. for the

MOTIF package for GUI design. A library containing assertions and debugging rules relevant to such a package may

be useful for writing C programs calling subroutines from the package.

4 Conclusions

In brief, our approach can be explained as “computations over a target program event trace.” We expect the advan-

tages of our approach to be the following:

• The notion ofan event grammar provides a general basis for program behavior models. In contrast with previous

approaches, theevent is not a point in the trace but an interval with a beginning and an end.

• Event grammar provides a coordinate system to refer to any interesting event in the execution history. Program

variable values are attributes of an event’s beginning and end. Event attributes provide completeaccess to each

target program’s execution state. Assertions about particular execution states as well as assertions about sets of

different execution states may be checked.

• The PRECEDES relation yields apartial order  on the set of events, which is a natural model for parallel program

behavior.

• The IN relation yields ahierarchy of events, so the assertions can be defined at an appropriate level of granularity.

• A language forcomputations overevent tracesprovides auniform framework for assertion checking, profiles,

debugging queries, and performance measurements.

• The access to the complete target program execution history and the ability to formalize generic assertions can be

used in order to definedebugging rules and strategies.

• The fact that assertions and other computations over target program event trace can beseparated from the text of

the target program allows accumulation of formalized knowledge about particular programs and about the whole

target language in separate files. This makes it easy to control the amount of assertions to be checked.

According to [7] and [12] approximately 40-50% of all bugs detected during the program testing are logic, struc-

tural, and functionality bugs, i.e. bugs which could be detected by appropriate assertion checking similar to the dem-

onstrated above.
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Abstract

A vexing question is why systematic quality assurance and formal methods, despite all their advantages,
are not used routinely in software development. Other engineering disciplines use their systematic quality
assurance and formal methods in producing routinely reliable products. Perhaps the difference between the
other engineerings and software engineers lie in the warranties producers must give for the products and the lia-
bilities suffered by the producers for malfunctioning products. It is argued that software engineers would be
more likely to use formal methods more routinely if they or their employers had to guarantee their software and
could be sued for damages caused by their malfunctioning software.

1 Introduction

Formal methodologists continue to bemoan the failure of practicing software engineers to employ formal
methods in their daily software development work [15, 30, 17, 8, 9, 12, 22, 23, 21, 11]. Early attempts by formal
methodologists to convince software engineers to use formal methods focused on the benefits to software qual-
ity that would accrue if formal methods were to be used regularly in software development [20, 14, 11, 12].
Surely, once a software practitioner understood the benefits, he or she would start to use formal methods
enthusiastically. To fail to do so would be illogical! Illogical or not, software engineers by and large, ignored
formal methods, and when forced to use formal methods, they resist and sometimes actively subvert the appli-
cation of formal methods to do meaningless busy work. When the project fails, partially due to the subversion,
they gleefully blame the formal methods for the failure. Successful experimental applications of formal
methods to real projects [21, 18, 10, 7, 13, 1, 2, 5, 31, 3, 19, 4] failed to convince most software engineers of the
effectiveness of formal methods. The perception is that the project team got lucky or had other strengths going
for it or that the project had special security or safety needs that could not be handled with ordinary methods,
needs that are not found in normal software.

Formal methodologists began exploring ways to make formal methods more attractive. Most of these
were technical solutions aimed at making the formal language, the method, the tools, etc. more palatable, more
easily used, more powerful, more automatic, less ambitious, more realistic, more incremental, and even more
fun [18, 10, 7, 13, 11, 1, 2, 5, 31, 3, 19, 4]. Each paper about one of these new approaches bemoans the lack of
general use of formal methods, diagnoses the lack as the result of some particular problem in the use of formal
methods, and offers a new approach that avoids, mitigates, or solves the identified problem. However, none of
these has had any real effect on the extent to which formal methods are used. Others try educational, sociologi-
cal, and managerial approaches [12, 23, 26, 6], and they too have failed to produce the desired bandwagon.

Even non-formal, but systematic methods for ensuring software quality suffer the same lack of use.
Advocates of software inspection [16, 29] note the empirical evidence of inspection’s effectiveness at finding
faults before execution, an effectiveness exceeding that of traditional testing. They also note the reluctance of
many organizations to use inspection and the varied, creative excuses given for not using inspection, even when
they know its effectiveness.



Yet, when we look at other engineering disciplines, we see that they all have their systematic quality
assurance (QA) and formal methods. Civil engineering has mathematical models of load and stress and these
allow calculating, on the basis of only a paper design for a bridge, whether the proposed bridge will support the
required weight, and then some. Electrical engineering has mathematical models of circuitry that allow calcu-
lating, on the basis of only a circuit diagram, whether the proposed circuit will behave as required, will not
overheat, etc. We see that engineers in these disciplines routinely apply their formal methods with no com-
plaints of being overburdened with useless work, no complaints of their creativity being stifled, and no com-
plaints of having to use the dull, dreaded mathematics in another field.

The questions to ask are:

1. what makes the engineers in the other, more traditional engineerings, apply their systematic QA and
formal methods routinely, and

2. can whatever does the trick in these other engineerings be used to get software engineers to use
software engineering’s systematic QA and formal methods in their daily software development?

This paper explores the quality of different engineering products, some electromechanical, some electronic, and
some software, and notes key differences in the warranties offered with these products and the liabilities borne
by their developers. Perhaps these differences account for the differences in the willingness of the various
engineers to apply their engineerings’ systematic QA and formal methods.

2 Recent Experience with Purchased Appliances and Software

In the last two years (as of November, 1999), I have bought* four appliances and four pieces of software.
I am still using all the appliances but I have yet to get the two of the programs running, one of these is gathering
dust on my shelf and the other has been returned for a refund. The other two programs are working. The four
appliances are

1. Sharp Carousel Microwave Oven,

2. RCA Color Television,

3. Toshiba Video Cassette Recorder, and

4. Hoover Futura Vacuum Cleaner.

The four programs are

1. Adobe Illustrator 7.0,

2. Adobe Acrobat Exchange 3.0,

3. Microsoft Office ’97, and

4. Languageforce Deluxe Universal Translator.

These eight personal experiences amount to a case study giving anecdotal evidence in support of a popular per-
ception that consumer software is of considerably poorer quality than consumer appliances.

hhhhhhhhhhhhhhh
* Strictly speaking, one does not buy software; he or she licenses software. However, common usage is “to buy software”.



Observe that all the software in this list is developed by their producers for sale to the mass market of
consumers and is different from bespoke software developed by one producer under a specific negotiated con-
tract for a specific client.

2.1 Appliances

I assembled the vacuum cleaner according to directions provided in the package and then plugged it in. It
worked immediately and has given no problem. I would quibble with the design of the cord wrap-around knobs.
It is impossible to turn the machine on when any of the wire is wrapped around the knobs since the on-off
switch doubles as a knob. However, I have no real complaints about the machine or its brief instructions.

To get the microwave oven working, I had to set a timer according to directions provided in the package.
It took less than 10 minutes to read the entire manual to see what features it had and to decide which ones I
would use. I set the clock with no problem and the oven has worked fine ever since. Unfortunately, the oven has
no battery back up. Consequently, whenever there is a power hiccup, the oven resets and I have to reset the
timer to get the overn to work again. Apart from this minor nuisance, I have no complaints about the oven or its
documentation.

The television required a set up. The procedure was well explained, step-by-step, in the user’s manual,
and the set worked immediately. The set-up procedure had as its main goal to allow the television set to find all
the channels in the antenna, cable, or cable box connected to the set. In my current situation, I had cable, and
the set found some 50 channels. Two years earlier, in another country, I had bought a television to use with a
cable box. That television set was also an RCA. Since the cable box mapped all cable channels to television
channel 3, the set-up was trivial, and the television worked immediately.

Among the appliances, the video cassette recorder offered the most trouble. The manual seemed quite
clear in that I could read step-by-step procedures, and I could see what functions I wanted to use. What I did
not know was that the manual neglected to mention that it was necessary to undo one set up if you want to
change to a different set up. The set up has as its purpose to find all the available channels coming in from the
antenna, cable, or cable box. It went smoothly according to what the manual appeared to say. The record and
play worked immediately. When I tried to program my first timed record, I saw that I had overlooked an impor-
tant step that is to be done before the set up and that I had done the wrong set up. I did the important step, and
the correct set up, and then tried to program a timed record again. It still did not work. Fortunately, I had paid
for a warranty that provided in-house service. I called and arranged for service. At first, they wanted me to
bring the set in. I told them that I had paid for in-house service. They said that it is better if I bring it in. I said
that if they did not honor the service agreement immediately, I would return the set for a refund and tell every-
one at the University of Waterloo not to shop at the store to whose service department I was speaking. They
sent a technician out who walked through the set up with me after telling me that I had to undo the first set up. It
seems that without undoing the first set up, I was leaving elements of the old set up in the computer and it was
creating an inconsistent program that caused the whole programmed record to freeze. After the technician left,
the programmed record worked perfectly and I have had no complaints since then. I did offer as a project in my
graduate requirements engineering seminar the job of rewriting the user’s manual.

2.2 Software

Contrast these appliance experiences with my software experiences. The difference is sobering.

I was still in Israel when I bought the copy of Adobe Illustrator 7.0 for Windows from a local supplier.
Normally, I like to read the manual for software before doing any installation both to see ahead of time where
the problems might be and to learn what features I was likely to use. I verified that my computer had more than
the minimum of all the resources required. I followed the installation procedure described in the manual sup-
plied with the software, doing what the install program asked me to do and answering its questions about the
features I wanted. In answering these, I tended to include a feature that I was not sure about just to be sure that I
got a minimal working set of features. The installer reported that Illustrator was successfully installed. I tried to
start up the program, but it froze during its start up phase, never getting beyond the product name announce-
ment screen. I figured that I had too many other programs running and killed them all. I started up Illustrator



again and it froze again. Each time it froze, I could not get the computer and Windows unstuck and had to turn
the machine off and then on without going through the proper shut down procedure. I called the local supplier
and was told that this program and other Adobe products do not work on the Hebrew version of Windows or
even the Enabler version that allowed switching between Hebrew and English. I had to use a pure American
version of Windows. I was upset at the local supplier for not telling me this little detail when I bought the pro-
gram.

I changed my operating system to pure American Windows. Since I did all my work in English, it was
no real problem not to have Hebrew or the ability to switch to Hebrew. I could use a departmental machine in
the very rare occasion in which I needed Hebrew Windows. Installation appeared to succeed. Illustrator, how-
ever, still froze when I tried to run it, even when no other programs were running. Figuring that maybe my PC
was too small, I put the software away for my planned move to Canada, at which time I would get a larger PC.

Once settled at the University of Waterloo in Canada, I arranged for a large machine. Of course the Win-
dows on it was purely American. I installed Illustrator on that machine. Illustrator still froze the machine as it
started up. I ended up deinstalling the program only after copying the large set of POSTSCRIPT Type 1 fonts
Illustrator 7.0 provides; I decided to install them for use with troff on my UNIX platform. By this time it was too
late to return the software for a refund.

When the software had failed to work, I tried to get help from Adobe. I could not find in the list of
reported problems at the web site any solutions that I had not tried. Adobe provided an 800 phone number to
call customer service. However, from overseas, 800 numbers are not free. Also, I do not hear well on the phone.
I could find no button that sends e-mail for help. So, I sent e-mail to support@adobe.com,
webmaster@www.adobe.com, and postmaster@www.adobe.com, explaining that I could not find my
problem solved at their web site and I cannot hear on the telephone. I got no reply. The program sits unused on
my bookshelf. I did get a nice set of fonts out of it, and Illustrator costs less than the sum of the costs of the
individual fonts, but I feel that I threw out money, and I have no operating Illustrator. In all fairness, it is not
clear where the fault lies; the problem could be in the Windows operating system on which I tried to run Illus-
trator.

I bought a copy of Adobe Acrobat Exchange 3.0 for Windows. This software comes with a hard copy
manual describing only installation. The general user’s manual is a PDF document readable by the software
once the software is installed. The Acrobat Exchange 3.0 package consists mainly of two programs,
AcroExch and Distiller, which manipulate PDF files and create PDF files from POSTSCRIPT files, respectively.
They installed with no problem. I was able to print a hard copy of the user’s manual. I read it and decided what
features I wanted to use and how. I have been using both to prepare slide shows of the troff-generated POST-

SCRIPT of lecture slides. I use Distiller to convert the troff-generated POSTSCRIPT into PDF and then I use
AcroExch to rotate and crop pages and to make hypertext links between items in the slides for faster navigation
during a lecture. Given my past experience with an Adobe product, it was a pleasant surprise that this Adobe
product installed and works so well. I wish that all mass-produced software worked as well.

Even as I write this paper, the system guru for my Sun workstation is not able to get the publically down-
loadable Adobe Acrobat Reader 4.0 working on my workstation. It freezes up at the start up window. For-
tunately it does not freeze up the machine. A control-C to the invoking window kills the program. Again, I am
unable to find my problem discussed in the trouble shooting section of Adobe’s web pages, Adobe has shut
down the user’s forum, and they do not answer my e-mail cries for help even when I explain that I cannot use
the telephone.

I normally do not use any program in Office ’97. I use troff for formatting, vi for editing, troff and Acro-
bat Distiller for slide shows, and vi and awk for spread sheeting. However, people insist on sending me Word,
PowerPoint, and Excel documents. So I bought Office ’97. I bemoaned the lack of a real hard-copy manual;
the manual provided with Office ’97 consists only of a tutorial for each program in the collection. I installed the
software. The installation went well, the only problem being a lack of good information about what features I
really needed. The programs seem to work well on 95% of the Word, PowerPoint, and Excel documents I
receive. However, occasionally I get a document which when printed leaves a lot of characters unprinted. I see
each of these characters on the screen, but on the paper, there is only white space in place of the character. I



found a section of Help that described this problem. It said that the problem was that the fonts selected for the
missing text is not resident in the printer and that the solution was to request downloading of all fonts. Unfor-
tunately, when I went to the right menu to request full downloading, I found that the option was already in
force. An examination of the POSTSCRIPT file generated by Word showed that definitions for all the selected
fonts were included in the file and that the missing text was not even in the POSTSCRIPT file. No wonder this
text did not print! Occasionally, I ended up printing an image of the Word window to get hard-copy output. The
most annoying thing about Word, apart from its very deficient editing capability and its abominable typesetting
with irregular spacing between words and lack of ligatures, is the fact that I am asked when I am exiting Word,
if I want to update the changes to I made to PDFWRITE.DOT. Of course not, since I did not make any
changes to it as far as I am concerned, having done nothing with PDF in the document. However, once I
answered too quickly and clicked the “Yes” button. Word would not work properly after that. I had to reinstall
Word from the beginning. It has happened several times, when I have accidentally hit the wrong button and I
had to reinstall Word each time.

I get documents in languages other than English, e.g., in Hebrew, French, Spanish, Portuguese, and Ger-
man. I can read these, but occasionally need a dictionary to fill in holes in my understanding. When I saw this
new program, Languageforce’s Universal Translator, that offered multiple language dictionary functionality, I
decided to buy it. It offered a way to avoid the necessity to keep a half dozen dictionaries on hand and to avoid
the tedium of flipping pages to find a word. At first, I was really happy about the software. It had a real user’s
manual. It consisted of a set of scenarios for set up and various different ways of using the software, including
as a dictionary. The manual even showed pictures of the screen that the user is supposed to receive after various
steps in the scenarios. However, this joy was short lived. As I was following the set up procedure, I saw that a
number of the screen pictures were either wrong or out of date. In any case, the installation program reported a
successful installation. Then I tried to run the program. It simply would not run. It gave no explanation. I sent
e-mail to Languageforce’s support group to the address given in the user’s manual. I never got any reply. How-
ever, I know that someone received the e-mail, because to this day, I get announcements of exciting new
enhancements from the sales department. Even a message from me telling them that they have some nerve
offering enhancements to me when they have not answered my request for help has failed to get these messages
turned off. Needless to say, I took the program back for a full refund.

2.3 Software Released Too Early

After these experiences, I started to wonder what can be done to improve the use of quality assurance
methods in the development of consumer software. After all, methods and technology do exist to do a better job
with software. However, they are not being used in the rush to get software out to the market. In this rush, it
appears that software is being released before it is ready. Software is going out for sale to consumers before it is
certain that it will run and with the documentation woefully inadequate and even incorrect. Moreover, the
manufacturers seem unprepared and even unwilling to service their shoddy merchandise. It might even be that
the merchandise is so shoddy that the service people are overwhelmed and the shoddy service is a direct result
of this overload. On the other hand, appliances for sale generally work with no trouble and continue to work
and when they need service, the manufacturers stand behind the product and do service the products in a rea-
sonable time. Once serviced, the problems seem to be solved.

A major reason that software is released before it is ready is the pressure on the producer to be first on
the market with the product. Whoever is first usually gets and keeps a vast majority of the market. The second
to the market usually gets very little market and fails as a business unless its product is perceived as at least an
order of magnitude better than that of the first.* Therefore, there is a high incentive to release software early.
Moreover, since customers accept shoddy software merchandise, there is very little incentive to delay release to
improve the product. Any solution to this problem will have to reverse the incentives.

hhhhhhhhhhhhhhhhhh
* Of course, there are the exceptions that make the rule. For example Apple’s Macintosh system beat Microsoft’s Windows system to the
market by several years, but Microsoft nearly drove Apple out of business.



3 Analysis of Differences Between Software and Appliance Productions

What are the differences between appliances and software that might account for this observed difference
in quality?

Certainly software is more complex and has more states than do vacuum cleaners. However, a television
and a video cassette recorder are systems of moderate complexity matching that of many programs. Indeed,
these machines probably implement some of their functionality with a computer and software.

Certainly the environment on which software runs is more varied than that on which appliances run.
Software must run on a variety of CPUs and operating systems and flavors thereof. Appliance environments are
far simpler, consisting of an electrical outlet and the television signals coming through a cable wire or over the
air. However, in my case, all my PCs had very standard configurations. I bought them strictly for use of the
Office programs that were not available on the Sun workstation, on which I do all my real work. I left them in
their original, delivered, presumably standard, configurations. I would have expected the software to have been
tested for running on my configurations.

In my opinion, one key difference is the difference in the warranty that comes with appliances and with
software. An appliance is forced by law in most locales in the U.S. and Canada to have a warranty of fitness for
its purpose. That is, the product is guaranteed to function as what it is. If I buy a television set, the manufacturer
guarantees that it functions as a television set and as a television set as understood by the man in the street.
Mass-produced software, however, traditionally comes with a shrinkwrapped license that says that the
manufacturer warrants almost nothing about the behavior of the software. The manufacturer does warrant the
medium on which one buys the software, the diskettes or the CD ROM. In other words, the manufacturer
refuses to guarantee that Illustrator program actually allows the user to draw pictures, that Word actually for-
mats documents, that PowerPoint actually makes slide shows, and that Universal Translator actually
translates. The software manufacturers refuse to make these guarantees, because they are not required to by
law, as are appliance manufacturers, and the software customers let them get away with it. What manufacturers
are not required to do, they do not do, and the customers suffer.

Another key difference is the difference in liability borne by the producers of appliances and software.
Appliance manufacturers are liable for damages caused by correctly used or malfunctioning appliances.
Software producers disclaim almost all liability in their shrinkwrapped licenses, accepting liability only up to
the cost of the software. Thus, software developers do not have to be as careful with their mass-market products
as appliance manufacturers do.

3.1 Warranties

This section examines some warranties supplied with the software products and appliances described in
Section 2. Each warranty’s text is quoted in a sans serif font, allowing the quotation to be distinguished from
comments that interrupt the quotation just after the sentences they discuss.

3.1.1 Software Warranties

Adobe’s and Microsoft’s End User License Agreement (EULA) are almost identical. Therefore, only one
is quoted here. Adobe’s EULA says:

5. Limited Warranty. Adobe warrants to you that the Software will perform substan-
tially in accordance with the Documentation

Who gets to decide how large the deviation from the documentation-described behavior is allowed and the
software is still considered to perform substantially in accordance with the documentation?

for the ninety (90) day period following your receipt of the Software.

The warranty applies for only 90 days, as if the software decays and might start to perform differently after 90
days. It sounds like this warranty provision was written to get mostly computer-and-software-illiterate legisla-
tors off the producer’s back and mimics the warranty given with products that can decay and go bad after a



period of use. Ninety days would seem a reasonable amount for the producer to stand behind such a decaying
product. I am quite sure that some computer-and-software-illiterate people think that software decays.

[missing details dealing with fonts that are translated to other formats; the warranty does not
apply to these other formats.]

To make a warranty claim, you must return the Software to the location where you
obtained it along with a copy of your sales receipt within such ninety (90) day period.
If the Software does not perform substantially in accordance with the Documentation,
the entire and exclusive liability and remedy shall be limited to either, at Adobe’s
option, the replacement of the Software or the return of the license fee you paid for
the Software.

The producer gets to choose the remedy, not the customer. Moreover, The producer is permitted to replace the
software, as if a different copy of the software will behave differently. Here again, it sounds like this provision
is written to get naive legislators off the producer’s back with something that makes it appear that the producer
is really trying to get to the user something that works. I hope that the customer can force the supplier to adopt
the money-back remedy when it is clear that another copy of the same program is going to perform exactly the
same as the non-conforming copy.

ADOBE AND ITS SUPPLIERS DO NOT AND CANNOT WARRANT THE PERFOR-
MANCE OR RESULTS YOU MAY OBTAIN BY USING THE SOFTWARE OR DOCU-
MENTATION. THE FORGOING STATES THE SOLE AND EXCLUSIVE REMEDIES
FOR ADOBE’S OR ITS SUPPLIER’S BREACH OF WARRANTY. EXCEPT FOR THE
FORGOING LIMITED WARRANTY, ADOBE AND ITS SUPPLIERS MAKE NO WAR-
RANTIES, EXPRESS OR IMPLIED, AS TO NONINFRINGEMENT OF THIRD
PARTY RIGHTS, MERCHANTABILITY, OR FITNESS FOR ANY PARTICULAR
PURPOSE.

In any case, the producer denies, and shouts this denial of, any warranty for what really matters, in particular
for merchantability and for fitness for any purpose, including for the very purpose of the software. Note that all
non-software products are warranted by law in the U.S. and Canada for merchantability and for fitness for their
stated and implied purposes.

Some states or jurisdictions do not allow the exclusion of implied warranties or limita-
tions on how long an implied warranty may last, so the above limitations may not
apply to you. To the extent permissible, any implied warranties are limited to ninety
(90) days. This warranty gives you specific legal rights. You may have other rights
which vary from state to state or jurisdiction to jurisdiction. For further warranty infor-
mation, please contact Adobe’s Customer Support Department.

The reality is that very few places do not allow exclusion of implied warranty for software products.

Elsewhere in the license, it is written:

This package contains software (‘‘Software’’) and related explanatory written materi-
als (‘‘Documentation’’).

Adobe Illustrator 7.0 and Microsoft Office ’97 come with reasonably good, descriptive manuals describing
some typical scenarios the users might wish to do. Therefore, it might appear that the software is being war-
ranted to behave as the manual says it does. However, the warranty specifies only substantial compliance with
the written documentation, not complete compliance. Who decides how much compliance is substantial
enough? In addition, it might be that the software can do all the scenarios that are described in the manual, as
these were the test cases. Certainly the developer had to get these examples running to get the pictures of the
screen that are shown in the manual. However, the software does nothing more general, because the manual
describes all the test cases. In other words, the documentation means only what it says and not what the average
reader generalizes it to say.



The only written material I find in many packages these days is a manual describing only installation.
Given the typical EULA as described above, perhaps the producer is warranting only that the installation, and
not necessarily the program, will perform substantially, but not necessarily completely, in accordance with the
documentation provided. Of course, there is the help system providing documentation, but if the software does
not run, and the help system does not work, does that mean that the software is effectively not documented or
that if the user cannot get to the documentation, any behavior is allowed for the software because it is undefined
in the documentation?

Clearly, the warranty accompanying software is next to useless except for getting one’s money back if
the software does not work.

3.1.2 Appliance Warranties

The Hoover vacuum cleaner comes with a warranty that says:

Full One Year Warranty (Domestic Use)

Your HOOVER appliance is warranted in normal household use, in accordance with
the Owner’s Manual against original defects in material and workmanship

The warranty covers all defects in what comes from the manufacturer. There is no concept of performing only
substantially as a vacuum cleaner. The appliance must perform completely as a vacuum cleaner from the begin-
ning.

for a period of one full year from date of purchase. This warranty provides, at no cost
to you, all labor and parts to place this appliance in correct operating condition during
the warranted period.

Hoover is saying that it will make the appliance work, by replacing whatever is necessary and doing whatever
work is necessary to get it running. Presumably, Hoover could replace all parts together as a unit, that is, pro-
vide a whole new vacuum cleaner.

This warranty applies when the appliance is purchased in the United States including
its territories and possessions, or in Canada, or from a U. S. Military Exchange. Appli-
ances purchased elsewhere are covered by a limited one year warranty that covers
the cost of parts only.

While a customer might not be covered for labor costs outside the U.S. and Canada, the parts and presumably a
replacement are covered. Also, if Hoover has built the vacuum cleaner well enough to be sold in the U.S. and
Canada, the vacuum cleaner will in all probability not need any such repair. Thus, the lack of a full warranty is
not disturbing.

This warranty does not apply if the appliance is used in a commercial or rental appli-
cation.

Hoover is covering only normal household use, not heavy-duty use.

Warranty service can only [sic] be obtained by presenting the appliance to one of the
following authorized warranty service outlets. Proof of purchase will be required
before service is rendered.

1. Hoover Factory Service Centers.

2. Hoover Authorized Warranty Service Dealers (Depots).

[details on servicing omitted]

This warranty does not cover pick up delivery, or house calls; however, if you mail
your appliance to a Hoover Factory Service Center for warranty service, transporta-
tion will be paid one way.



While this warranty gives you specific legal rights, you may also have other rights
which vary from state to state.

The contrast is striking. For the vacuum cleaner, I got a full, unlimited warranty, and I did not need it. More-
over, I still have a fully functioning vacuum cleaner. For Illustrator, I got a limited warranty, and needed a full
warranty, as the limited warranty did not provide a useful remedy. A new copy would behave as the one I had
and my money back would leave me with no Illustrator.

The Sharp microwave oven comes with a warranty that says:

SHARP LIMITED WARRANTY

Consumer Electronics Products
Congratulations on your purchase!

Sharp Electronics of Canada Ltd. (hereinafter called ‘‘Sharp’’) gives the following
express warranty to the first consumer purchaser for this Sharp brand product, when
shipped in its original container and sold or distributed in Canada by Sharp or by an
Authorized Sharp Dealer:

Sharp warrants that this product is free, under normal use and maintenance, from any
defects in material and workmanship. If any such defects should be found in this pro-
duct within the applicable warranty period, Sharp shall, at it’s [sic] option, repair or
replace the product as specified herein.

The product must perform completely as a microwave oven, and there is no concept of behaving only substan-
tially like a microwave oven. Also, Sharp is guaranteeing that the customer will have a microwave oven
somehow, and that he or she will never have to settle for money back and no microwave oven.

This warranty shall not apply to; [sic]

(a) Any defects caused or repairs required as a result of abusive operation, negli-
gence, accident [sic] improper installation or inappropriate use as outlined in the
owner’s manual;

(b) Any Sharp product tampered with, modified, adjusted or repaired by any party
other than Sharp, Sharp’s Authorized Service Centres or Sharp’s Authorized Servic-
ing Dealers;

(c) Damage caused or repairs required as a result of the use with items not specified
or approved by Sharp, including but not limited to, head cleaning tapes and chemical
cleaning agents.

(d) Any replacement of accessories, glassware, consumable or peripheral items
required through normal use of the product, such as earphones, remote controls, AC
adaptors, batteries, temperature probe, stylus, trays, filters, etc.

(e) Any cosmetic damage to the surface or exterior that has been defaced or caused
by normal wear and tear.

(f) Any damage caused by external or environmental conditions such as liquid spillage
or power line voltage, etc.

(g) Any product received without appropriate model and serial number identification
and/or CSR markings.

(h) Any consumer products used for rental or commercial purposes.

Sharp is careful to exclude causes of damage that are not its fault or are the fault of the customer or normal



wear and tear. Notice that nothing for which the customer would really expect Sharp to be responsible has been
excluded.

Should this Sharp product fail to operate during the warranty period, service may be
obtained upon delivery of the Sharp product together with proof of purchase to an
Authorized Sharp Service Center or an Authorized Sharp Servicing Dealer.

[details on servicing omitted]

This warranty constitutes the entire express warranty granted by Sharp and no other
dealer, service center or their agent or employee is authorized to extend, enlarge or
transfer this warranty on behalf of Sharp.

The period of the microwave warranty is defined elsewhere in a table.

WARRANTY PERIODS

...
2 years (magnetron 3 additional years part warranty only)Microwave Oven

...

The limited warranty period is a recognition that an appliance decays and that it cannot operate like new for-
ever.

Basically, for appliances, manufacturers warrant that there are no defects, that the appliance behaves as it
is specified, and that they will make the appliance run if the customer finds a defect within the warranty period.

It is my belief that if laws were changed forcing software manufacturers to guarantee fitness for purpose
or functionality, their procedures would change so that software is released only after the same kind of quality
control that appliances are subjected to.

3.2 Liability

This section examines the liabilities borne by the producers of the software products and appliances
described in Section 2. Appliance manufacturers are held liable for damages caused by their appliances, e.g., if
an appliance blows up, catches fire, etc. Furthermore, if it can be shown that the manufacturer failed to apply
accepted quality control procedures for the engineering disciplines involved in the manufacture, the manufac-
turer can be judged willfully negligent and can be assessed punitive damages. Consequently, an appliance
manufacturer applies whatever methods are available for predicting behavior and assuring quality of its pro-
ducts, including testing and modeling. It also arranges for independent verification and validation (IV&V), for
example, by the Underwriters’ Laboratory, as part of the process of determining the cost of its liability
insurance.

The Hoover vacuum cleaner warranty has no limitation of liability whatsoever. The Sharp microwave
oven warranty has a limitation of liability.

To the extent the law permits, Sharp disclaims any and all liability for direct or indirect
damages or losses or for any incidental, special or consequential damages or loss of
profits resulting from a defect in material or workmanship relating to the product,
including damages from loss of time or use of this Sharp product. Correction of
defects, in the manner and period of time described herein, constitute complete
fulfillment of all obligations and responsibilities of Sharp to the purchaser with respect
to the product and shall constitute full satisfaction of all claims, whether based on con-
tract, negligence, strict liability or otherwise.

In many places, the law does not permit Sharp to disclaim all liability, particularly of damages or loss caused by
a functioning or malfunctioning product. In other words, if a correctly used microwave oven explodes, Sharp is
liable for the damages and loss caused by the explosion.



Software developers suffer no such liability. There are few laws specifying their liability. Furthermore,
they usually write into their shrinkwrap, mass market licenses a disclaimer for liability for damages beyond the
cost of the software itself. Adobe’s EULA shouts out a very strong limitation on liability; Microsoft’s EULA
has a very similar shouted limitation on liability.

6. Limitation of Liability. IN NO EVENT WILL ADOBE OR ITS SUPPLIERS BE
LIABLE TO YOU FOR ANY CONSEQUENTIAL, INCIDENTAL, OR SPECIAL DAM-
AGES, INCLUDING ANY LOST PROFITS OR LOST SAVINGS, EVEN IF ADOBE
REPRESENTATIVE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAM-
AGES, OR FOR ANY CLAIM BY ANY THIRD PARTY. Some states or jurisdictions
do not allow the exclusion or limitation of incidental, consequential or special dam-
ages, so the above limitation may not apply to you.

In most jurisdictions, the producer has no liability whatsoever for any damages caused by the software’s inabil-
ity to do its function or for any damage done by malfunctioning software. The consumers accept the useless
warranty and the limitation of liability. More than that, consumers accept the poor quality software and keep
paying for upgrades, which are often little more than corrections of flaws in a product that they already paid for.

It is my belief that if laws were changed forcing liability on software developers, their procedures would
change to use all available methods for assuring quality, including inspections, testing, IV&V, and even formal
methods. They will do anything to stave off a claim of willful negligence in the event of damages from the exe-
cution of their software.

3.3 Mass-Market vs. Bespoke Software and Negotiating Power

Note again that I am talking about consumer software developed at a producer’s own expense and risk
for the mass market. For bespoke software, especially for systems with high reliability and safety concerns such
as in aircraft, automobiles, telecommunications, and process control, the producer warrants the product and is
subject to liability as a result of the contract negotiated face to face between the client and producer. Here, the
client has the power to force the producer to warrant the product and accept liability, because the client can
always go to another producer. In the consumer market, in which there is no face-to-face negotiation of a con-
tract, a contract warranting nothing and limiting the producer’s liability is foisted on the consumer through the
shrink-wrap mechanism. Because for a given function, there is often only one product that runs on a customer’s
system or that all those interacting with the customer can use, the customer is forced to accept this product and
its license; the producers have the power to force consumers to accept an agreement that strongly favors the
producers. Perhaps this imbalance of power is the reason that consumers accept the poor quality of software
and the unfavorable terms of the shrinkwrap consumer software license agreement.

3.4 Wrap Up

This discussion of warranty and liability is best concluded by examining a letter written by Justus Pen-
dleton of Somerville, MA to IEEE Computer, January 1999 [28]. The letter was written ostensibly to to point
out that it is no easier to verify fitness for use of normal commercial shrinkwrapped software than of open-
source software. He was replying to an earlier letter to the same journal that claimed that open-source software
offers full protection only if the user has the resources to conduct a full inspection. Pendleton wrote:

There is a fitness-for-use disclaimer in virtually all software that usually says something to the
effect ‘‘this [information, computer program] is being provided with all faults, and the entire
risk as to satisfactory quality, performance, accuracy, and effort is with the user.’’ The buyer
of shrinkware as to either take the vendor’s word that the software is fit to use or subject it to
black-box testing (the results of which cannot be published without the vendor’s explicit and
prior permission), which is arguably more difficult that a thorough inspection of source code.
... These are the same vendors that tell us the next version, which is due out next month
sometime, will fix all the problems we are having.



4 Quality Assurance Methods and Warranties and Liabilities

In a number of engineering disciplines, there are systematic and sometimes formal procedures for
verification and validation that are to be followed while the product is in design stage. Electrical engineers rou-
tinely apply mathematical models of electronics to determine if their designs will function correctly and will
meet safety requirements. Civil engineers and architects routinely apply mathematical models of structures to
verify that the structures they are designing will support the load to which they will be subjected and that they
will withstand the environmental forces that may push on them. The reason that these engineers routinely apply
their QA procedures is that if they do not and the product does not work as it is supposed to, their employers
may be inundated by customer complaints, may suffer massive returns with refunds, and may, in the worst case,
be sued for damages. The employers may then take disciplinary and, in some cases, job action against the
engineers responsible for the malfunctioning product. Also, if these engineers do not apply their QA procedures
and the product causes damages, the failure to apply the QA procedures in the construction of the product may
subject the manufacturer to a negligence claim and punitive damages beyond the just the base cost of the dam-
ages.

In these engineering disciplines, the manufacturers establish procedures to be followed during design,
development, and manufacturing. These procedures include a variety of tests, ranging from inspection of docu-
ments, through actual usage of prototypes of and samples of the developed products, to exercising mathematical
models. The manufacturers require employees to follow these procedures and to document that they have fol-
lowed the procedures. The documentation may be subpoenaed in a damages lawsuit. Failure to follow these
procedures subjects the offending employee to disciplinary action and, in some cases, job termination. These
procedures and penalties for failure to follow the procedures is the manufacturer’s best defense against a negli-
gence claim.

The professional requirements for a medical doctor or physician are instructive. A physician is held to
the standard of care in his or her community. Failure to provide at least the current standard of care may sub-
ject the physician to a negligence complaint and to malpractice action. The definition of this standard varies
and depends on

1. what is taught at medical school,

2. the results of recent medical research, and

3. what the physicians in the community regularly do, given the resources available.

The community standard of care is determined case-by-case in malpractice cases from the testimony of
expert witnesses, usually other physicians*.

In medicine, the standard of care for a community is a baseline and may not be all that close to the state
of the medical art. It consists of what the doctors in the community consider to have been demonstrated as
effective treatment, modulo the facilities and resources available to carry it out. While it is not required for a
physician to apply the latest treatments, which may be only experimental, it is not an acceptable defense in a
malpractice suit to say that the applied out-of-date treatment is what the physician learned in medical school.
The physician is required to keep up to date and learn new treatments that have been demonstrated effective
against diseases in his or her specialty. The standard of care for a community evolves continually with new
treatments established by research as effective.

Anyone with a duty to be careful in a treatment is considered negligent and is liable for damages if he or
she has not applied the accepted standard of care, the care causes damages, and there was no independent, inter-
vening cause of the damages. The standard of care is higher for a relevant professional than for others. For a
non-physician, the standard of care for medical treatment is what the reasonable person-in-the-street would do
in the circumstances. For the professional physician, not to apply the community’s standard of care for

hhhhhhhhhhhhhhhhhh
* These expert witness doctors are paid by one side or another in the case. Thus, it is not hard to find doctors who, for a fee, will testify that
another doctor’s care was not up to the standard of care for the community. It is also not hard to find other doctors who, for a fee, will testify
to the exact opposite. In the end the judge or the jury have to decide if the care was up to the standard.



physicians is considered malpractice.

In medicine, the standard of care does not require using not-yet-widely used treatments and, in fact, may
require not using them, especially if they are as yet unproved. However, in other areas, one might be expected
to use a new technology even it is not yet widely used. In such a case, the standard of care drives adoption of
new techniques. There was a famous case from the 1920s or 1930s in which the operators of a tugboat, the T. J.
Hooper, were held liable for the boat’s sinking in a storm because there was no radio on board with which to
listen to weather reports. The operators were held liable even though, at the time, most boats did not have
radios. This case spurred the adoption of radios as standard equipment on board boats.

5 Loss of Exclusion of Warranty and Liability

What will happen if warranty and liability limitations for software producers are brought in line with
those of other manufactured products, and software producers become as accountable for product quality as
other manufacturers. Please allow me to speculate. I believe that the software producers will have to start
applying community and professionally accepted standards of care, both to produce more reliable software and
to serve as a defense against liability should products cause damages despite the care. They will need to estab-
lish procedures that must be followed during specification, design, development, and deployment. These pro-
cedures will include a variety of tests, ranging from inspection of documents, through uses of prototypes and
production code in runs against test data, to formal model checking and verification. They will require the
software engineers working for them to follow these procedures and to document that they have done so.
Finally, they will provide for disciplinary action and even job termination for failure to follow these procedures.

Similar procedures are established by many software producers in order to obtain CMM or ISO 9000
certification [27]. Because of the artificial imposition of the procedures that have no observable direct positive
impact and seem to mire a project in process, many employees doubt the effectiveness of the procedures and
may even subvert their imposition. Moreover, many software manufacturers, with no chance for or interest in
government contracts, simply do not bother with certification at all. Loss of warranty and liability limitation
will force all software producers to adopt systematic QA procedures, possibly those suggested by CMM or ISO.
In addition, the effect of failure to follow the procedures will be felt more directly and swiftly, in the form of
job and legal actions, thus encouraging better compliance by employees.

Indeed, here we may have the solution to the inexorable pressure of the rush to market that give a high
incentive to premature release of software. The loss of warranty and liability limitation changes the economics
of early release. Early release may increase exposure to warranty and liability claims, which can be very costly.
Thus, there would be a higher incentive to slowing down to release higher quality SW. It would become a tra-
deoff of exposure to warranty and liability claims versus loss of market.

These procedures will become the accepted standard of care against which all work will be compared,
particularly if the work has led to a substandard product or one which has caused damages. Of course, in
software development, the standard of care will vary depending on the product. The more critical the product,
the higher the standard of care for its development. For software driving a system on which lives depend, the
standard of care will be considerably higher than for software driving a recreational game. For some life-critical
systems, the standard of care would likely include formal methods such as model checking and possibly even
formal verification. For a program to play solitaire, the standard of care would be considerably lower, probably
including only inspection and basic testing.

The standard of care for software development will depend on

1. what is taught in software engineering degree programs,

2. the results of recent software engineering research, and

3. what software engineers in the community regularly do, given the resources available and the domain
of the software.



Quite likely software engineering will be judged to be a field in which new techniques, not yet widely
adopted, will be expected to be used when the situation warrants it.

Where are formal methods in all of this? Formal methods are taught in software engineering degree pro-
grams, formal methods are explored in software engineering research, formal methods are used in the most crit-
ical projects. Finally, formal methods, while not widely adopted, have been shown to be of benefit in develop-
ment of critical software. Therefore, it seems clear that formal methods will be part of the standard of care for
some software developments and that the exposure of software producers to liability will drive them to adopt
formal methods for the development of critical software, and possibly, of some less than critical software.

6 The Software Engineering Profession

There is a move to make software engineering a full-fledged engineering profession [24, 25]. Just as the
practitioners of other professions, engineering, medicine, or others, are expected to apply the profession’s stan-
dard of care in their work or face malpractice action, so will the software engineer be expected to apply
software engineering’s standard of care. After all, an engineer’s responsibilities include making sure products
he or she produces are fit for use, contrary to what current software warranties claim. If this standard of care
includes formal methods, software engineers would be compelled to apply formal methods in appropriate cir-
cumstances. The software engineer who does not apply this standard of care would find himself out of a job or
facing legal malpractice action.

Normally, the company that produces a product is liable for the product and the individual employees are
not. However, an individual licensed engineer assumes liability for those products whose fitness he or she has
guaranteed with his or her signature. This liability borne by the licensed engineer who signs off on a product is
scary and probably accounts for the resistance of many current software developers, who call themselves
“software engineers”, to licensing of software engineers under standard engineering charters. The engineer can
lose his or her profession and face severe legal consequences if a product he or she develops and guarantees
fails.

7 Conclusion

Once product warranty and liability applies to software products, a producer of software will be com-
pelled not to release software until it can guarantee that it behaves as it is supposed to, for fear of consequences
such as a flood or complaints, having to refund lots of buyers, having to recall the product, having to stand
behind a faulty product, and possibly even paying damages if the product causes damage as a result of not
behaving as it is supposed to. I believe that to meet the required level of quality, software producers will be
force to establish systematic QA procedures. They will be forced to put teeth into the procedures in order to
force employees, the software engineers, to comply with these procedures. The software engineers will face
disciplinary action and possible termination for failure to follow the procedures. The procedures will likely
include formal methods for certain classes of critical systems.

Perhaps one day, commercially available software will be as reliable as commercially available appli-
ances. While appliances are by no means pefect, they are a whole lot more reliable than software. I could live
with software being as good as my microwave oven!

8 Added in Proof

Just as I was preparing this paper for submission, an extremely relevant article authored by Joseph Menn,
a Times staff writer, appeared in the newspapers on 4 February 2000. It also appeared in the WWW at

http://www.latimes.com/
business/updates/lat_rights000204.htm.

The article at the web site is titled “Software Makers Aim to Dilute Consumer Rights” with a subtitle of “Tech-
nology: Companies push legislation at state level that would dramatically alter contract law in their favor.”

Microsoft Corp. and other powerful software companies are quietly pushing state



legislation across the nation that would dramatically reduce consumer rights for indivi-
duals and businesses who buy or lease software and database information.

The push comes as software companies are beefing up their lobbying effort to pass
favorable laws while their industry is at peak popularity among politicians who want to
keep their local economies booming, consumer groups say.

“[This] is an example of newly powerful software giants using the promise of high-tech
jobs to push through legislation that restricts consumer and business-customer
rights,” said James Tierney, former Maine attorney general, who opposes the effort.

The tech bills spring from a proposal with an arcane name, the Uniform Computer
Information Transactions Act (UCITA). Should states pass this legislation, the impact
on consumers would be dramatic:

....

But in dozens of ways, large and small, the bills tip the balance of power toward
software companies, according to law professors, consumer groups, more than 20
state attorneys general and some corporate software buyers that are beginning to
organize an opposition to the UCITA campaign.

If these UCITA-sponsored bills pass, “it will dramatically change the law,” said Her-
schel Elkins, head of the California attorney general’s consumer department. He said
the legislation would put buyers into a legal corner with little way out. “It’s pay first,
find out what you bought later,” he said. “The refund right disappears when you click
twice on ‘I agree.’ ”

...

“It’s very difficult to understand,” [Temple University law professor Amy] Boss said of
the bill. Under the legislation, customers who install software in their computers have
already lost some of their basic rights, she said. The tech bill “gives the consumer no
way to disagree with the terms,” she said.

Microsoft’s [Rick] Miller declined to discuss some of the complex bill’s provisions.
Other supporters of the legislation said its critics misunderstand the effect of the
measure.

It can be even worse than I thought. In Section 3.3, I observed that the public seems to accept software produc-
ers’ claims of no warranty and no liability. However, it is not clear that the courts would accept these claims if
enough members of the public were to sue. The courts would likely apply standards for normal consumer pro-
ducts, if for no other reason than judges and juries really do not understand software. UCITA, however, would
override any such court decision by explicitly legislating the provisions of no warranty and no liability found in
most shrink-wrapped licenses.
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Static Analysis for Program Generation Templates1
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Abstract

This paper presents an approach to achieving reliable cost-effective software via automatic program
generation patterns.  The main idea is to certify the patterns once, to establish a reliability property for all
of the programs that could possibly be generated from the patterns.  We focus here on properties that can
be checked via computable static analysis.  Examples of methods to assure syntactic correctness and
exception closure of the generated code are presented.  Exception closure means that a software module
cannot raise any exceptions other than those declared in its interface.

1. Introduction

Our goal is to provide cost effective means for creating reliable software.  We are addressing the
issue by improving the technology for automatic software generation, with particular attention to
reliability issues.

We take a domain specific view of this process: a domain is a family of related problems addressing
a common set of issues. A domain analysis identifies the problem and issues, formulates a model of these,
and determines a corresponding set of solution methods. Users of the proposed computer-aided software
generation system describe their particular problem using a domain specific problem modeling language
that provides concrete representations of problems in the domain. The system then automatically
determines which solution methods are applicable, customizes them to the specific problem instance
described using the modeling language, and then automatically generates a program that will solve the
specified problem.

We seek to provide tool support for the above process that can be applied to many different problem
domains, and that can generate code in any programming language. Therefore we seek uniform and
effective methods for generating software generators of the type described above, given definitions of the
problem modeling language, the target programming language, and the roles for synthesizing solution
programs. A simple architecture for this process is shown in Figure 1.

The specific goals of this paper are: (1) to provide a simple example of a language for expressing
software patterns that are specific enough to be used as synthesis rules and (2) to provide examples of
static rules in this language. We address the problems of certifying that all programs which can be
generated from a given set of rules: (1) are syntactically correct and (2) will not raise any exceptions other
than those explicitly specified in an interface description.

This is a step towards a coordinated system of static and dynamic checks, to be performed on
program synthesis rules. Our hypothesis is that the most cost effective way to improve software quality is
to systematically improve and certify the rules used to generate a domain-specific software generator.
This approach directly addresses the issue of correctly implementing given software requirements. It also
indirectly addresses the issue of getting the right requirements, because it should eventually enable rapid
prototyping of product quality systems by problem domain experts, who need not be software experts. If
the requirements are found to be inappropriate, the domain experts will simply update the problem models
and regenerate a new version of the solution software.

We will refer to the software generation patterns as templates.  Our rationale for the claim of cost
effectiveness is that the benefits of quality improvements to the templates can be extended to all past and
future applications of the generators - by regenerating the generator using the improved templates and
then regenerating the past applications. The regeneration process can be completely automated, thereby
reducing labor costs, eliminating a source of random human errors, and speeding up the process of
repairing a known fault throughout a large family of software systems.

                                                            
1 This research was supported in part by the U. S. Army Research Office under contract/grant number
35037-MA and 40473-MA, and in part by  DARPA under contract #99-F759.



The relation to the theme of this workshop is that fast moving scenarios can be addressed by
automatically generating new variants of the software that reflect changing issues in the problem domain.
Our approach should reduce the explicit quality assurance efforts needed each time the software is
changed. By amortizing the quality assurance effort applied to the template over many applications of the
same templates, we can reduce quality assurance costs. The benefits increase with the number of systems
generated from the same templates.

Figure 1.  Model-Based Software Generator Architecture

This paper focuses on static checks that can be completely automated. Our research is also addressing
testing and debugging of program synthesis rules and proofs of rule properties that require human
assistance with deeper reasoning. These efforts are outside the scope of the current paper, which is
organized as follows:

•  Section 2 formalizes software generation patterns and defines a uniform construction to
obtain a template language for any target programming language.

•  Section 3 describes methods for statically certifying syntactic correctness generated code,
and gives an example.

• Section 4 does the same for analysis of exceptions.
• Section 5 contains comparisons to previous work
• Section 6 presents conclusions.

2. Template Languages

The purpose of a template language is to define software synthesis patterns for a given target
language. We create such languages based on a functional object model of code generation templates. We
take a functional (i.e. side-effect-free) approach because this simplifies the algebraic basis of the approach
and supports effective static analysis methods such as those presented in Section 3 and 4.
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We view template languages as extensions of the corresponding target programming languages.
Because many different programming languages are created, we will need many different template
languages. However, all of these can be defined at once by providing uniform construction such as that
shown in Figure 2.

This is a very simple construction, but it is very expressive. In addition to providing substitution of
actual values for generic parameters, as in the generic units of Ada and the templates of C++, our
construction includes conditionals that are evaluated at code generation time, and the ability to invoke
other templates. Recursion is included.

Template_language = {template, formal_def, template_expression}

DEF_TEMPLATE(id[template], type, seq[formal_def], template_expression):
template      -- where type º ∈ target_language

DEF_FORMAL(template_parameter, type): formal_def
-- declares the type of a formal parameter

template_parameter < {id[any], template_expression}
IF(template_expression, template_expression, template_expression):

template_expression
APPLY(id[template], seq[template_expression]): template_expression

template_expression < target_language

Figure 2.  Template Abstract Syntax

The construction depends heavily on the use of inheritance in object-oriented modeling of
programming languages. The situation is illustrated in Figure 3.

Figure 3.  Generic Template Language

In object-oriented modeling, class-wide types2 are viewed as open and extensible. Specifically, each
time we add a subclass with a new constructor, we add more instances to the class-wide type, thus
extending its value set.

We model the abstract syntax of a language using a type for each kind of semantic entity. In a
properly constructed abstract syntax, there should be one such type for each non-terminal symbol. Each
constructor of these types corresponds to a production of the grammar. Subclass relationships, denoted by
"≤", specify that every instance of the subclass is also an instance of the parent class. Multiple inheritance
is allowed. For example, in line 6 of Figure 2 says that every template parameter is a kind of identifier,
and also is a kind of template expression. This kind of subclass relationship is used to incorporate
reusable types in a library of programming language building blocks, such as identifiers, and to specialize
reusable concepts to the application, such as template expression. If T is a type and S is a set of types,
T<S means T is a subclass of each element of S. This represents multiple inheritance.

                                                            
2 This is Ada 95 terminology.  The instances of a class wide type include its direct instances and those of
all its subclasses, transitively.
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Subclassing is also used to interface between a target programming language and its extensions. In
Figure 2, "target-language" denotes the set of types comprising the abstract syntax of the target language.
Figure 4 shows a very simple example of a target language that illustrates how this works.

target_language = (stmt, exp)

assign(var, exp): stmt
if(exp, stmt, stmt): stmt

integer < exp    -- integer literals
var < {id[any], exp} -- program variables
apply(id[function], seq[exp]): exp -- operations

subtype rule:  x < y ==> id[x] < id[y] where x, y ∈  type

Figure 4.  Example: Micro Target Language

The example in Figure 5 defines a code generation pattern that embodies Newton’s method for
polynomial evaluation, which is optimal in terms of number of evaluation steps needed. This is a very
simple example of a code generation pattern that is nevertheless realistic, because it embodies a solution
method. The example also illustrates the use of all the constructs in the template language. We use infix
syntax for the exp constructors * and + to improve legibility (e.g. x*y is short for the term apply(*, x, y)).

An additional benefit of considering the abstract syntax to be an algebra rather than a tree is that we
can used well-studied transformation rules. In particular we can associate equational axioms with the
programming language types that define normal forms.  Figure 5 illustrates the use of such axioms as
rewrite rules that simplify the code produced by the generator in a follow-on normalization process. This
is one way to incorporate optimizations into the program generation process, which is useful for
unconditional transformations.

TEMPLATE evaluate_polynomial (v: var, c: seq[integer]): exp
       -- c contains coefficients of a polynomial, lowest degree first
       IF not (is_empty (c) )   -- use operations of boolean and seq
       THEN v * (evaluate_polynomial (v, rest(c))) + first (c)
       ELSE 0
END TEMPLATE

 Template application evaluate-polynomial(x, [1, 2, 3]) generates
        x * (x * (x * 0 + 3) + 2) + 1

Normalization with integer rules i * 0 = 0, i + 0 = i reduces to
                                     x * (x * 3 + 2) + 1

Figure 5.  Example: Generation Pattern

Code generation using the template language is a very much like evaluation in a functional
programming language with call-by-value semantics. Analysis of templates can take advantage of
equational reasoning, substitution, and structural induction. The limitation to primitive recursion
facilitates the latter. The recursion in the example is structural because rest is a partial inverse for the
sequence constructor add (i.e. rest(add(x, s)) = s).

3. Syntactic Correctness of Generated Code

We treat the abstract syntax structures of the target language as the values of the abstract data types
representing the programming language. We require these types to provide a pretty printing operation that
outputs such objects as text strings according to the concrete syntax of the target language, with a
readable format. Establishing correctness of these pretty printing operations is straightforward, and in fact
their implementations can be generated from an appropriately annotated grammar for the concrete syntax.

Given trusted pretty printing operations for the object model of the target language, syntactic
correctness of the output reduces to the type-correctness of the ground terms generated by the evaluation



of the templates. This can be checked using a simple type system for the template language and
conventional type checking methods. Note that we are referring to the types associated with the signatures
of the constructors in the object model of the target programming language, rather than the types within
the target programming language, which may not even be a typed language. The process is illustrated
Figure 6. The computed type annotations are shown in italics. The type annotations associated with the
implicit induction step, where the type signature of the template itself is used, is highlighted in bold
italics. The indentations of the type annotations reflect the structure of the derivation.

TEMPLATE evaluate_polynomial (v: var, c: seq[integer]): exp
  IF not (is_empty (c : seq[integer]  ) : boolean ) : boolean

THEN + (  * ( v   : var,
evaluate_polynomial

(v : var ,
rest(c: seq[integer] ) : seq[integer]) : exp

   )  : exp
first (c: seq[integer] )        : integer

            ) : exp
--term form of v* evaluate_polynomial (v, rest(c)) + first (c)

ELSE 0           : integer
END TEMPLATE

Types conform because integer < exp and var < exp

Relevant signatures: +(exp, exp) :exp, *(exp, exp) :exp,
first(seq[T]): T, rest(seq[T]): seq[T],
is_empty(seq[T]): boolean, not(boolean): boolean

Figure 6.  Example: Syntactic Correctness of Generated Code

Note that induction has been carried out implicitly, as a routine step of the type checking calculation.
This is sufficient to establish partial type correctness of the templates, which implies syntactic correctness
of all code that could be generated by the template, it does not automatically guarantee total correctness,
because we still have the possibility that evaluation of the template might fail to terminate.

Total correctness is established by the type check if we check that all recursions are primitive. The
example satisfies this condition because rest is a partial inverse of the compound sequence constructor;
rest(add(x,s)) = s. This means that the induction is in fact structural, and hence that evaluate_polynomial
is total.  Thus the template will produce syntactically correct code for all input values that conform to the
type signature of evaluate_polynomial.

We note that given declarations of the target language constructors that define the abstract syntax and
the corresponding partial inverse operations, it is straightforward to automatically check that all recursive
calls are primitive with respect to any given parameter position. This implies that structural induction can
be applied uniformly and completely automatically in this context. Furthermore, our experience suggests
that structural recursions are sufficient to define the code generation templates needed in practice, and that
template designers can live within the restriction to structural recursions without undue hardships.

4. Exception Closures for Generated Code

One common source of software failure is unhandled exceptions. This section explains a method for
certifying that all programs generated from a given template cannot generate any unhandled exceptions
when placed in a context that handles a specified set of exceptions.

Our approach is to refine the type system to record the set of exceptions that might be raised by the
evaluation of any expression of the target language. A similar structure can be used to analyze the set of
exceptions that might be raised by execution of a statement of the target language.



The refinement replaces the single target language type exp with a parameterized family of types
exp[set[exception]]. The intended interpretation of this type structure is that evaluation of an expression
of type exp[S] might raise an exception e only if e∈S. Since we do not require all exceptions in S to be
producible, this family of types has a rich subclass structure defined by the following relation:

S1⊆ S2  ⇒  exp[S1] ≤ exp[S2]

The type signatures of an operation are specified explicitly for argument expression type that cannot
raise any exceptions, and are extended to all other types by the following rule, which describes the
essential pattern for propagating exceptions:

F(exp[∅]) : exp[S1] ⇒ f(exp[S2]): exp[S1 ∪ S2]

The rule for operations with multiple arguments is similar. Similar rules apply to language constructs
representing exception handlers. Exception handlers follow rules of the form

(TRY exp[S1] CATCH e USE exp[S2]): exp[(S1-{e}) ∪ S2].

Figure 7 shows the exception analysis for our running example. The parts added to the version in
Figure 6 are underlined.

TEMPLATE evaluate_polynomial (v: var, c: seq[integer]): exp [{ovfl}]
 IF not (is_empty (c: seq[integer] ): boolean ): boolean  
      THEN +(*(v: var,
                     evaluate_polynomial(v: var,

                                  rest(c: seq[integer] ): seq[integer] ): exp [{ovfl}],                  
      first (c: seq[integer] ) : integer ): exp [{ovfl}]

                                     -- term form of  v * evaluate_polynomial (v, rest(c)) + first (c)
         ELSE 0: integer

END TEMPLATE

Types conform because integer < exp[∅] < exp[{ovfl}] and
var < exp[∅] < exp[{ovfl}]

 Relevant signatures: +(exp, exp): exp [{ovfl}], *(exp, exp): exp [{ovfl}],
 first(seq[T]): T, rest(seq[T]): seq[T], is_empty(seq[T]): boolean, , not(boolean): boolean

Figure 7.  Exception Closure of Generated Code

Note that we require the author of the template to specify in the type declaration of a template the set
of exceptions the generated expression is allowed to raise. This acts as an induction hypothesis in our
exception analysis, which is used when analyzing the recursive call of evaluate-polynomial. It also
provides useful information for the user of the generated code.

The analysis shown in the figure establishes a partial exception closure: it guarantees that all
expressions generated by the template can at most raise only the exception ovfl representing integer
overflow.

To establish a total exception closure, we have to address clean termination of the template expansion
at program generation time. The primitive recursion check explained in the previous section guarantees
there will be no infinite recursions, so that termination is guaranteed. However, for clean termination, we
must also check that evaluation of the template will not raise any exceptions at program generation time.

Note that the analysis in Figure 7 addresses run-time exceptions. When viewed as constructors of the
abstract syntax, + and * are total operations. Overflow exceptions can occur only when those expressions
are evaluated, not when they are constructed.



The sequence operators first and rest are different: they are partial query methods of the abstract
syntax, not total constructors. If applied to an empty sequence, they raise a sequence underflow exception.
However, this can occur only at program generation time, not at run time.

To certify clean termination of template at program generation time requires a type refinement to
record sets of possible exceptions and an additional kind of type refinement to record domains of partial
methods such as first and rest. We can introduce a subtype nseq[T, S] < seq[T, S] consisting of the
nonempty sequences, and refine the signatures of the partial sequence operations first and rest as follows.

first(nseq[T, ∅]): T[∅], rest(nseq[T, ∅]): seq[T, ∅]
first(seq[T, ∅]): T[seq_underflow], rest(seq[T, ∅]): seq[T, {seq_underflow}]

Type analysis requires a bit of inference in this case, because we have to use the guard of the
template language conditional IF together with the rule

s : seq[T, S] and not is-empty (s) ⇒  s: nseq[T, S]

This inference is easy because the guard matches the subtype restriction predicate for nseq[T].

This match did not occur by accident - the purpose of the guard is precisely to ensure that the
operations first and rest are used only within their domain of definition. In the interests of being able to
produce certifiably robust code, we claim that it would not be unduly burdensome to require that template
designers associate domain predicates with all partial operations, and use those domain predicates
explicitly in guards whenever they are needed to ensure the partial operators are used within their proper
domains of definition. For example, first could be associated with a domain predicate

first-ok (seq[T]) : boolean   where
first-ok (s) = not (is-empty (s)).

This would enable a fast and shallow analysis of guard conditions to certify absence of exceptions in
cases like this. Some such restriction is necessary for practical engineering support because the problem
of checking whether an unconstrained guard condition implies the domain predicates of arbitrary guarded
partial operations is undecidable.

An alternative is an exception analysis that includes exceptions in the closure even in cases where the
guard condition ensures they will never arise. We suggest that it is more practical to handle a common
subset of efficiently recognizable forms, and to ask designers to work within the constraints of those
recognizable forms. We believe this would be less burdensome than the alternative of manually analyzing
the cases where a type check insensitive to guard conditions would nominate exceptions that cannot in
fact occur, and that it would lead to a more robust software by making it practical to do complete analysis
of exception closures. For example, we could require the example of Figure 7 to be written in a stylized
form that looks like the following:

IF first-ok (c) and rest-ok (c)
THEN ... first (c) ... rest (c) ...

A similar type check would have to be applied to the implementations of first and rest to ensure that they
would in fact terminate cleanly whenever the domain predicates are true.

5. Comparisons to Previous Work

One of our contributions has been to formalize and abstract the idea of a program generation pattern,
to make it independent of the details of the target programming language and the process of instantiating
the patterns.  The purpose of this was to create context in which systematic analysis of program
generation patterns becomes possible and in some cases becomes decidable.

Program generation patterns have been evolving for a long time.  Macros are an early form of the
idea.  However, macros are notoriously difficult to analyze, partially because they traditionally operate on
uninterpreted text.  This makes the connection between macro definitions and the behavior they
ultimately denote complicated and potentially very indirect.  The macros in LISP are an improvement
because they are based on abstract syntax trees rather than characters. However, in this context a second
source of complexity becomes apparent: a macro can expand to produce another macro, and the number



of expansion steps before the generated source code actually appears is potentially unbounded.  This
makes the system very difficult to analyze.  At the other extreme are the generic units of Ada.  These are
strongly typed, clearly connected to the abstract syntax of the language, and the results of instantiating
them are easy to analyze.  However, they do not allow conditional decisions at instantiation time, and are
restricted in the sense that the abstract syntax trees of all possible instantiations have exactly the same
shape, up to substitution for the formal parameters of the pattern.  A language-independent version of the
idea can be found in [5], although this appears to be largely text-based.

Another aspect of our approach is to model languages as algebras rather than as abstract syntax trees.
A hint of this idea appears in [4], although it is not exploited there for enabling analysis to any significant
degree.  The work of the CIP group [1] develops this idea further and takes advantage of the reasoning
structures that come with the algebraic modeling approach, such as term rewriting and generation
induction principles.  This suggests extension to a full object-oriented view, which includes inheritance.
The Refine system is the earliest context we know of where grammars are treated as object models with
potential inheritance structures, although the documentation does not give any hint about the significance
of this capability.  In this paper we demonstrate the usefulness of algebraic models of syntax with
inheritance, for defining language extension transformations that can be applied to all possible target
languages.

Another theme is lightweight inference [2].  We have demonstrated that some useful types of static
analysis for program generation patterns can be performed via computable and indeed reasonably
efficient methods.  The processes described here can be implemented using technologies typically used in
compilers, such as object attribution rules, they terminate for all possible inputs, and do so in polynomial
time.  We believe this approach will scale up to large applications, and are currently working out the
details to support a tight analysis of the efficiency of the process.

This paper has explored static analysis of meta-programs to check syntactic correctness and
exception closure of the generated code.  Another kind of static analysis in this family, type checking of
meta-programs to ensure the type correctness of the generated code, is considered by another paper in this
proceedings [3].

6. Conclusions

We believe that formal models of program generation templates can support a variety of quality
improvement processes that can help achieve cost-effective software reliability. This paper has presented
a simple example of such a formal model and two such quality improvement processes, certification of
syntactic correctness and freedom from unexpected exceptions for all programs that can be generated
from a given program generation pattern.  We expect the greatest advantages of this approach to be
realized when it is applied to realize flexible and reliable systems in a product line approach. This
approach should be augmented with systematic methods for domain analysis that culminates in the
development of a domain-specific library of solutions embodied in a domain-specific software
architecture that is populated with components produced by model-based software generators.  When the
technology matures, it should become possible for problem domain experts to specify their problem
instances in terms of familiar problem domain models, and to have reliable software solutions to their
problems automatically generated, without direct involvement of computer experts.

The economic advantage of this approach comes from the ability to automatically reap the benefits of
each quality improvement for all past and future instantiations of the template (if past applications are
regenerated). We believe that it will be profitable to explore methods for lifting many known program
analysis techniques from the level of individual programs to the level of program generation patterns.
This should be explored for a variety of issues that range from certifying absence of references to
uninitialized variables, absence of deadlock, and many others, perhaps ultimately to template-based proof
of post conditions and program termination for generated programs.

To make this vision practical, many engineering issues must be addressed, including presentation
issues, methods for lightweight inference [2] and support for transforming and enhancing complex sets of
analysis rules. Other issues include systematic methods for dynamic analysis, testing, and debugging of
program generation rules. It is not reasonable to expect progress to occur in an instantaneous quantum
leap to perfection. A realistic process is a gradual one, where simple sets of program generation rules are
deployed, and gradually tuned, improved, certified, and extended. A key issue is enabling rule
enhancement and exception closure extension without invalidating all previous effort on analysis and
certification of the previous versions.



The difference between the program generation approach proposed here and current compiler
generation tools is the associated static analysis capabilities for the program generation rules.  It is
possible that in the future, ultra-reliable compilers will be built using techniques derived from those
introduced in this paper.
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Ø�ÙYæ°ë@è�ë�x8Ù=æ¼Ù=è_ä
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ä
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Ø�ÙcÙ=è_ä
Ù=Ü
ß�Ü/â{Þ
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âeë�v�â èNä
Ù=ÜQë@ã=ä
â{Û8è°éIÙ=ä�Ú�Ù=èhÙ=è_ä
Ù=Ü
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Ù�æ ë@è�ë=x8Ù=æTÙ=è_ä
ë@è�çbm_ã=Û8è�ã=Ù=âO¨@ë@é�vOw�m�ë�vOvIÛ8ä
Ø�Ù=ÜcÞ/äFë@Ý8Ù¡ �Ø�Û�v ç�Ù=Ü
Þ!z��sÙMÜ
Ù=æTâ è�çYä
Ø�Ù�Ü
Ù!ëCç�Ù=Ü�ä/Ø�ë@äcÚ,Ù&ë@Ü
Ù
¤
Û.è�vOw4¦2æTÛ_ç�Ù�vOv{â è�x
ä
Ø�Ù¦ô.û�ü¦ýHó ö54 Ú�â{ä/Øgë�vOv6â{ä
Þ,â{æ¼ß�Ù=Ü�à�Ù=ã=ä
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×,Ø�Ù�æTÛ_ç�Ù�v�=/ê�Þ
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Ù=Þ/Ù=èNä
Ù=çhâ{ÞXm�Û8éP¨Nâ{Û.ê�Þ8vOw�m�Þ
Ý.Ù=ä
ãFØPw�z��cê�äMÚ,Ù¦éIÙ�v{â{Ù�¨8Ù2â{ä�ß�Û.Ü
ä
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�sÙ°ë@Ü
Ù¼æ¼ÛNç�Ù�vOv â{è�xvëGç�Û8æ°ë@â{èhÚ�â{ä/Ø¿ë�v]vcâ{ä
Þ2â{æ¼ß�Ù=Ü�à�Ù=ã=ä
â{Û8è�ÞX >�sÙ ëCÜ
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Ø�â{è�x
ë�vOx8Û.Ü
â{ä
Ø�æ¼â{ã!ë�vOvfw?��ë�vOv�à�ê�è�ã=ä
â{Û8è�Þ¦ë@Ü/Ù¦ÜFë@ä/Ø�Ù=Ü$v{ÛNÛ.Þ
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Ø�Ù=â{ÜMÞ
âOx8è�ëCä
ê�Ü
Ù¦â Þ$x8âO¨8Ù=èbz
×,Ø�â{Þ¼æTÙ!ëCè�Þkä/Ø�ë@äYÚ,Ùgæ¼ÛNç�Ù�vÏÚ�Ù�v]vf �æ ëCè�ë�x8Ù=çë@Þ¯Ú�Ù�v]v¡ë@ÞYé�ë@ç�v]w�m,Þ8v{Û8ß�ß�âOv]w�mcç�â{ÞQë@Þ
ä
Ü
Û.ê�Þ8vOwsæ°ë@è�ë�x8Ù=ç
Ù=èNä/Ù=Ü
ß�Ü
â{Þ
Ù=ÞXz��áÙ�ã!ë@èbm@Û@àWã=Û8ê�Ü
Þ/Ù�m@ç�Ù 0 è�Ù ë�x8Ü/Ù!ë@ä;èNê�æ¯é�Ù=Ü;Û@à6ß�Ü
Ù=ç�â{ã!ë@ä
Ù=Þ;Û.èkä/Ø�Ù�Ù=èNä/Ù=Ü
ß�Ü
â{Þ
Ù,Þ
äQë@ä
Ù�ë@è�ç
â{ä
ÞMÙ=è4¨_â{Ü
Û.è�æTÙ=è_äY��ñ&Oõ���mIë@è�çgÚ,Ù�ã!ë@ègß�ëCÜ
ä
â4ë�v]vOwYãQØ�ë@ÜFë@ã=ä
Ù=Ü/â{Þ
Ù¦â èNä
Ü/â{è�Þ
â{ã=Þ�4 à�ë@ã=ä
Þ�ä/Ø�ë@ä¡æ¯ê�Þ
ä¡ë�v{Ú�ëXw_Þ
é�Ù�ä
Ü
ê�Ù&ÛCà Ù=èGÙ=èNä
Ù=Ü/ß�Ü
â{Þ
Ù�m_è�Û¼æ ë@ä/ä
Ù=ÜcØ�Û@Ú�Ú,Ù�vOv6Û8Ü�é�ëCç�vOwTâ ä�â{Þ�æ°ë@è�ë�x8Ù=çbz��ªê�ä�â�à;Ú,Ù'¤
ß�Ü
Û�x.ÜFë@æ¼æTÙ¡ 
 �Þ
ß�Ù=ã=â 0 Ù=ç�¦vä/Ø�ÙYÙ=èNä/Ù=Ü
ß�Ü
â{Þ
Ù¯ä
Ø�Ù=èsÚ,ÙYÚ,Û8ê�v{çhè�Û8ä&éIÙTæ¼ÛNç�Ù�v]v{â{è�x¼ä
Ø�ÙYç�Û8æ°ë@â{èGÛ@à�Ù=èNä
Ù=Ü/ß�Ü
â{Þ
Ù=Þ!m6é�ê�ä�ë
Þ
ß�Ù=ã=â 0 ã!ë�vOvOw�¤
é�ê�Þ/â{è�Ù=Þ
Þ¼ß�Ü
ÛNã=Ù=Þ/ÞTÙ=è�x8â è�Ù=Ù=Ü
Ù=ç�¦Ù=è_ä
Ù=Ü
ß�Ü/â{Þ
Ù�z �¡è�ç Ú�Ù°Ú,Û8ê�v çåé�Ùhâ{è_ä
ÛhÜ
Ù�£Nê�â Ü
Ù=æTÙ=è_ä
Þ
Ù=è�x8â{è�Ù=Ù=Ü
â è�x@4 Ú,Ù�ã�v4ë@â æVzb¢_ÛZv{Ù=äªê�ÞcäFë@Ý.Ù�è�Û@ÚYmNë�ã�v{Û8Þ
Ù=Ü1¨Nâ{Ù=Ú Û@àWä
Ø�ÙMÝNâ{è�ç¯Û@àWä
Ø�â{è�x8ÞªÚ�ÙMã!ë@èYâ è�ç�Ù=Ù=ç
æTÛ_ç�Ù�vWâ{è°ä/Ø�Ù&ç�Û8æ ëCâ{è�6
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×,Ø�Ù=Ü
Ùhë@Ü
Ù°Þ
Ù�¨8Ù=ÜQë�v�Ý_â{è�çåÛ@à&ç�Û8æ ëCâ{èÞ/äFë@Ý8Ù¡ �Ø�Û�v ç�Ù=Ü
Þ! [Ó�èNä
Ù=Ü/ß�Ü
â{Þ
Ù¼Þ
äFë@Ý.ÙJINØ�Û�v{ç�Ù=Ü
ÞX V� â���Û@Ú�è�Ù=Ü
Þ!mh��â{â��
æ ëCè�ë�x8Ù=æ¼Ù=èNä! 1��ë��ªÙ¡¥�Ù=ã=ê�ä
âO¨8Ù�mb� éT�Nv{â{è�Ù�m�ëCè�ç_��ã!�Z¤-«�Û_Û8Ü8¦Tm_æ°ë@è�ë�x8Ù=Ü/Þ!mT��â â{â��ªÚ,Û8Ü
Ý8Ù=Ü
ÞXmT��âO¨��ªà�ë@æ¼âOv{â{Ù=Þ;Û@à
ä
Ø�ÙYë@é�Û�¨8Ù�z5K�Û.èLINÙ=èNä/Ù=Ü
ß�Ü
â{Þ
Ù&Þ/äFë@Ý8ÙJINØ�Û�v{ç�Ù=Ü
Þ! ��6¨���ã�v{â Ù=èNä
ÞI��ã=ê�Þ
ä
Û8æ¼Ù=Ü
Þ?�2mb�6¨_â��,ã=Û8æ¼ß�Ù=ä
â ä
Û8Ü
Þ!m_Ü
Ù=Þ/Û8ê�Ü
ã=Ù
ß�Ü
Û�¨Nâ ç�Ù=Ü
Þ! é��ë��Ë�}× Ü
Ù=Þ
Û.ê�Ü
ã=Ùhß�Ü
Û�¨Nâ{ç�Ù=Ü/Þ!m$��éT�¯è�Û8èLI4�}×hö@è�Û8èLI 0 è�ë@è�ã=ÙhÜ
Ù=Þ/Û8ê�Ü
ã=Ùhß�Ü
Û�¨Nâ ç�Ù=Ü
Þ!m�ë@è�çµ��ã!�
0 è�ë@è�ã=â4ë�v;Þ/Ù=Ü8¨Nâ ã=ÙYß�Ü
Û�¨Nâ ç�Ù=Ü
Þ!mE�6¨_â{â��,Ü/Ù�x8ê�v4ë@ä
Û.Ü8wgë�x8Ù=è�ã=â{Ù=ÞXmc�6¨_â{â{â�� ß�Û�v{â ä
â{ã=â4ë@è�ÞXmPë@è�ç ��âf¥T��ä
Ø�Ù�¤
ß�ê�é�v â{ãJI
ë@äHI4veë@Ü8x8Ù�¦Tz M�Û8Ü�Ù!ëCãFØhÞ
äFëCÝ8Ù¡ �Ø�Û�v{ç�Ù=ÜMä
Ø�Ù=Ü
Ù2ê�Þ
ê�ë�vOvOw°â Þ ë¯ç�â{Þ
ä
â è�ã=ä�ç�Û8æ°ë@â{è°ß�Ù=Ü/Þ
ß�Ù=ã=ä
â]¨8Ù� �� ß�ë@Ü
ä
â4ë=v



Þ
ß�Ù=ã=â 0 ã!ë@ä
â{Û8èbz2×,Ø�Ù�Ù¡¥oë@æ¼ß�v{Ù&Þ
Ø�Û@Ú�èGÙ!ë@Ü8v{â Ù=Ü¡âOv]v{ê�Þ
ä
ÜFëCä
Ù=çbm�ë@äMÞ
Û8æ¼Ù$v{Ù�¨8Ù�v�Û@à ëCé�Þ
ä
ÜFë@ã=ä/â{Û8èbm�ä
Ø�Ù�â{è_ä
Ù=Ü- 
ë@ã=ä
â{Û.èTéIÙ=ä}Ú,Ù=Ù=èbm�Ø�Ù=è�ã=Ù&ä/Ø�Ù&ß�Ù=Ü
Þ
ßIÙ=ã=ä
âO¨8Ù=ÞÏÛ@àªm_Ù=è_ä
Ù=Ü
ß�Ü
â Þ
Ù¡æ°ë@è�ë�x.Ù=Ü
Þ�ë@è�ç°Ú,Û8Ü/Ý8Ù=Ü
Þ!m_ë@è�çbm�ë@ä�ë¦Ø�â]x8Ø�Ù=Ü
v{Ù�¨8Ù�vWÛCà�ë@é�Þ/ä
ÜFë@ã=ä
â Û8èbm8â{è_ä
Ù=ÜFëCã=ä
â{Û8è¼Ú�â{ä
Ø¼ä
Ø�Ù2Ù=è4¨_â{Ü
Û8è�æ¼Ù=è_ä!m8â{è�ã�v)zÆë=vOv6Û8ä
Ø�Ù=Ü�Þ
äQë@Ý8Ù¡ �Ø�Û�v{ç�Ù=Ü/Þ!z
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�sÙ¦Þ/Ø�ë�vOv6Þ
Ý8Ù=ä
ãQØ°ä
Ø�ÙMà�Û�vOv{Û@Ú�â è�x&à�ë@ã=Ù=ä
Þ! 
R ûoü�ý@ó ö�ó ö!÷
ð�ó�ö!ò
ó �=òS,×,Ø�ë@äÏÚ�Ø�â{ãQØ°â{Þ�ã=Û8æ¼æTÛ.èYä
ÛYë�vOvIà�ë@ã=Ù=ä
Þ!z
R ûoü�ý@ó ökòJT�ï�ï@û_ð4÷M÷�ñ����8öRû�� û��_óõñ=ò+¦×,Ø�ë@ä&â ègä
Ù=Ü
æ¼ÞMÛ@àcÚ�Ø�â{ãQØhæTÛ8Þ/ä�Û8ä
Ø�Ù=ÜMà�ë@ã=Ù=ä
Þ
��â èNä
Ü/â{è�Þ
â{ã=Þ!moæ ë@èP 

ë�x8Ù=æ¼Ù=èNäXmNÛ.Ü8xNë@è�â{ÞQë@ä
â{Û8èbm8ëCè�çgÜ
ê�v{Ù=Þ5"½Ü
Ù�x8ê�v4ë@ä/â{Û8è�Þ?�ªë@Ü
Ù&â{æ¼ß�v{Ù=æ¼Ù=èNä
Ù=çbz
R ûoü�ý@ó öü¦ý.öHýX�8ñ@ü&ñ@ö!÷Tý.ö!ô ûNðÆ�Ný.öHóõò
ýR÷}óþû�ö�å×,Ø�ë@ä°ÚÏØ�â{ãFØ#ã=Û8è�Þ/ä
ÜFë@â{è�Þ°ã=Û.æTæYê�è�â ã!ë@ä
â�Û8èåé�Ù=ä�Ú,Ù=Ù=è

Ù=èNä/Ù=Ü
ß�Ü
â{Þ
Ù&Þ/äFë@Ý8Ù¡ �Ø�Û�v ç�Ù=Ü
Þ!z
R ûoü�ý@ó ö&ðUT�� ñ=òWV ð4ñ��%T�� ýR÷}óþû�ö!ò+;×,Ø�ë@äcÚÏØ�â{ãFØËx8ê�â{ç�Ù=Þcä/Ø�Ù�Ú,Û8Ü
Ý¦ÛCàBÙ=è_ä
Ù=Ü
ß�Ü/â{Þ
Ù�Þ
äQë@Ý8Ù¡ �Ø�Û�v{ç�Ù=Ü/Þcë@ÞcÚ,Ù�vOv

ë@Þ�ä
Ø�Ù=â Ü�â{è_ä
Ù=ÜFë@ã=ä
â Û8è ëCè�ç°ä
Ø�Ù&â{è_ä
Ù=ÜFë@ã=ä
â Û8èTÚÏâ{ä
Ø°è�Û8èP �Ù=è_ä
Ù=Ü
ß�Ü
â Þ
Ù&Þ
äFë@Ý.Ù¡ �Ø�Û�v{ç�Ù=Ü
Þ!z
R ûoü�ý@ó ö �XT8ü¦ý8öZY@ñ��HýX�Hóõû[T8ð1�×,Ø�Ù&Ú�ëXw¼â{è°Ú�Ø�â{ãQØgç�Û8æ°ë@â{è¯Þ
äFë@Ý8Ù¡ �Ø�Û�v{ç�Ù=Ü
Þ�ç�Ù=Þ
ß�ëCä
ãFØGä
Ø�Ù=â{Ü¡ëCã=ä
â{Û8è�Þ

ë@è�çgâ èNä
Ù=ÜQë@ã=ä
â{Û8è�ÞªÚ�Ü
ä!zoÙ=èNä
Ù=Ü/ß�Ü
â{Þ
Ù� �ç�ê�ä
â�à�ê�vOvOw�m.à�Û8Ü8x8Ù=äfàaê�vOv]w�mNÞlv{Û8ß�ß�âOvOw�mPw8Ù=ÞÏÙ�¨8Ù=è°ã=Ü
â{æ¼â{è�ë�vOv]w�z
�sÙ&Þ/Ø�ë�vOvWé�Ü
â Ù¡«TwTãQØ�ë@ÜFë@ã=ä/Ù=Ü
â{Þ
ÙMÙ!ë@ãQØ°Û@à ä/Ø�Ù=Þ
Ù&à�ë@ã=Ù=ä
Þ!z

\���� ]!���������c�X��´��
×,Ø�Ù°â{è_ä
Ü
â{è�Þ/â{ã=Þ¦Û@à&ëhÜFë@âOvªÞ
Ú�â{ä/ãFØïâ{Þ�ä
Ø�ë@ä2â{ä�ã!ë@èåäFë@Ý8Ù¼Û8èåëGèNê�æYéIÙ=Ü�Û@à¡Þ
äFëCä
Ù=Þ!z��±Þ
â{æ¼ß�v{ÙYÞ
Ú�â ä
ãFØ
�U^`_(ab^dc

^
�ªØ�ë@Þcä
Ø�Ü/Ù=Ù¡ã=Û8è�è�Ù=ã=ä/Û8Ü
Þ! fehg � gji � g+kJl�mLg,â{Þªä
Ø�Ù¡ã=Û.è�è�Ù=ã=ä
Û8ÜcÛCà�ä
Ø�Ù�ã=Û8æ¼æ¼Û8è¦ÜFëCâOv�à�Ü
Û8æ Ú�Ø�â ãFØ¼Û8è�Ù

ã!ë@ègÙ=â ä
Ø�Ù=Ü
¤8x8Û�Þ
ä/ÜFë@âOx8Ø_ä8¦>gji � Û8ÜË¤�àaÛ.Ü
Ý4¦ng+kjm
o  pe e&l �

e4�Ug � gji �Jl � e4�Ug � gji � � �Ugji � g��Sl � e4�`gji � g��Jl �
e4�Ug � g+k-�Jl � e4�Ug � g+k-� � �Ug+k � g��Jl � e4�qg+k � g��Jl �
e4�Ug � g+k-� � �Ugji � g��Sl � e4�`g � g+k/� � �Ug+k � g�� � �Ugji � g��Jl � e4�Ug+k � g�� � �Ugji � g��Sl l

K�Û.ä
Ø�â{è�x�â{ÞcÞQë@â{çTë@éIÛ8ê�ä,Ø�Û@ÚÍë&Þ/äFë@ä
Ù�â Þcç�Ù=ä
Ù=Ü
æ¼â{è�Ù=çb ��#Ø�Û¦Þ
Ù=ä/Þ ëCè�çYÜ
Ù=Þ
Ù=ä
Þ,â{äXm8Ú�Ø�Ù=ä
Ø�Ù=Ü,ç�Ù=ä
Ù=Ü/æTâ{è�Ù=ç
Þ
Û�v{Ù�v]wgéPwgä
Ø�ÙYß�ØPw_Þ
â{ã!ë�v;ßIÛ8Þ
â{ä
â Û8ègÛ@à,ä
Ø�ÙYÞ
ÚÏâ{ä
ãQØVx.Ù!ë@Ü!m6Û8Ü¦ë�v Þ
ÛTéPw�¨Nâ Þ
â{é�v{Ù2Þ
âOx8è�ë�v Þ&ê�ßsÛ8Ü&ç�Û@Ú�èhä
Ø�Ù
ÜFë@âOvWëRÚ�ëXw�àaÜ/Û8æ ä
Ø�Ù&Þ
ÚÏâ{ä
ãQØbz
×,Ø�Ù2â{è_ä
Ü
â{è�Þ
â ã=ÞcÛ@àcë�ç�Û8æ°ë@â{è¼â{Þ�ë�ß�ë@Ü
ä/â4ë�v6Þ
ß�Ù=ã=â 0 ã!ë@ä
â{Û8èb 

Å?Ï�ÐEÊ
r â)mts â)mÌ¢Pw_è_äFëX¥bm�uJ�$Ò â

ã ÁTÂ6ÍbÊ
�¡ T¢Pw_èNäFë�¥ ×�r â â×�s â
â×vs â
uZ T¢Pw_èNäQëX¥ ×wr â
â×vs âÝâ×xu��$Ò
Óh T¢Pw_èNäFë�¥ ×wr â
â×ws âZâ×�s â�Ü!u��$Ò â
2
 W¢PwNè_äFëX¥M×�r â
â×ws âÝâ×vr âNÜ�s â
�` T¢PwNè_äFëX¥[×wr â
â×ws âZâ×vr âNÜys â�ÜzuJ�$Ò â

��è_ä
Ü
â{è�Þ/â{ã=Þ�ç�Ù=Þ
ã=Ü
â ß�ä
â{Û8è�Þ�Ù=æ¼ß�Ø�ë@Þ
â Þ
Ù�v ÛNÛ8Þ/Ù=è�Ù=Þ
Þ¡ë@è�ç°è�Û8èP �ç�Ù=ä/Ù=Ü
æTâ è�â{Þ
æ�z

\��6� �³1�c���»����{��T´�¶1�c�A°��»¸b���T�
�¡è¼Ù¡¥�ë@æTß�v Ù�Û@àWç�âf¬WÙ=Ü
Ù=è_äcä
Ù=ãQØ�è�Û�v{Û�x�w +X,67O@[3�>O7)jA��ÜFë@âOv Ú ëXw&Þ
ÚÏâ{ä
ãQØbmb¤
â{èËw8Ù¡Û�v{ç�Ù�ç�ëXwNÞl¦¦Û@à�ä/Ø�Ù
¤
ãQØ�âOv{çP 
Ø�ÛNÛ_ç�¦°Û@àcÜFëCâOv{Ú�ëXwNÞ!m_Ú�ë@Þ�@[0XCD3P0!>]>fK}|-,6d�*2(=.�C�~,�Dveë@ä
Ù=Ü�â{äMã=Û8ê�v{çGé�Ù�æ¼Ù=ãFØ�ë@è�â ã!ë�vOvOwYã=Û.èNä
Ü/Û�vOv{Ù=ç³àaÜ
Û.æÁë



ç�â{Þ
äFëCè�ã=Ù&é4w[.�7O*�#8+�0!CA%Z@[(!@B#8CA,83�@Q|)0?9A>O7]eAF�04,676(!C�~h�4��xNë@â{ègv4ë@ä
Ù=Üªâ{ä,ã=Û8ê�v{ç¼é�Ù&Ù�v{Ù=ã=ä/Ü
Û� �æ¼Ù=ãFØ�ë@è�â ã!ë�vOvOw
ã=Û8è_ä
Ü
Û�vOv Ù=ç�àaÜ/Û8æ ë�à�ê�Ü
ä
Ø�Ù=Ü,ç�â{Þ
äFëCè�ã=Ù�é4w #8>6#�F!,6*876FN+87fSPCA0!>O+�,6dA04,N,6dA#8CB0�F!,67)<�04,-#�%I@[#�F-dA0!C�76F�0!>�F�(!CA,6*�(!>O+��
ë@è�çgä/ÛNç�ëXwYÞ
ÚÏâ{ä
ãQØ�Ù=Þ¡ë@Ü
Ù&ê�Þ
ê�ë=vOvOw'F�(!CA,6*�(X>O>6#�%Z7OCgS4*�(43�9A+I,6dA04,N0!*2#$#8>6#�F!,6*�(!C�75F�0!>O>fK
7OCA,-#8*8>6(PFH��#�%TG

�Mègë@Þ
ßIÙ=ã=ä�Û@à;Þ
ê�ß�ß�Û8Ü/ä
â{è�x�ä
Ù=ãQØ�è�Û�v{Û�x�w¯â{è�ã�v{ê�ç�Ù=Þ�ä
Ø�Ù&Ü/Ù=ã=Û8Ü
ç�â{è�x�Û@à;Þ
äFë@ä/Ù¡ �é�Ù=Ø�ëX¨Nâ Û8ê�Ü,â{èTÜ/Ù=Þ
ß�Û8è�Þ/Ù
ä
ÛåÙ¡¥�ä
Ù=Ü
è�ë�v2Þ
ä
â{æYê�v â�z�M;âOx8ê�Ü
Ù;�sâ{è�ç�â{ã!ëCä
Ù=ÞgëåÚ�ëXwåÛ@à¦à�Û8Ü
æ°ë�v{â Þ
â{è�xsä
Ø�â Þgë@Þ
ß�Ù=ã=äGÛ@àmëïÞ/ê�ß�ß�Û8Ü
ä/â{è�x
ä
Ù=ãQØ�è�Û�v{Û�x�w�z

M;â]x8ê�Ü
ÙI�4 c¢_äFë@ä/Ù ¢_Ú�â ä
ãFØ�â è�x
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1. Introduction
In this paper we work out a theoretical foundation for dynamic systems architectures. For
information processing systems of today and of tomorrow dynamics and mobility are key
issues. We are aiming at a formal model in this paper that allows us to give precise definitions
for key notions that arise in this context the dynamics of nets and the dynamics of distributed
systems. We are interested in a precise definition, description and in the mathematical foundation
of these notions and, moreover, in modeling the following technical key concepts in system
structures:

• a net models a distributed system of components interacting in parallel and connected by
communication channels,

• a component is called dynamic, if it can change its (syntactic) interface consisting of its active
input and output channels,

• a net is called dynamic if it changes its structure (its set of existing components and its set of
channels) during its lifetime, otherwise it is called static,

In the following we formalize the notions introduced above. We give a mathematical model that
allows us to capture the mentioned aspects.

2. Component Models: Interface Models by Streams
A (system) component is an active information processing unit that communicates with its
environment through a set of input and output channels. This communication takes place in a
(discrete) time frame.



As a basic model for the behavior of system components we use relations on timed streams1).
We model the time flow in systems by a sequence of time intervals. Let M be a set of elements
called messages. Timed streams model communication histories for communication channels by
an infinite sequence of finite sequences of messages (for a rigorous treatment see [Broy 95]).
Each finite sequence represents the sequence of messages communicated within a particular time
interval. On the basis of this simple model we are able to introduce a quite flexible notation that
we will use throughout this paper in specifications and for our models.

By M∞ we denote the set of infinite sequences of elements of the set M, which can be
represented by functions \{0} → M, by M* we denote the set of finite sequences of elements
from M. Using this notation, by

(M*) ∞

we denote the set of infinite sequences of finite sequences, which can be represented by
functions \{0} → Μ* , also called streams of finite sequences of elements of the set M.

x1: T1

xn: Tn

y1: T1
’

Ym: Tn
’

f

Fig. 1 Graphical representation of a component as a data flow node with input channels x1, ... , xn and output

channels y1, ... , ym and their respective types

Let I be the set of input channels and O be the set of output channels. Formally a channel is
nothing but an identifier. With every channel in the channel set I ∪  O we associate a data type
indicating the type of messages sent on that channel. For simplicity, in the following we use
uniformly only one set of messages denoted by M representing the data types for the messages
on the channels to keep the mathematics more readable. Our approach, however generalizes to
individually typed channels in a straightforward way.

By the pair (I, O) the syntactic interface of a system component is represented. A graphical
representation of a component with its syntactic interface and individual channel types is shown
in Fig. 1.

We describe the black box behavior of a component by an I/O-function. It represents a
relation between the input streams and the output streams of a component that fulfills certain
conditions with respect to their timing. An I/O-function is a set-valued function on valuations of
the input channels by timed streams. The function yields a set of histories for the output
channels for every input history. This way, an I/O-function is a function

F: (I → (M*) ∞) → ℘ (O → (M*) ∞)

which fulfills the following timing property. The timing property axiomatises the time flow and
reads as follows:

                                                
1) Another option is to use nontimed streams, especially, when dealing with systems where time is not an issue.
However, even for these systems it is often convenient to be able to talk about time, especially, when
combining such systems with time dependent components.



x↓ t = z↓ t ⇒  {y↓ t+1: y ∈  F(x)} = {y↓ t+1: y ∈  F(z)}

For a stream s, s↓ t denotes the sequence that is the prefix of the stream s and contains t finite
sequences. In other words, s↓ t denotes the communication history of s until time t. This
operation is extended to histories in C → (Μ* )∞ , where C is a set of channels, pointwise. The
timing property expresses that the set of possible output histories for the first t+1 time intervals
only depends on the input histories for the first t time histories. In other words, the processing
of messages in a component takes at least one tick of time. This way causality between input and
output is guaranteed. We call functions with this property time-guarded or strongly causal.

By COM[I, O] we denote the set of all strongly causal I/O-functions with the syntactic
interface (I, O), that is, with the set of input channels I and the set of output channels O. For each
F ∈  COM[I, O], In(F) = I denotes its set of input channels and Out(F) = O denotes its set of
output channels. By COM we denote the set of all strongly causal I/O-functions, also called data
flow behaviors.

3. A Mathematical Model of Data Flow Nets
We model distributed systems by data flow nets. Let K be a set of identifiers for components1)

(represented by data flow nodes) and O be a set of output channels. A distributed system (ν, O)
in the form of a data flow net with the syntactic interface (I, O) is represented by the mapping

ν: K → COM

that associates with every node labeled by the identifier k ∈  K a component behavior (an
interface behavior given by an I/O-function)2). In principle, we can think about the component
associated with an identifier as its type (or its class). This way we are very close to object
orientation.

The set

I = (O ∪  {c ∈  In(ν(k)): k ∈ K})\{c ∈  Out(ν(k)): k ∈ K}

denotes the set of input channels of the net. As a well-formedness condition we require that for
all component identifiers k, j ∈ K (with k ≠ j) the sets of output channels of the components
ν(k) and ν(j) are disjoint. This is formally expressed by the equation Out(ν(k)) ∩ Out(ν(j)) = Ø.
In other words, each channel has a uniquely specified component as its source (including the
environment as a source). We denote the set of K (identifiers for the) nodes of the net by

Nodes((ν, O))

We denote the set of all the channels of the net by Chan((ν, O)) specified by the equation

Chan((ν, O)) = O ∪  {c ∈  In(ν(k)): k ∈ K} ∪ {c ∈  Out(ν(k)): k ∈ K}

The channels in the set

{c ∈  Out(ν(k)): k ∈ K}\O

are called internal. Recall that the mapping ν associates with every node its behavior in the form
of an I/O-function.

                                                
1) The fact that we use component identifiers gives components their unique identity over the lifetime of a
system. One may think of object identifiers.
2) We assume that the input and output arcs of each node labeled by an identifier k ∈  N are determined exactly by
In(ν(k)) and Out(ν(k)) respectively.



A data flow net seen from the outside describes an I/O-function. This I/O-function is called
the black box view of the distributed system that is described by the data flow net. It defines an
abstraction of the distributed system that is represented by the data flow net (ν, O) leading to its
black box view by mapping it to a component in COM[I, O]. Here I denotes the set of input
channels and O denotes the set of output channels of the data flow net. This black box view is
represented by the I/O-function F(ν, O) ∈  COM[I, O] specified by the following formula:

F(ν, O) (x) = {y|O: y|I = x ∧ ∀ k ∈ K: y|Out(ν(k)) ∈  ν(k)(y|In(ν(k))) }

Here we use the notation of function restriction. For a function g: D → R and a set T ⊆  D we
denote by g|T: T → R the restriction of the function g to the domain T.

The formula essentially expresses that the output history of a data flow net is the restriction
of a channel evaluation for all the channels of the net that is a fixpoint1) for all the net equations
to the output channels.

4. Dynamic Systems
The dynamics of information processing systems is not so easy to grasp. On one hand universal
programmable computer systems show a very dynamic behavior by definition. They gain their
flexibility by the fact that they can be programmed to compute any computable task. However,
this form of dynamics is rather specific: it requires human interaction by the programmer. In
contrast to this we are interested in this paper in dynamic systems with a dynamics that is part of
the programmed system behavior.

A crucial question here is to find the appropriate level of abstraction of computing systems to
study their dynamics. On the machine level, where only bits and bytes are processed and even
the difference between data and instructions disappears it is quite difficult to capture the notion
of dynamics of systems. At this level computers process bit streams. Only at higher levels of
abstractions dynamics becomes explicit. On very high levels of abstraction, however, in many
cases the dynamics may no longer be explicitly visible.

Another  crucial issue for an information processing system and its description is the balance
between statics and dynamics. In a world without types, for instance, any behavior can be
encoded (see π-calculus [Milner 91]). Types introduce restrictions on the system behavior and
this way restrict the dynamics of systems. Obviously, it is crucial to find the right balance
between static aspects including types and dynamic aspects. In system development, we want to
associate a number of properties, structure, and views with a system model. Due to the dynamics
of a system, some of these views may change.

A distributed, interactive system is called dynamic, if it changes its set of components or
channels, its distribution structure, its topology and/or its channel connection structure during its
lifetime. This means that it may change step by step

• its set of existing components,
• the locations of its components,
• its set of communication links and its interconnection structure (internal and external

channels).

                                                
1) According to the fact that we consider only time-guarded I/O-functions it can be shown that if the I/O-function
is deterministic, there is always a fixpoint and the fixpoint is unique. Due to time guardedness, the recursive
equations are sufficient to characterize this fixpoint and the idea of a least fixpoint is not needed.



Along these lines we can even speak in the case of black box views of dynamic systems and of
dynamic components, if components change their syntactic interface over their lifetime. Of
course, state transition machines where the set of components and channels is a part of their state
easily model dynamic systems. In such models, however, the distribution structure is rather
implicit. Moreover, it is difficult to arrive at modular system models that way with clean and
simple composition operators. We are, however, interested in models which present and deal
with the distribution structure more explicitly.

4.1 Dynamic Nets and Mobility

A dynamic net typically changes its set of components and its channels during its lifetime.
Speaking in more general terms, a dynamic system changes its component structure (its
architecture) over its lifetime. In principle, these changes are not very difficult to model. If we
model a system by a state transition machine we may describe the connection network as a part
of the state. By state transitions the state may change and so may the network. This way we may
describe state transition steps with radical changes of the system structure. However, for most
applications we are not interested in radical changes of the network structure within one step.
Rather we are interested in very specific, small, relatively local changes where in one step most of
the net structure remains unchanged and only

• one component is added or deleted, or
• one channel is added to or deleted from a component or its source and/or target is changed.

This leads to the idea of evolving networks along the lines of the π-calculus (see [Milner 91],
[Milner et al. 92]) or the ambient calculus (see [Cardelli 95]) where the steps of changes are
captured by rewriting rules. In fact, in π-calculus the meaning and behavior of dynamic networks
is specified in a purely operational way, which does not lead to a clear notion of an interface nor
to a denotational model of a dynamic system. We are interested in the following in a
denotational model and its modularity as a basis of specification and design techniques. 
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Fig. 2 Static Network of Central C, Stations S1, S2 and Mobile Phones T1, T2, T3

4.1.1 Dynamics of Structure, Interface, and Behavior

We start with an example to illustrate the applications, notions, and goals of mobility and
dynamics.

Example: Mobile Telephone
Let us discuss the different options to deal with dynamic systems by a rather simple, well-known
example namely that of a mobile telephone system comprising two switching stations, one
central telephone exchange, and up to three mobile phones.



As shown in Fig. 2, the system consists of a network which contains as components a
telephone central C, two switching stations S1 and S2 and three mobile phones T1, T2, and T3.
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Fig. 3 Dynamic Network with Three Active Mobile Phones (Inactive Channels in Grey)

In this network the component C is static (its set of active channels never changes) as long as
both stations are always active while the components S1, S2, T1, T2, and T3 are dynamic since
their set of active channels may change.
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Fig. 4 Dynamic Network with Three Active Mobile Phones and Changed Connection

We may model the case that mobile phones exchange their stations as illustrated by the Fig. 2 to
5.
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Fig. 5 Dynamic Network with Two Active Phones and One Active Switching Station

Fig. 2 gives the static network of all possible components and all possible connections. These
are all the connections and components that may exist over the lifetime of the system. Fig. 3
shows a system configuration where each phone is active and connected to exactly one station.
Fig. 4 shows the result of changing the connection for telephone T2 from station S2 to station
S1. Fig. 5 shows a configuration where telephone T2 and station S2 are inactive. In this case the
central C is a dynamic component, too.
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Fig. 6 Dynamic Network with an Ether Connection

Fig. 6 shows a solution where a transmission component called Ether is introduced that acts as a
communication bus. In this case, the system structure is static and no dynamic behavior occurs
explicitly since the channel and message switching is done by the component Ether and
therefore the net appears static.

Note that there are two options to give a behavior to the component Ether. Either the
component Ether is a merge component (also called a multiplexer) that merges all its input
message streams and forwards them to all its output channels (broadcasting) or it is a switch that
connects certain inputs with certain outputs or it is a combination of a filter and a merger. As a
special case Ether can be described as a switching network that has a state indicating exactly
which channels are connected. This state reflects the net structure as it is shown in Fig. 3 to 5
explicitly.

�

In a network of the characteristics introduced in the example above the structure of the system,
the set of existing components and connections of the components may change during the
lifetime of the system. In fact, the example shows only two essential aspects of dynamics, the
dynamics of the interface (in Fig. 5 the switching station S1 has only two (active) channel
connections to mobile phones while in Fig. 4 it has three) and the dynamics of the connections
and sets of components of a system. In fact, we are also interested in components that change
their functionalities by offering modified or additional services. 

To model the dynamics of a system we can describe a sequence of states of a system by
snapshots. In each snapshot the system distribution and communication connection structure
may change. We believe that it is important to keep track of the individual objects (components)
during the lifetime of dynamic systems. This is achieved by a particular notion of identity for
each of the components. This identity is captured easily with the help of unique component
identifiers such as in object orientation or in the Internet by the IP addresses. In dynamic
systems we are interested to keep track of the individual components. If we compare two
snapshots of the system showing the subnet of active components and channels we obtain two
different nets, in general. Which of the components of these nets represent the same computing
entity can be determined only by the identifiers associated with the components.

4.1.2 Mobility

Interesting aspects in dynamic systems that we did not mention explicitly in our example so far
are the individual steps by which the number of components changes. Examples are the melting
of components (making one component from several ones), the cloning of components (creating
a second copy of a component), or their split (dividing a component into two). These patterns of



system behaviors can be seen as special cases of system dynamics that are achieved by naming
conventions and/or hierarchical networks. We are interested to treat, in addition to the dynamics
of systems, a hierarchical partitioning of networks. We explain this idea again by an example
showing the dynamic reconfiguration of systems.

Example: Reconfiguration
We give a very simple syntactic example for reconfiguration. A reconfiguration collects and
encapsulates different sets of components into locations. Each of the locations contains a set of
components. These sets are forming again components. As a result we get partitions of a system
that may change dynamically.

Fig. 7 Four Examples of Configuration of a Simple Net

Fig. 7 shows four different configurations of a simple net. Each corresponds to a particular
partition of the set of components. We could also study configurations with nondisjoint sets of
overlapping subsystems. We can think about steps of reconfiguration of a system where such
changes appear.

�

The idea of partitions gives us, in particular, one handle to speak about component mobility. By
partitions where the elements of the partitions are identified by identifiers called locations we can
speak about system state changes where one component moves from one partition to the other.

Configurations define system topologies and their neighborhoods for systems. We may ask
in such a system model if two components are in the same set of the partition (”are in the same
environment”). This can be used to allow, for instance, additional ways of interactions for
components that are in the same set of the partition. Those aspects are modeled in the ambient
calculus (see [Cardelli 95]).

4.2 A Formal Model for Dynamic Systems

To keep our discussion simple we restrict our discussion to deterministic components and
systems in the following. An extension to nondeterministic systems is possible along the lines
of Focus [Broy 98], too.



Let I be throughout this section a (possibly infinite) set of input channels and O be a
(possibly infinite) set of output channels.

4.2.1 Dynamic Streams

A dynamic stream represents the history of a channel that may become active and inactive several
times through its lifetime. Given a type M (which in our setting is simply a set of data elements
used as messages) we define the set of dynamic streams over the set M by the set of streams
over M ∪  {@, ©}  as follows: s is a dynamic stream over M and we write s ∈  M@ if the
following formula holds:

∀  t ∈  \{0}: (¬α (s).t ⇒  s.t = ‹› ∨  s.t ∈  { @}  × M*)

∧  (α(s).t ⇒  s.t ∈  M* ∨  s.t ∈  M* × { ©} )

where the function

         α : ((M ∪  { @, ©} )*)∞ → (  → )

is an auxiliary function with the meaning α(s).t expresses that the stream s is active at the
beginning of time interval t.α is specified by the equations

α(s).0 = false

α(s).t+1 = (α(s).t ∧  ¬ © ∈  s.t) ∨  (¬α (s).t ∧  @ = ft(s.t+1) )

This definition essential defines the patterns of activation and deactivation signals and thus
expresses the rules of activating and deactivating a channel. Note that a channel can either be
activated and deactivated in one time interval of the system.

Streams on dynamic channels may carry activation and deactivation messages. Therefore the
type of a channel indicates whether the channel is dynamic. Here we assume for simplicity that
the channels are active or inactive always during complete time intervals. So at the beginning of
each time interval (say at time t) we have a set of active channels that stay active over the entire
time interval and the other channels stay inactive throughout the entire time interval1). For
simplicity, all dynamic channels are inactive at time 0.

We introduce a type function for sets of channels C:

type: C → T

where T is the set of all types each type in T is a set. By�
C

we denote the set of all channel valuations. A channel valuation x ∈  

�
C  is a mapping

x: C → (M*) ∞

where M = ∪  { t: t ∈  T}  is the universe of all messages. We require for a channel valuation that

x.c ∈  (t*)∞

if type(c) = t . Furthermore, if we have {@, Ò}  ⊆  type(c) then we require that x.c ∈  M@ that
means that x.c is a dynamic stream.

                                                
1) Note that only due to our model of time we speak so easily about the "state" of the system w.r.t. the activity
of channels.



4.2.2 Dynamic Components

A dynamic component (deterministic behavior) with the syntactic interface (I, O) corresponds to
an I/O-function

F: 
�
I  → 

�
O

where some of the channels in I ∪  O are dynamic. The function F models the input/output
behavior of the component. On this basis we are able to define a function

α: { x↓ t: t ∈   ∧  x ∈  I}  → ℘ (I ∪  O)

The function α yields for every initial segment x↓ t of an input history x at time t a snapshot that
represents the set of active channels. Only if a channel is active communication may take place
along it. The only exceptions are the activation messages (see above). The set α(x↓0) yields the
set of channels that are active initially, which are the static channels.

 The set of dynamic components is denoted by DCOM. The set of dynamic components with
the syntactic interface (I, O) is denoted by DCOM [I, O]

Note that we did not make any assumptions about the cardinality of the channel sets for a
component. Of course, the set of dynamic channels of a component can be infinite. Whether we
are interested in and allow for components with an infinite number of active channels is another
question. Certainly, for particular applications components with an unbounded set of active
channels are of major interest.

4.2.3 Dynamic Nets

Let DCOM be the set of dynamic components. We work with a function that assigns behaviors
to component identifiers. A dynamic net consists of a (possibly infinite) set of nodes K
(identifiers for components) and a mapping

ν: K → DCOM

where DCOM is the set of dynamic components. Let I be the set of input channels of the net. To
model activation and deactivation of the components in the net, we define a mapping

β: { x↓k: k ∈   ∧  x ∈  
�
I }  → ℘ (K)

This mapping indicates which components of the net are active at a given time. The channels that
are active in the network are the active channels of the active components.

For simplicity we assume that a component is inactive, if and only if all its channels are
inactive. We define the activity function ß as follows:

β(x).t = { k ∈  K: ∃  y ∈  

�
C : y|I = x

∧ ∀ k ∈ K: y|Out(ν(k)) ∈  ν(k)(y|In(ν(k)))

∧ (∃  c ∈  In(ν(k)) ∪  Out(ν(k)):  α(y.c↓ t) )}

At a first glance for some readers it may look strange to work in our system model with a set
consisting of all the components and of all the channels that might become active during the
lifetime of a system. However, this is not so difficult and unusual as it may seem at a first
glance. In object-oriented systems the set of object identifiers determines the set of potentially
active objects. And the syntactic structure of the methods (where in the body of a method a
method of another class is called) determines together with the links between the objects the
possible connection structure. According to this model at each time there exists a uniquely



defined network of active components and channels. Moreover, we may assume an infinite set of
object identifiers for each class. Therefore each class represents an infinite set of components
most of which being inactive in a particular state (time) of the  system.

Also in other systems it is quite common that the set of potentially active components is
determined (and bounded) by a set such as the set of potentially active components. An example
is the Internet with its finite number of IP-addresses.

5. Conclusions
It is the main goal of this paper to demonstrate that the methods, notations, and concepts used in
practice for the modeling and description of digital systems including dynamics can well be
scientifically based on the more foundational and theoretical work created so far in computing
science. This way we obtain a mathematical basis for powerful system modeling languages as
well as software and system engineering methods.

The benefits of such a mathematical foundation are quite obvious. In particular, we obtain this
way:

• A deeper understanding of the methods leading to helpful ”Gedankenmodelle” based on
the mathematical models.

• Better description techniques for dynamic systems.
• The conceptual consistency of description and development methods for developing

dynamic and mobile systems.
• The mathematical basis that can help as a guideline for the definition of development

methods for dynamic and mobile systems.
• Advanced tool support for specification as well as consistency checking, prototype

generation, simulation, and verification of dynamic systems with a firm basis.

Apart from these more direct benefits of a mathematical foundation of software engineering
methods, a scientific foundation is badly needed as a step toward a more systematic study of
methods for dealing with dynamic and mobile systems. Only if we manage to develop general
common criteria to compare the expressive power and quality of software engineering methods
we will be able to free our discipline from dogmatic view points and marketing-based judgments
and thus prepare the ground for scientifically justified and practically tractable systems and
software engineering methods.

Acknowledgment

The thoughts presented above have benefited greatly from discussions within the SysLab team
and the Forsoft I Project A1 research group.

References

[Broy 95]
M. Broy: Advanced Component Interface Specification. In: Takayasu Ito, Akinori Yonezawa
(Eds.). Theory and Practice of Parallel Programming, International Workshop TPPP'94, Sendai,
Japan, November 7-9, 1994, Proceedings, Lecture Notes in Computer Science 907, Springer
1995



[Broy 98]
M. Broy: Compositional Refinement of Interactive Systems Modelled by Relations. In: W.-P.
de Roever, H. Langmaack, A. Pnueli (eds.): Compositionality: The Significant Difference.
LNCS State of the Art Survey, Lecture Notes in Computer Science 1536, 1998, 130-149

[Cardelli 95]
R. Cardelli: A Language with Distributed Scope. ACM Trans. Comput. Syst. 8, 1 (Jan.), 27-59.
Also appeared in POPL 95.

[Milner 91]]
R. Milner: The polyadic π-calculus: A tutorial. Technical Report ECS-LFCS-91-180, University
of Edinburgh, 1991.

[Milner et al. 92]]
R. Milner, J. Parrow, D. Walker: A calculus of mobile processes. Part i + ii, Information and
Computation, 100:1 (1992) 1-40, 41-77



A formal approach to specification-based black-box testing�

Marı́a Victoria Cengarle

Institut für Informatik

Ludwig-Maximilians-Universität München

cengarle@informatik.uni-muenchen.de

Armando Martı́n Haeberer

Oblog Software S.A.

haeberer@oblog.pt

1 Introduction

This paper introduces an initial account of a formal methodology for specification-based black-box

verification testing of software artefacts against their specifications, as well as for validation testing of

specifications against the so-called application concept [14].

When testing software process artefacts we have three actors. The first is a posit we make on the

real world, whether it be a software artefact reified from a specification or a software artefact to be,

i.e., the application concept, the hypothetical posit we imagined and whose behaviour the specification

should capture. In both cases we obtain evidence from such a posit—if it is a real software artefact

by executing it; if it is a hypothetical posit by producing instances of its hypothetical behaviour.

The second actor is the specification, which is a theory supposedly explaining the behaviour of the

posit. Actually, when testing the relation between a posit and its specification what we test is the

‘correctness’ of such an explanation. In case the posit is a hypothetical one, we talk about validation

testing, i.e., the testing activity aims at answering the question ‘are we constructing the correct thing?’.

In the case the posit is a software artefact, we talk about verification testing and the testing activity

aims at answering the question ‘are we constructing this thing correctly?’. Finally, the third actor is

the property we are testing, which is a hypothesis we make about the posit and which should be tested

using the whole specification as a background theory. In other words, this hypothesis will be true if

�The research reported in this paper was developed with the support of the DAAD (German Academic Exchange Ser-

vice), the CNPq (Brazilian National Research Council), the Ludwig-Maximilians-Universität München, the EPSRC (Engi-

neering and Physical Sciences Research Council, UK), the Imperial College of Science, Technology and Medicine, London,

and PUC-Rio (Pontifı́cia Universidade Católica do Rio de Janeiro, Brazil).
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(and hopefully ‘only if’) the specification correctly ‘explains’ the hypothetical posit (validation), or if

the software artefact is ‘correct’ with respect to the specification (verification).

This setting resembles very closely the one of testing of scientific theories, i.e., of testing the

‘correctness’ of the explanation a particular scientific theory supports about certain phenomena. As

soon as we investigate the relation between the two settings, its resemblance is compelling (see [12,

5]). The specification corresponds to the scientific theory, whilst the posit the specification describes

corresponds to the phenomenon the scientific theory explains.

Let us denote by T � the specification (or background theory),1 H the hypothesis under test, and

E the evidence produced by the posit. The problem of relating the evidence emerging from a phe-

nomenon with the theory explaining it, i.e., the problem of logically explaining how some evidence,

which is a piece of observation, can refute or confirm a hypothesis on the basis of a theory2 explain-

ing such a phenomenon (both stated in a theoretical language), was one of the major issues of the

Philosophy of Science (Epistemology) of the Twentieth Century.

In Fig. 1 the two major strategies to relate theory and evidence are depicted. The most popular

one is illustrated on the right-hand side of the figure. There, from the theory T � [ fHg a predic-

tion EP about the evidence E is derived using the logic underlying both the so-called theoretical and

observational segments of T � [ fHg. (We will succinctly discuss these segments below.) Then, the

experiment consists in comparing the predicted evidence EP with the one produced by the posit, i.e., E.

The experiment is successful if the prediction holds, unsuccessful otherwise. This strategy is called in

the epistemological jargon the hypothetico-deductive strategy (in the sequel abbreviated to HD); after

proposing a hypothesis about the posit, and in the presence of a background theory T �
= T �, a pre-

diction of an evidence is deduced from the two together and then compared with the actual evidence.

As we show below, certain conditions should hold for this strategy to be sound.

The left-hand side of Fig. 1 pictures an alternative strategy, which is also intuitive. This strategy is

called the bootstrap strategy in the epistemological jargon. Again, the purpose is to test a hypothesis H

about a posit on the basis of a background theory, this time T �
= (T � [ fHg)�.3 From an evidence E

produced by the posit and by means of a set of functions f fT �

x
g derived from T � (using its underlying

logic), obtain a valuation α for the variables fxg of H . Then, the experiment consists in determining if

1Theory presentations are denoted by T , T , etc.; theories obtained from those presentations (i.e., presentations closed

under inference) are denoted by T �, T �, etc.
2In Epistemology literature it is usual to read “on the background of a theory” instead.

3By abuse of notation we also write T �
= T � [ fHg.
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the valuation α makes H valid, in which case the experiment is successful, otherwise it is unsuccessful.

As in the case of HD, certain conditions on the derivation of the set f fT �

xg must hold for the strategy

to be sound. The bootstrap strategy (as well as HD) is based on Carnap’s ideas; in Glymour’s words,

Whenever our evidence is stated in terms narrower than those of our theory, [one of Carnap’s ideas]

contains a stratagem for making the connection between evidence and theory: use [the background

theory] to deduce, from the [evidence], instances of [the hypothesis].
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Figure 1: Testing strategies

According to which

kind of testing we are per-

forming, after applying

any of the above strate-

gies, modus tollens dic-

tates the course to fol-

low. In the case of veri-

fication testing of a soft-

ware artefact against its

specification, if the exper-

iment was unsuccessful,

then the software artefact

must be revised. In the

case of validation testing

of a specification against

a hypothetical posit, if

the experiment was un-

successful, then the specification must be revised. In both cases, if the experiment was successful, the

only information we have is exactly that. Transforming this information into a confirmation means ei-

ther performing infinitely many experiments or introducing some kind of uniformity hypothesis about

the domain of the evidence enabling a finite partition of it into uniform subdomains such that it is suf-

ficient to test one representative of each one of these subdomains. This paper will not deal with this

last problem; its purpose is to introduce the bootstrap strategy as an appropriate one for specification-

based black-box testing, and to show why HD is woefully inadequate.

In this paper we denote a theory by T � to emphasise the fact that a theory is the closure of
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a (usually finite, modulo axiom schemata) theory presentation (or axiomatisation) T L by means of

the inference rules of the underlying logic L. Notice that we have here another potentially infinite

dimension for testing. Whatever strategy we use, we should test infinitely many hypotheses to cover

the whole theory. However, if we have a finite theory presentation (modulo axiom schemata), we can

use it instead of the whole theory, i.e., use its axioms as hypotheses.

Notice that evidence E is stated in a different language than theories and hypotheses. For express-

ing the former, a restricted language denoting observables and with a restricted logic suffices. For

instance, the property ‘this brick is red’ denotes a directly observable fact, i.e., the redness of this

particular brick. Moreover, the sentence ‘all the bricks I am talking about are red’ is a generalised

(finite) conjunction of atomic sentences. In other words, the universal quantifier of the logic accom-

panying the language of observables must be finite, as we cannot observe infinitely many properties.

The notion of direct observation can be relaxed to those things observed via ‘accepted’ instruments, a

microscope when observing cells, or an oracle when observing software artefact behaviours.

In contrast, the language in which theories and hypotheses are stated must be rich enough to

capture concepts, be they observable or not. Moreover, the accompanying logic must provide infinite

quantifiers, modalities, etc. For instance, if the domain of the quantifiers were not infinite, a scientific

theory would be transformed into an empirical generalisation.

The existence of these two sublanguages and their accompanying logics with different expressive

and deductive power, is the root of the problem of testing alluded to above. In Glymour’s words [11],

[ : : : ] how can evidence stated in one language confirm hypotheses stated in a language that outstrips

the first? The hypotheses of the broader language cannot be confirmed by their instances, for the evi-

dence, if framed in the narrower tongue, provides none. Consistency with the evidence is insufficient,

for an infinity of incompatible hypotheses may obviously be consistent with the evidence [ : : : ].

All these problems were deeply studied by the so-called logical-empiricist philosophers, in par-

ticular by the members of the Vienna Circle. Rudolf Carnap formally introduced the observational-

theoretical dichotomy by means of a theory known today as The Statement View of Scientific Theories

(in short The Statement View) in the 38 years between 1928 [2] and 1966 [3].

In the context of the Statement View, whenever we have an empirically interpreted theory T � we

have two disjoint subtheories of it, a theoretical one, whose presentation is TT = (ΣT
T ;AxT

T ), and a

purely observational one, whose presentation is TO = (ΣT
O ;AxT

O ), related by a set of correspondence

rules CT , which provides the only empirical interpretation of TT . Therefore, we have two languages
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generated by the vocabulary of T �, the theoretical one (which we will call LT
T ) and the observational

one (which we will call LT
O ). Observable facts are stated in LT

O . We will refer to such observable

facts as evidence. The requirement that the set of correspondence rules provide the only empirical

interpretation of the theoretical subtheory preserves the safeness of observational consequences. That

is, some theoretical symbols are given empirical interpretation, by the correspondence rules, in terms

of the observational symbols. The theoretical symbols whose meaning is not definitionally given

by the correspondence rules are not interpreted further. Their properties are given by relating them

with the already interpreted theoretical symbols by means of the deduction mechanisms provided by

the underlying logic. This means that there are more theoretical symbols than observational ones.

Therefore, it is easy to see that LT
T outstrips LT

O in expressive power. This difference is due, on the

one hand, to the above mentioned ‘difference in size’ of the corresponding vocabularies, and on the

other, to the logic underlying the theoretical and the observational segments of the theory.

Outline In Sect. 2 we present the hypothetico-deductive strategy in detail and discuss its flaws. In

Sect. 3 we introduce in detail the bootstrap strategy for deterministic evidence and, in Sect. 4, we

apply it to the verification testing of a toy deterministic program. In Sect. 5 the bootstrap strategy is

adapted to non-deterministic evidence, whilst in Sect. 6 its application to the verification testing of a

toy non-deterministic program is presented.

2 The hypothetico-deductive strategy

Let us recall Fig. 1. In the HD strategy the hypothesis H and the theory T � are used to derive a

prediction EP, and then some actual evidence E is used to determine whether or not the prediction is

true, i.e., if E j= EP. The hypothesis H is stated in the theoretical language; the background theory T �

is an interpreted theory containing its theoretical part, its observational part, and its correspondence

rules; finally, the prediction must obviously be stated in the observational language. In order to derive

the prediction from the union of the theory and the hypothesis, the theoretical terms appearing in the

latter must have a direct (by means of some correspondence rules) or indirect (by means of inference

and some correspondence rules) empirical interpretation.

A HD schema is a triple hT �
;H;EPi where T �, H , and EP are as in our scenario above, and the

following three conditions hold:

(i) T � [ fHg is consistent
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(ii) H;T � ` EP

(iii) T �
0 EP

Then, as we said before, E j= EP does not refute H w.r.t. T �, whilst E 6j= EP refutes H w.r.t. T �.

Let us analyse these conditions. The first one is obvious; if T � [ fHg were inconsistent, then

any prediction could be derived from it. The second condition is the essence of the HD strategy.

Finally, the third condition prevents us from affirming that H is tested in the case that T � suffices

for predicting EP. Notice that we are using T � instead of T �: the reason is the necessity of stating

condition (iii). Therefore, when using the HD strategy, we should consider T � [ fHg as the theory

explaining (making an appropriate prediction EP) for E, but H can only be confirmed w.r.t. some T �,

i.e., w.r.t. a subtheory of T �.

The outstanding problems of the HD strategy are the following. First, E can never refute or

confirm (for the precise meaning of confirmation recall the discussion of page 3 in the introduction)

w.r.t. T � any consequence of T � itself; notice, however, that, if H is a consequence of T �, then

it can be confirmed with respect to H ! T �, i.e., w.r.t. a subtheory of the original theory T � such

that conjoining it with the hypothesis is logically equivalent to T � (see [10]). Second, if EP is not a

tautology, E j= EP, and L is any consistent sentence such that EP 0 L, then L is confirmed by E w.r.t. a

true theory (namely L! EP). Third, if H is confirmed by E w.r.t. T �, then so is H^K, where K is any

sentence whatsoever that is consistent with H and T �. (Recall the property known as reinforcement of

the antecedent of classical propositional logic.) The first difficulty might be tolerated were it not for

the other two; together, they make the HD account untenable.

There were different attempts to save the HD strategy. Let us consider, for instance, Merrill’s

attempt to overcome the third difficulty (see [15]). Additionally to the above listed three conditions,

we should corroborate the fact that there do not exist sentences K, L, and M such that:

(iv) ` H$ K^L

(v) K 0 H

(viii) L 0H

(ix) M 0 H

(viii) 0 M$ L

(ix) K;M;T � ` EP

(x) T � [ fK;Mg is consistent

which in English means that if H is a conjunction, then no one of its conjuncts L (or any M equivalent

to L) suffices for deriving EP.

Unfortunately, Glymour showed (see [10]) that this addition leads to circular reasoning, i.e., EP `

H . The proof can be sketched as follows. Assume that T �, H , and EP satisfy (i), (ii), and (iii) above.
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Suppose that ` (H $ (T �  EP)), then (T �  EP) ` H by the deduction theorem and, given that

EP ` (T � EP), then EP ` H . Suppose now that 0 (H $ (T � EP)), then we let K be (T � EP),

L be ((T � EP) H), and M be any tautology. In this case, and using the deduction theorem and

modus ponens, as well as reasoning by reductio ad absurdum, it can be shown that K, L, and M satisfy

(iv)–(x). Thus if EP is a prediction by means of the hypothetico-deductive strategy, then necessarily

` (H$ (T � EP)) as in the first case above, which means that EP ` H .

Moreover, Glymor has proved in [10] that another suggested attempt to save the HD strategy by

adding additional constraints does not help. Even a late attempt to lend credibility to hypothetico-

deductivism by using relevance logic (see [16]) instead of classical logic was not successful, since

relevance logic itself was not yet well accepted.

Because of the failure of the HD strategy, specification-based black-box testing methods based on

it (or on rudimentary versions of it), for instance the method proposed in [7, 8, 9] (for its criticism on

the basis of this setting see [5]), have inherent and insurmountable problems. This problem led us to

the consideration of the bootstrap strategy as an alternative basis for a methodology for specification-

based black-box verification testing of software artefacts and for validation testing of specifications

against the application concept.

3 The bootstrap strategy for deterministic evidence

We present here the bootstrap testing strategy for the case of theories over existential (in)equational

logic EEQ+ (called simply EEQ if inequalities are not involved), i.e., the logic underlying systems of

n (in)equations with m unknowns. For the sake of simplicity, we assume that there is no α-conversion.

Let A = hA;�i be an algebra with a natural order. Let T � be a theory, let H be an equation (or

inequality), and let both be mutually consistent. Let E = fε j : j 2 Jg be a set of variables, and let

E = fε j : ε j 2 A and j 2 Jg be a set of values for the variables in E (these variables and their values

belong to the observational language), which once lifted by the set of correspondence rules CT �

are

consistent with H and T �.

Bootstrap testing schemata are three place relations hT �
;H;Ei, where T � is a theory, H the hy-

pothesis to be tested with respect to this theory, and E the evidence which can refute H with respect to

T �. In general, to be considered a bootstrap testing schema, hT �
;H;Eimust satisfy a set of conditions

such as (i) to (iv) below. Of the bootstrap schemata we introduce only one. All of them coincide in
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satisfying conditions (i), (ii) and (iv) below; the difference between them resides in the requirement

stated by each one’s condition (iii).

We begin by stating the Schema I for the deterministic case. In order to do so, we need to introduce

some concepts and notation. A subtheory of a theory T � is a theory T1
� such that T � ` T1

�; two

theories are equivalent if each one is a subtheory of the other. A variable is essential to an (in)equation

K if it occurs in every (in)equation equivalent to K; the set of essential variables of K is denoted by

Evar(K). (Recall that we do not have α-conversion.)

The Schema I of bootstrap testing is defined as follows. Given hT �
;H;Ei, for each x 2 Evar(H)

let T �
x be a subtheory of T � such that:

(i) T �
x determines (the value of) x as a function of a set of variables indexed by Ix,

which is a subset of the evidence E = fε j : j 2 Jg,

denoted by x = fT �

x
(CT �

(ε j : j 2 Ix^ Ix � J)).4

(ii) The set of values for the variables in Evar(H)

given by x = fT �

x(C
T �

(ε j : j 2 Ix^ Ix � J))

satisfies H .

(iii) There is no (in)equation K with Evar(K)� Evar(H)

such that H;&T � ` K and K;&T � `H .5

(iv) For all x 2 Evar(H), there is no (in)equation K with Evar(K)� Evar(T �
x)

such that `H ^T �
x$ fKg.

If conditions (i) to (iv) above are met, E is said to provide a positive test of H with respect to T �.

The motivation for the conditions above is as follows:

Condition (i) The requirement that a value be determined for each quantity occurring essentially in

H reflects a common prejudice against theories containing quantities that cannot be determined from

the evidence. Given hT �
;H;Ei, when values for the basic quantities occurring in H have not been

determined from the evidence E using some theory T �, then E and the relevant fragment of T � do not

of themselves provide reason to believe that those basic quantities are related as H claims them to be.

4We denote by fT �

x
the function (determined by subtheory T �

x) which assigns a value to the essential variable x as a

function of the fε j : j 2 Ix ^ Ix � Jg translated by the set of correspondence rules CT �

.
5&T � def

= (
S

x2Evar(H)T �

x)
�. Notice that if T �

x is presented by an axiomatisation Tx, then &T � def
= (
S

x2Evar(H)Tx)
�. In

this latter case we denote by &T the axiomatisation
S

x2Evar(H)Tx.
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Condition (ii) Obvious.

Condition (iii) Suppose there exists an (in)equation K such that Evar(K) � Evar(H), H;&T ` K

and K;&T ` H . Let y 2 Evar(H), y 62 Evar(K). This means that y is essential to H , but not

to H in conjunction with &T . In other words, y could take any value, independent of the ev-

idence fε j : j 2 Iy^ Iy � Jg. Therefore, the evidence E = fε j : ε j 2 A and j 2 Jg and the method

fx = fTx
(CT �

(ε j : j 2 Ix^ Ix � J))g
x2Evar(H)

of computing quantities in Evar(H) from the evidence

would fail to test the constraints H imposes on y. Thus, a significant component of what H says

would go untested.

Condition (iv) Consider the theory presentation T : fx = y;c = dg and the hypothesis H : x = y with

E = fx;y;c;dg.6 For simplicity, and because the theoretico-observational distinction is not relevant

for this discussion, let us suppose that the correspondence rules are, in this case, identity functions,

therefore, we identify observational and theoretical variables. The set Evar(H) is fx;yg, and a positive

test of H w.r.t. T is any set E = fx;y;c;d j x = yg, because, applying conditions (i) to (iv), (i.e., the

schema above), Tx : x = x and Ty : y = y. This means that whatever values c and d take, the hypothesis

H : x= y will not be refuted with respect to theory T provided the evidence satisfies x = y. Notice that

a T 0
x : x= y+(c�d) is rejected by condition (iv) because there exists K : y= y+c�d with Evar(K) =

fy;c;dg included in Evar(T 0
x) = fx;y;c;dg such that ` H ^T 0

x$ K. If we eliminate condition (iv)

and, therefore, accept T 0
x : x = y+(c�d), then the evidence E = fx;y;c;d j x = y^ c 6= dg will refute

H : x = y although T does not establish any link between variables x and y, on the one hand, and c

and d, on the other.

4 Bootstrap testing of a deterministic program

In this section we apply the Schema I of bootstrap testing presented above to an example. First, let

us recall that the way of declaring our intention of what is observable and what is not, is by stating

appropriate correspondence rules relating the evidence with the theory (that is, observables can be

single quantities and not necessarily a whole sort).

Let SPEEQ be the specification (or theory presentation) over the logic EEQ of a program with

input fx1;x2;x3;x4g and output x10 given at the top of Fig. 2, where AxBA is the set of axioms of

6We denote by L : fϕ1; : : : ;ϕng a system named L consisting of the formulae ϕ1; : : : ;ϕn. This is abbreviated to L : ϕ if

the system consists of just one formula.
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Boolean algebra. Suppose we want to verify the integrated circuit at the bottom of Fig. 2 against the

specification SPEEQ. The evidence is obviously constituted by sets E = fε1;ε2;ε3;ε4;ε5g of values for

variables ε1, ε2, ε3, ε4, and ε5.

Assume that the values of ε1, ε2, ε3, ε4, and ε5 in CH0106 are related, respectively, to the variables

x1, x2, x3, x4, and x10 in SPEEQ as detailed in Fig. 2. Notice that the values εi for εi (i = 1;2;3;4;5)

can be either 0V or 5V (where V stands for volts), whilst variables x1, x2, x3, x4, and x10 in SPEEQ can

only take values 0 and 1.

SPEEQ ΣSP Ax SP

ΣSP Bool F
F 0 1 : Bool

: Bool Bool Bool
Ax SP Ax BA x1 x2 x3 x4 x5 x6 x7 x8 x9 x10

x5 x1 x2

x6 x2 x3

x7 x5 x6

x8 x6 x4

x9 x7 x8

x10 x9 x4

 2
 3

ε 5

G1

G2

G3

G4

G5

G6

a

b

c

d

e

 4ε
ε
ε

 1ε

CH0106

CSP
2CSP

1 CSP
5CSP

4 CSP
3

* * * * *

Figure 2: A testing setting

The set CSP�

of correspondence rules is there-

fore constituted by five rules:

� four correspondence rules CSP�

1 , CSP�

2 , CSP�

3 ,

and CSP�

4 , describing the procedure for intro-

ducing into the pins labelled ε1, ε2, ε3, and

ε4 of the integrated circuit CH0106, an ap-

propriate signal (0V or 5V) corresponding

to a particular valuation (0 or 1) for variables

x1, x2, x3, and x4, as well as

� a correspondence rule CSP�

5 describing the

measurement procedure to be applied to the

output pin labelled ε5 of CH0106 for assign-

ing to variable x10 its corresponding value (i.e., 0 or 1).

In order to verify the circuit against the specification, we have to derive a set of experiments. Each

one of these experiments tests the circuit against a particular hypothesis H on the basis of the (theory

generated by the) specification (theory presentation) SPEEQ. The set of chosen hypotheses must cover

SP�. Therefore, a natural choice for the hypotheses are the axioms of the presentation SPEEQ. Let us

test, for instance, H : x7 = x5 � x6.

At this point let us emphasise that, as is the case in this example, we can do this, even when the

essential variables of the hypothesis are not related to any symbol of the observational vocabulary by

any correspondence rule.

In the general case, what the test can do is to refute our theory or, at best, not to refute it. In this

particular case, since the observable variables range over the Booleans, i.e., the set f0;1g, there is a
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finite set of possibilities for the evidence, i.e., each one of the combinations of valuations of ε1, ε2, ε3,

ε4, and ε5 with the set f0V;5V g. Therefore, we can exhaustively test H with respect to SPEEQ. Thus,

in this particular case, we can confirm H .

Given that Evar(H) = fx5;x6;x7g, three subtheories SP�
x5 , SP�

x6 , and SP�
x7 of SP� should be de-

rived for determining the values for the variables in Evar(H) as functions of CSP�

(E), where CSP�

(E)

is the evidence E ‘seen’ through the set of correspondence rules CSP�

.

First attempt

program P1
var , , , :Bool
function + (x,y:Bool):HBool
function + (x:HBool;y:Bool):HBool
function + (x:HBool;y:Bool):Bool
function (x:HBool;y:HBool):HBool
function (x:Bool;y:Bool):HBool
function a(x,y,z,t:Bool):HBool
return x + y
function b(x,y,z,t:Bool):HBool
return y z
function c(x,y,z,t:Bool):HBool
return a(x,y,z,t) b(x,y,z,t)
function d(x,y,z,t:Bool):HBool
return b(x,y,z,t) + t
function e(x,y,z,t:Bool):HBool
return c(x,y,z,t) d(x,y,z,t)
function z(x,y,z,t:Bool):Bool
return e(x,y,z,t) + t
begin

input( , , , )
output(z( , , , ))

end

Figure 3: A possible implementation

For instance, we can present the subtheories as follows:

SPx5 : x5 = x1 + x2

SPx6 : x6 = x2 � x3

SPx7 : x7 = (x1 + x2)� x2 � x3

Therefore, we have

H;&SP :

8>>>>>><
>>>>>>:

x7 = x5 � x6

x5 = x1 + x2

x6 = x2 � x3

x7 = (x1 + x2)� x2 � x3

Notice that &SP ` H , and therefore condition (iii) is violated

because there exists K, namely K : x7 = x7, with Evar(K) =

fx7g � Evar(H) = fx5;x6;x7g and both H;&SP ` K and

K;&SP ` H (in fact, K could be any tautology with fewer variables than H).

What has violated condition (iii)? We have used a misleading way of calculating a value for the

essential variable x7, i.e., a biased value calculated by using only the ‘input evidence’ Enfε5g instead

of a value calculated involving the measurement CSP�

1�i�5(E) of the whole ‘input/output’ evidence E.

What was wrong in this first attempt? The choice of &SP�.

Second attempt

So, we must obtain a more appropriate set of subtheories SP�
xi . Notice that, from SPEEQ, we can derive

11



x10 = x9 + x4

= (x7 � x8)+ x4

= (x7 � (x6 + x4))+ x4

= (x7 � ((x2 � x3)+ x4))+ x4

= (x7 + x4)� ((x2 � x3)+ x4+ x4)

= (x7 + x4)� ((x2 � x3)+ x4)

= (x7 � x2 � x3)+ x4

multiplying both sides by x4,

x10 � x4 = (x7 � x2 � x3 � x4)+(x4 � x4)

= x7 � x2 � x3 � x4

which functionally determines a value for x7 iff x2 � x3 � x4 = 1, i.e., iff x2 = 1 = x3 and x4 = 0.

Therefore, we present

SPx7 : x10 = x7

From SPx7 , H , and SPEEQ, one can derive

x10 = x5 � x6

= (x1 + x2)� x2 � x3

= x2 � x3

which is the so-called representative of H .

Notice that

H;&SP :

8>>>>>><
>>>>>>:

x7 = x5 � x6

x5 = x1 + x2

x6 = x2 � x3

x10 = x7

and there is no K that could violate condition (iii).

Hence, given the restriction x2 = 1 = x3 and x4 = 0 to the valuation of variables x1, x2, x3, x4,

and x10 imposed by the subtheories SP�
x5 , SP�

x6 , and SP�
x7 , the set of test cases is reduced to the two

instances obtained by setting x1 to 0 and observing if the value of x10 is 0 or 1, and repeating the same

observation after setting x1 to 1. In order to do this, we should use the procedures described in the

correspondence rules CSP�

1 , CSP�

2 , CSP�

3 , and CSP�

4 for applying the correct signals to the input pins ε1,
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ε2, ε3, and ε4; and the procedure described in CSP�

5 for measuring the output value in the pin ε5. Notice

that the evidence will provide a positive test of H with respect to SP� only in the cases in which the

value of x10 is 1, i.e., when ε5 is measured to be 5V .

program P2
var , , , :Bool;count:Int
begin

input( , , , )
if then output(true)
else count:=0

if then count:=count+1 endif
if then count:=count+1 endif
if count>1 then output(true)
else output(false)
endif

endif
end

Figure 4: An alternative implementation

A possible implementation of SP� is the functional pro-

gram P1 in Fig. 3. Notice, however, that ‘an intelligent’

programmer or an optimising transformation system (for in-

stance) could have produced the imperative program P2 in

Fig. 4. In this alternative implementation there are no Boolean

functions at all; nevertheless hypothesis H : x7 = x5 � x6 can

still be tested because SPEEQ also explains the behaviour of

P2. This example shows the power of the bootstrap strat-

egy in performing black-box testing taking into account only

the specification structure, the property under test, and the in-

put/output relation of the program implementing the specification. In [5] we show that P2 would

be rejected by the approach of [9], simply because the P2 does not implement every axiom of the

specification.

5 The bootstrap strategy for non-deterministic evidence

Bootstrap schemata for deterministic evidence provide means for determining whether or not some

evidence provides a positive test of a hypothesis with respect to a theory, where a hypothesis is either

an equation or an inequality. However, even the latter option of the hypothesis being an inequality

does not fully account for the application of bootstrap testing to non-deterministic sets of evidence

(as for example the one generated by a non-deterministic program), since the subtheories T �
x must

functionally determine a valuation for x 2 Evar(H). (In the simplest case, they explicitly describe

functions.) For making bootstrap testing fully applicable to the case of non-deterministic sets of

evidence, we need to generalise the setting by allowing the subtheories to (non-vacuously) include

inequalities so as to allow the variables to become set valued. (In the discussion below, given a

function f : D! I and given E �D, we let f (E) denote the set f f (d) : d 2 Eg.)

Now suppose that, in a setting such as that for schemata for deterministic evidence above, for

each j 2 J, the evidence ε j takes its values from a set ∆ j. Then, for each x 2 Evar(H) we have five
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possibilities, namely:

1. If x = fT �

x(C
T �

(ε j : j 2 Ix^ Ix � J)),

then we let x = fT �

x
(CT �

(∆ j : j 2 Ix^ Ix � J)).

2. If x > fT �

x
(CT �

(ε j : j 2 Ix^ Ix � J)),

then we let x = fa : if b 2 fT �

x
(CT �

(∆ j : j 2 Ix^ Ix � J)), then a > bg.

(An alternative is to make x = fa : there exists b 2 fT �

x(C
T �

(∆ j : j 2 Ix^ Ix � J)) s.t. a > bg.)

3. If x < fT �

x(C
T �

(ε j : j 2 Ix^ Ix � J)),

then we valuate x analogously to the preceding case.

4. If x� fT �

x
(CT �

(ε j : j 2 Ix^ Ix � J)),

then the value of x is calculated as the union of the set values given by cases 1 and 3.

In case x� fT �

x
(CT �

(ε j : j 2 Ix^ Ix � J)), we proceed analogously.

5. If the value of x 2 Evar(H) is determined by a collection of inequalities, then the (set-value) of

x is the intersection of the sets given by those inequalities separately.

Now, evidence E = f∆ j : j 2 Jg provides a positive test of a hypothesis H with respect to a theory

T � according to the bootstrap schemata for deterministic evidence, if on the one hand, for each x 2

Evar(H) there exists a value in x such that these values satisfy H in the usual way, and on the other

hand, the other conditions of the schema in use are met.

The reader might be disturbed by the requirement that a single value of x for each x 2 Evar(H)

satisfying H suffices. This seems to mean that a non-deterministic program is considered correct when

at least the value produced in one of its executions satisfies H . What about the values x produced in

other executions not satisfying H , should they be accepted? However, we must recall that the defini-

tion of the bootstrap schemata requires that E be consistent with H and T �, and therefore, both pre-

and postconditions of the program must be satisfied for the evidence E to be able to provide a positive

test of H w.r.t. T . This requirement on the evidence E stands for an universal quantification overriding

the troublesome existential one above for all input/output (observable) variables. Therefore, the weak

existential condition above applies only to internal (non-observable) variables.

6 Bootstrap testing of a non-deterministic program
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CONVEEQ ΣCONV AxCONV

ΣCONV F

F :

AxCONV m1 n1 m2 n2 m3 n3 x y 0 m1 m2

0 n1 n3
m2n1 m1n2 m3 n2 n1

m2 m1

n2 n1

m3 0

y m1x n1

y m2x n2

y m3x n3

x 0

y 0

Figure 5: The specification CONVEEQ+

Let us now apply the variant of Schema I

for theories containing inequalities and set-

valued variables to the verification of a non-

deterministic program.

Consider the specification CONVEEQ+ over

the logic EEQ+ given in Fig. 5. (We as-

sume that the universally quantified variables

are sorted by the correspondence rules in such a

way that their constraints, i.e., those conditions

involving only those variables and perhaps con-

stants, are satisfied.)

A geometrical interpretation of this specification is the one depicted in Fig. 6, where the surface

filled with the parallel vertical line pattern represents the convex polygon defined by the inequalities

y � m1x+ n1, y � m2x+ n2, y � m3x+ n3, x > 0, and y > 0. (That is, the polygon enclosed by the

lines L1 : y = m1x+ n1, L2 : y = m2x+ n2, L3 : y = m3x+ n3, and the coordinate axes.) Notice that

the convex polygon in Fig. 6 satisfies the conditions 0 < m1 < m2 and m3 < 0 in CONVEEQ+ . Notice

as well that the point hx0;y0i exists because m1 6= m2, and that therefore, k = m2n1�m1n2+m3(n2�n1)

m2�m1
also

exists. Finally, notice that the convex polygon in Fig. 6 also satisfies conditions 0 < n1 < n3 � k and

n2 < n1 in CONVEEQ+ .

y = m3x + n3

y 
=

m
2
x 

+
n 2

y =
m1x + n1

X

Y

1k =
m2n1 m1n2 m3 n2 n

m2 m1

x0
n1 n2

m2 m1

y0
m2n1 m1n2

m2 m1

Figure 6: A geometrical interpretation of CONV�

As is the case with any specification,

CONVEEQ+ can specify many programs, in par-

ticular the non-deterministic program Pnondet

whose input/output diagram is the one depicted

in Fig. 7. We will consider that the corre-

spondence rules are identity functions, there-

fore for the sake of simplicity we will use

the set fm1;n1;m2;n2;x;yg as the evidence,

instead of using the actual evidence E =

fε1;ε2;ε3;ε4;ε5;ε6g and the set of correspon-

dence rules. Here, we assume that the univer-

sally quantified variables are sorted by the cor-
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respondence rules in such a way that constraints imposed on them by CONVEEQ+ are satisfied. In

other words the data fm1;n1;m2;n2g with which program Pnondet is fed is such that 0 < m1 <

m2^n2 < n1^0 < n1.

ε5 ↔ x
C CONV

5

ε6 ↔ y
C CONV

6

m1 ↔ ε1
C CONV

1

n1 ↔ ε2
C CONV

2

m2 ↔ ε3
C CONV

3

n2 ↔ ε4
C CONV

4

Pnondet

Figure 7: The input/output diagram of Pnondet

The informal description of the intended seman-

tics of the program Pnondet is as follows: each time

a set of values fm1;n1;m2;n2g is fed into Pnondet,

1. it randomly chooses suitable values m3 and n3

for m3 and n3, respectively, satisfying the con-

ditions imposed on them by CONVEEQ+ ;

2. then, it chooses, also randomly, any pair hx;yi of coordinates for a point lying inside the convex

polygon defined by the constraints y� m1x+n1, y� m2x+n2, y� m3x+n3, x > 0, and y > 0

also imposed by CONVEEQ+ ;

3. finally, it outputs the values x and y.

y = 0.5x + 4

y
=

2x
- 8 x0

n1 n2

m2 m1

y0
m2n1 m1n2

m2 m1

X

Y

input

1

2

3
4

5

6

7

8

9
10

11

12

13
14

15

16

17

18
19

20

21 ♠

Figure 8: Output generated by 21 executions of Pnondet

Thus, Pnondet has an obviously non-

deterministic behaviour, since, after ran-

domly choosing values for the coefficients of

the straight line y = m3x+ n3, (thus defining

a particular convex polygon), it produces as

output an also randomly chosen pair hx;yi of

coordinates defining a point lying inside this

convex polygon.

Now, let us suppose we fed Pnondet 21

consecutive times with values m1 = 0:5, n1 =

4, m2 = 2, and n2 = �8. As we said above,

each time (i.e., in each execution), Pnondet

will first randomly choose values m3 and n3, thus defining a particular convex polygon.

In each one of these 21 executions, Pnondet produces an output pair of values hx;yi defining

the points depicted in Fig. 8 (see also in the table in Fig. 9, columns m1, n1, m2, n2, x, and y, which

exhibit the input/output relation defined by the 21 executions of Pnondet in question).
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The purpose of this example is to test (using the variant of Schema I for non-deterministic pro-

grams) whether or not the behaviour of Pnondet satisfies its intended semantics (and, therefore, if it

is correct with respect to CONVEEQ+). Thus, what we should do now is to test each one of the axioms

of CONVEEQ+ (on the basis of CONV�), using the input/output relation produced by the 21 executions

of Pnondet as evidence. To do this, we need to derive, for each one of the essential variables z of

each one of these axioms, an appropriate CONV�
z. However, it will suffice as an example to analyse

only the testing of H1 : m3 < 0 and H2 : n3 � k.
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Figure 9: Data for the testing of hypotheses H1 and H2

So, let us begin with H1 : m3 < 0. It is ob-

vious that it has just one essential variable, i.e.,

m3. Therefore, we need to derive only a sub-

theory CONV�
m3 . Notice that for this deriva-

tion, we can use all the axioms of CONVEEQ+

with the exception of m3 < 0 itself, because

we would otherwise violate condition (iii) of

Schema I. To see why, suppose we allow the

use of m3 < 0 in the derivation of CONV�
m3 ,

then it is obvious that &CONV `H1. This leads

to the violation of the said condition (iii) be-

cause for any ground tautology K in CONV�,

since K has no variables and hence Evar(K) �

Evar(H1) = fm3g, obviously &CONV;K ` H1

and &CONV;H1 ` K holds.

Then, let us use the inequalities

n1 < n3 �
m2n1�m1n2 +m3(n2�n1)

m2�m1
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From them we obtain that

n1 <
m2n1�m1n2+m3(n2�n1)

m2�m1

(m2�m1)n1 < m2n1�m1n2 +m3(n2�n1) since m2�m1 > 0

m2n1�m1n1 < m2n1�m1n2 +m3(n2�n1)

m1n2�m1n1 < m3(n2�n1)

m1(n2�n1) < m3(n2�n1)

m1 > m3 since n2�n1 < 0

that is,

CONVm3 : m3 < m1

which is a presentation of CONV�
m3 .

In the table of Fig. 9 we have one column under the key H1 : m3 < 0. Notice that CONVm3 is of

the type referred to in case 3 (on page 14). Therefore m3 = (�∞;0:5] and the H1 : m3 < 0 is satisfied

since there exists a value in m3 smaller than 0.

Let us now test the hypothesis H2 : n3 � k = m2n1�m1n2+m3(n2�n1)

m2�m1
on the basis of CONV�. The set

Evar(H2) of essential variables of H2 is fm1;n1;m2;n2;m3;n3g. Given that m1, n1, m2, n2 are part of

the evidence, their corresponding subtheories can functionally determine them. So, we set

CONVm1 : m1 = m1

CONVn1 : n1 = n1

CONVm2 : m2 = m2, and

CONVn2 : n2 = n2

From y� m3x+n3, and given that, according to CONV, n3 as well as x are positive and m3 negative,

we can deduce that y < n3. The subtheories for m3 and n3 are then:

CONVm3 : m3 < 0, and

CONVn3 : y < n3

Recall that a subtheory T �
z must constrain the value of z using only the evidence. Therefore, in the

case of m3, we cannot use the inequality y�m3x+n3, since we cannot eliminate n3, even using other

parts of CONV.

In the table of Fig. 9 we have three columns, now under the key H2 : n3 � k giving bounds for the

values of n3, of m3, and of k.
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Notice that CONVn3 is of the type referred to in case 2 (on page 14). Therefore n3 = (8:35;∞)

and H2 : n3 � k is not satisfied since there exists a value in m3 that makes k smaller than 8.35. (See

column ‘k lower bound using m3 = 0,’ calculated using the least upper bound 0 for m3.) This is due

to the point number 21 (labelled with � both in Fig. 8 and in the table in Fig. 9), which is obviously

outside any possible convex polygon.

Therefore, Pnondet is not correct with respect to CONV�.

If we analyse the table of Fig. 9, we can consider the upperbound calculated for m3 in the test of

H1 : m3 < 0 to be too coarse, because for any point i in Fig. 8, the least upperbound for m3 –not even

considering in its calculation the hypothesis H1– will be 0. Since the point i will obviously be inside

the convex polygon limited by L1, L2, the coordinate axes, and the line given by y = yi, m3 = 0 will

be a finer upperbound. However, we are testing Pnondet against the whole theory. Thus, we should

also consider that for this point i, we have a greatest lowerbound for n3 namely n3 = yi. Therefore, the

line limiting the minimum polygon in which the point i lies will be L : y = mx+ n with m < m1 and

n > yi; this line L is y = yi.

7 Conclusions

What we have presented is a very promising and powerful approach to specification-based verification

and validation testing of software process artefacts (i.e., software artefacts as well as specifications).

We have shown that the approach is useful for both deterministic and non-deterministic programs and

specifications.

This approach was developed using the general epistemological background sketched in Sects. 1,

3, and 5. We would like to emphasise that in doing this, as theoretical computer scientists, we pro-

ceeded more like epistemologists than as logicians or mathematicians in conducting our quest.

On the same basis, in Sect. 2 we have also discussed the flaws of the best known alternative to

the bootstrap strategy, namely the hypothetico-deductive strategy. These flaws prevent its use for

sustaining testing methodologies.

Whether in the framework of verification testing, it is worth noting the similarity between the

bootstrap core idea and the notion of implementation relation defined by refinement. Recall in Fig. 1

the valuation α induced by E, that has to be such that α j= H; in other words, the bootstrap strategy

requires that evidence provide instances of the hypothesis under test. Refinement requires that the
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relation defined by (the semantics of) a program be contained in the set of relations defined by (the

semantics of) a specification; see [1]. Thanks to the deduction theorem, both just mean that evidence

resp. program implies the specification.

As we said in the introduction, ‘exhaustive’ testing has two different dimensions. One is the ‘cov-

erage’ by the test of the whole specification to be tested. The other is the ‘exhaustion’ of the test

w.r.t. the (possibly infinite) domain of interpretation of the symbols in the specification. It seems that

our approach takes care of the first of these dimensions. However, we have presented it just for the-

ories over an existential (in)equational logic. Then, the bootstrap-strategy-based approach should be

extended to deal with theories over other logics of interest (e.g., classical first-order, temporal, deontic,

and dynamic logics) and with various kinds of semantics (for instance, transition systems). This is a

must if we intend to turn the approach to a practical one. Also the bootstrap testing of structured spec-

ifications and systems must be considered. The second dimension (which is the problem addressed by

Gaudel with her ‘uniformity hypotheses’) must be studied, for instance, in the light of Carnap’s and

Hintikka’s results on inductive logic and the general methodology of (scientific) induction [4, 13].

Comparing the bootstrap strategy with real software testing developments is a crucial issue. This

comparison should begin by an exhaustive analysis of the current testing methods in the light of

the epistemological framework here presented. A starting point could be, for instance, the method

reported in [6], whose similarity with this strategy was pointed out by C. Heitmeyer.
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FIHGHGßEN�P�Ú�CQP�ÖæJKP@ÙEDGFIYQaSN�JKCQN�aUX]R�ÙWN�JqÖAN�N�L×X8RQDGPbÙQØIN�ÛçDKN�ÞoßQFIDGN�Û&N�LoJGHOX]LQY=FMJKH-HGRWN�Ü�F·á
Ý^Ü®X]JGFIPSLkâWèéN-JKCQFILQê?JKCQFIHºFIHKHGßQN�C^X]H*àSX�DGFIPbßQH�ÚëX�Ü�N�JGH®âµìQPbDºFILQHKJ°X]LQÜ�NSägabFIàSN�L�X&RQDKPSÙQØIN�Û=ä
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Ö�DGFIJGFILQaWâ
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BAPSÛ&Û�PSL*ï5ØIaSN�ÙQD°X]FMÜ5ûÅR^N�Ü�FtÝWÜ®X�JKFMPbL�ükX]LQaSß^X]aSN*øGýIþ®ÿEä�þ��+�«ùkYEN�àSN�ØIPbR^N�Y&Ö�FIJGCQFIL1JGCQN5BAPbÛ�á
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RQDGN�HGHGFIàbN Ø³X�LEaSß^X]aSN�Ú«PbDkHKR^N�Ü�FtÚsTUFILQa�Ü�PSLoàbN�LoJGFIPSL^X]ØoHGP�ÚsJqÖ�X]DGN�
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PSßQJKRQßQJKHkX�DGN3HGJGDKN®X�Û&H°ù�â���CQN JKD°X]LQHGØ³X�JKFIPSL�ÚsD°X�Û&NkYQPbÛ@X]FML�FIHgaSFIàSN�L*ÙoT5JKCQN-OQP�R�S�TVU�X�LQY*JGCEN
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OQP�R�S�TVU5X�LQY W S�TXR�S�TVU�#
á JGP�N�oRQDKN�HGH*JGCEN�O9Z W []\;^ _�Ta` bJP�U�c;`QRUâ
ügN�JµßQH�LQPSJKN JKC^X�JµJGCQFIHµP�Ú«JKN�LOToFIN�ØIYQHµJGP5HKR^N�Ü�F·Ú«TOX�ØIHKP5HGPbÛ�N�Ù^X]HGFIÜ Y^X]J°X�JKC^X�J X]DGN DKN�ÞoßQFIDGN�Y
ÙoT�JGCQN�OQP�R�S�TVU�äQJKCQN W S�TXR�S�TVU*X�LQY.�]PSDAÙoT�JGCEN�O9Z W []\;^ _�Ta` bJP�U�c;`QRUâ
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Information
Outputs

questions about the working
Performance Requests:

the management decisions
of the company to support

CompanyIS:
the company
information system

Performance Info:
the required information
on the company performance

Performance Function:
the performance information
depends on the past
behaviour of the company

Design Domain Requirements

a trading company buying
products from producers
and selling them to clients

Company:

System
Information
Requests

Real World

Function
Information
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×a¿KV�Á Ñ ãIÓ�JhDON!Ð�V¬DÅÈ�¿KGIÇSDÅ¿KLYö#V#P�DON�P®XEÈTDÅÂ£DÅNt¿rV#V#P®J#GEÂrÂKV#J#¿�Ã�ÀQV#ÂKV�DÅH�HK¿rV#Á Ñ â�ÓcJ�DÅN�N�GE¿2Ð�V
DOÈ�¿rGEÇ�DO¿KLYö#V�PqÛEÐQÈ�¿�Ã)V�DOÂKV'Ã)GIÂKÍaLYN�X4¿rG�XELYCEV�D�ÂrL�J3À�HKV�¿�GOÄ�XIÈ�LYP�V#ÉYLYN�V#H2Ä]GIÂ�À�V#ÉYÁ�LYN�X�¿KÀQV
È�HKV�Â�L�N�HrÈ�J3À¿£DÅHKÍxÖ

ÿ�V#ÂrVÃ)V®Á�ÂKV�HKV#Na¿������qÛ�DXIÂ£DÅÁ�À�LYJ®Ä]GEÂrÇSDOÉcN�GE¿3DO¿KLYGIN¡Ä]GEÂ�¿rÀ�V�ÕtDhCED�¿£DOÂrXEV#¿rV#PÒP�V3Ø
HKLYXEN�HrÁTV#J�LfÔ�J�DO¿rL�GIN�H�Û�GIÐ�¿£DÅL�NQV#P�ÐtÌ®¿£DÅÂKXEV�¿KLYN�X áYâIâ3åq¿KG�ÕaDhCED�Ûa¿rÀTDO¿7L�H�ÐaÌ®Ç!GaP�LÙÄ]ÌaLYN�X�¿KÀQV
HKÁ�V#J#LÙÔTJ�DÅ¿KLYGEN´ÉMDÅN�XEÈTDÅXEV�¿KG¿3DOÍIV4LYNa¿KG DÅJ#J#GIÈ�Na¿�¿KÀ�V�ÄkV�DO¿rÈ�ÂKV#H�DONQP´¿KÀ�V�ÉYLYÇ!LY¿£DÅ¿KLYGENQH�GOÄ
ÕtDhCEDQÖ

������LYHqXIÂ£DOÁQÀ�LYJ)Ð�V#J�DÅÈ�HKV�V#CIV#ÂKÌ�DOHrÁTV�J#¿�GOÄ�HKÌaHK¿rV#Ç Ñ VEÖ XTÖYÛhJ#GEÇ®ÁTGIN�V#Na¿KHhÛ�XIÉYGEÐTDÅÉtDOÂrJ3À�LÙØ
¿KV#J�¿KÈ�ÂrV4DON�P�Ð�V#ÀTDhCaLYGEÈ�Â3Ó2LYH)P�V�HKJ#ÂrL�Ð�V#P¡GEN�ÉYÌ�ÐaÌ!PQLÊDÅXEÂ3DOÇ!HhÖ��2È�¿�LY¿2L�H2ÄkGEÂKÇ�DOÉ_ÛOÐ�V#J�DÅÈ�HKV
¿KÀ�V�PQLÊDÅXEÂ3DOÇ!H7J#GEÇ®ÁTGIHKLYN�X®¿KÀ�V®HKÁ�V#J#LÙÔTJ�DÅ¿KLYGEN�H�DOÂrV�Ë3È�Hr¿4DON�DÅÉ�¿rV#ÂKN�DO¿KLYCIV�N�GE¿3DO¿KLYGINÄ]GIÂ
ÉYGEXELYJ�HrÁTV#J�LfÔ�J�DO¿rL�GIN�H¬DÅH�LYN áYâIâ3å Ñ ¿KÀQV�Ä]GEÂrÇSDÅÉ�HKV#Ç�DONa¿KLYJ#H�GÅÄ������!LYH�Á�ÂKV#HrV#Na¿KV#P¡LYN á
	hå]Ó�Ö

æ´V¬¿rÀ�LYN�Í!¿rÀTDO¿������qÛaÃ�LY¿KÀ�¿rÀ�V4DOHrHKGaJ#LMDO¿rV#PÇ®V#¿KÀ�GaPDONQPSHrGOÄ]¿_Ã�DOÂrV�HKÈQÁ�ÁTGIÂK¿7¿KGaGEÉYH�Û
J#GEÈQÉ�P®À�V#ÉYÁ�¿KÀ�V'P�V#CEV�É�GIÁ�Ç!V�Nt¿2GOÄ�ÂKV#ÉYLMDOÐQÉ�V7HKÌaHK¿rV#Ç!H�LYÇ®Á�ÉYV#Ç!V#Na¿rV#P�LYN!ÕtDhCEDQÖ

� æ´V�J�DONPQV#HKJ#ÂrLYÐTV�¿KÀ�V'HKÌaHK¿rV#Ç�P�V#HrL�XINXEÂ3DOÁ�ÀQL�JhDOÉYÉYÌtÛaDON�P�¿rÀTDO¿7L�H�ÀQV#ÉYÁaÄ]È�É>¿KG�XEÂ3DOHrÁ
¿KÀ�V�HrÌaHK¿KV�Ç J3ÀTDÅÂ£DÅJ#¿KV#ÂrLYHK¿KLYJ#HhÖEÿ7GOÃ)V�CEV#ÂhÛO¿KÀ�V������XEÂ3DOÁ�À�LYJ2HKÁ�V#J#LÙÔTJ�DÅ¿KLYGENQH)DOÂrV)Hr¿KÂKÈQJ3Ø
¿KÈ�ÂrV#PDON�P�¿rÀTDO¿�DhCEGILYP�H�GEN�V7GOÄq¿KÀQV�Á�GEHKHrLYÐ�ÉYV�P�Â3DhÃ�ÐTDOJ3ÍaH)GÅÄqXEÂ3DOÁ�À�LYJ�N�GI¿£DÅ¿KLYGEN�HhÎE¿rG
ÀTDONQP�ÉYV¬CIV#ÂKÌ®ÉMDOÂKXIV�P�LMDOXEÂ3DOÇ®H�¿KÀTDÅ¿�J#GEÈQÉ�P®ÐTV'N�GE¿2È�N�P�V�ÂKHK¿rGaGtP>Ö

� ß�À�V2É�V�CEV#É�GÅÄT¿KÀQV�������P�V#HKJ�ÂKLYÁ�¿KLYGIN�H�LYHqN�GI¿�¿KGaG�ÉYGOÃ��h¿KÀ�V2P�V#HrLYXEN�V#Â2DhCEGELYP�Hx¿rG�HKÁ�V#J#LÙÄ]Ì
¿KGaG�Ç�È�J3À�P�V#¿£DÅLYÉ�H�DÅN�P ¿rÀ�V�P�Â£DhÃ�LYN�XIH9DÅÂKV�HKLYÇ!ÁQÉ�V�V#NQGEÈ�XIÀ���Ä]GIÂ¬V�ê¨DÅÇ!Á�ÉYVEÛQLYN������
¿KÀ�V�ÂKV4DÅÂKV�È�HrV#Â�PQV3ÔTN�V#P�PTDO¿3DhØ_¿_ÌtÁ�V#H�DÅN�PDOÐ�Hr¿KÂ£DÅJ#¿�J#GIÇ!Ç�È�N�LYJ�DÅ¿KLYGEN�Ç!V�J£À�DON�LYHKÇ®H�Û
DOH�HrÌtNQJ£ÀQÂKGENQGEÈ�H�DON�PDOHrÌaN�J3À�ÂKGIN�GEÈ�H�J3ÀTDÅN�N�V#ÉYHhÖ

� ������HKÁ�V#J#LÙÔTJhDO¿KLYGIN�HÆDÅÂKV2Ä]GIÂKÇ�DOÉ_ÛhÃ�L�¿rÀ4¿rÀ�V�ÈQHKÈTDÅÉèDÅP�CEDONa¿£DÅXEV#Hc¿KG�È�HrV�Ä]GIÂKÇ�DOÉEÇ®V#¿KÀ¨Ø
GaP�H�Ã�LY¿KÀ�GIÈ�¿�ÐTGI¿KÀ�V�ÂKLYN�X�¿KÀQV¬HrÁTV�J#LÙÔTV#ÂKH�Ã�LY¿KÀ�¿rGtG�Ç�ÈQJ£À�ÄkGEÂKÇ�DOÉYLY¿KLYV#HhÖ

� ß�À�V¬DÅÈ�¿KGIÇSDÅ¿KLYö�DOÐQÉ�V�¿rÂ£DONQHKÉMDO¿rL�GIN�¿KG�ÕaDhCED7ÂKV#P�ÈQJ#V#H�¿KÀQV�¿KLYÇ!V2¿KG4D9Ã)GIÂKÍaLYN�X�HKÌaHK¿rV#Ç
DON�PDÅÉ�HrG4XILYCEV#H�D'Á�ÂKGI¿KGI¿_ÌtÁ�V#ÂWÄ]GEÂ�HrÈ�J3ÀSHrÁTV�J#LÙÔTJ�DO¿rLYGEN�HhÖ

ß�À�V#ÂrV9DÅÂKV�N�V#LY¿rÀ�V#Â�¿rÀ�V#GIÂKV#¿rL�JhDOÉqNQGEÂ�Á�Â3DOJ#¿rL�JhDOÉxÁ�ÂrGEÐ�ÉYV#Ç®H)¿rG4ÂrV�DOÉYLYö#V�D'Ä]È�ÉYÉ�¿KGaGEÉÙØ_HKV#¿2Ä]GIÂ
HKÈ�ÁQÁTGIÂK¿KLYN�X�¿rÀ�V�È�HrV�GOÄ������!È�HKLYN�X�¿rÀ�V�J#ÈQÂKÂKV�Nt¿�¿rV#J3À�N�GEÉYGIXEÌ Ñ VEÖ XTÖYÛaLYNa¿KV#Â3DOJ#¿rL�CIV�V#P�LY¿rGEÂ�Û
HK¿3DO¿KLYJ�J3À�V�J£ÍIV#Â�ÛIÀaÌaÁTV#ÂÞØª¿rV#êa¿KÈTDÅÉ�Ð�ÂrGOÃ�HKV#ÂhÛO¿KÂ3DON�HrÉÊDÅ¿KGIÂ-¿rG�ÕaDhCED�ÛhP�V#Ð�ÈQXEXEV�Â£Ó��ÅL�¿>LYHqÁ�GEHKHrLYÐ�ÉYV
¿KG�ÂrV�DOÉYLYö#V�¿KÀ�V#Ç�Ã�LY¿rÀ�LYN D�ÂKV�DÅHKGINTDOÐ�ÉYV�DOÇ®GEÈ�Na¿2GOÄ)¿rL�Ç®VEÛaÃ2V)Ë3È�Hr¿¬NQV#V#P¡HKGEÇ®V�ÀtÈQÇSDON
ÂKV#HrGEÈ�ÂrJ#V#HhÖ



ÿ�V#ÂrVEÛIÄ]GEÂcÉÊDÅJ3Í4GÅÄèÂrGtGIÇ ÛhÃ2V�J#GIN�HKLYP�V#Â2GENQÉ�Ì�D�ÂrL�J3À�HrÈ�Ð�HKV�¿�GOÄ������!DOÁ�ÁQÉ�LYV#P�GIN!D�¿KGOÌ
ÂKÈ�NQN�LYN�X4V�ê¨DÅÇ!Á�ÉYV�DÅN�P!XIL�CIV�HrGEÇ!V�LYP�VhDOH�DOÐ�GEÈQ¿)LY¿KH�¿rÂ£DÅN�HKÉMDO¿rLYGEN�LYNa¿KG�ÕtDhCED��aD'P�V#¿£DÅLYÉ�V�P
Á�ÂKV�HKV#Na¿£DÅ¿KLYGEN´GÅÄ������ DÅN�P¡Ä]È�Âr¿KÀ�V#Â�V#ê�DOÇ®Á�ÉYV#H¬DÅÂKV®L�NÒá
	håKÖ�¾_N�×aV#J#¿hÖ��®Ã2V�Á�ÂKV�HKV#Na¿�¿KÀQV
ÂKV#ÉMDÅ¿KLYGEN�H2Ã�LY¿KÀ�GE¿rÀ�V#Â�Ã2GEÂrÍtH�DÅH�Ã)V�É�ÉqDÅH�HKGIÇ!V�ÀQL�Na¿rH�GEN�GEÈ�Â2ÄkÈ�¿KÈ�ÂrV�Ã)GIÂKÍxÖ
���������� � �!" �#��%$'&�(*)�+,� æ´V�HKÁ�V#J#LÙÄ]Ì®¿KÀ�V�P�V�HKLYXEN�GOÄ-D'ÕtDhCED'Á�ÂrGEXEÂ3DOÇ�HKLYÇ�È�ÉMDÅ¿KLYN�X�D
ÁTGaJ3ÍEV�¿�J�DOÉYJ#È�ÉMDÅ¿KGEÂ2¿KÀ�DO¿2J#GEÇ®Á�È�¿KV�HÆDÅN�P�L�Na¿rV#Â£DÅJ#¿KH�Ã�LY¿KÀ�D�ÍIV#ÌaÐTGaDOÂrPqÛ�D�PQL�HrÁ�ÉMDhÌ±DÅN�PD
Á�ÂKLYNa¿KV�Â-�I¿KÀ�LYN�ÍxÛÅÄ]GEÂ�V�ê¨DÅÇ!Á�ÉYVEÛÅGOÄ-D'HKÇSDÅÉYÉ¨DÅÁ�Á�ÉYLYJ�DO¿rLYGEN�HKLYÇ�È�ÉMDO¿rL�NQX¬D�J�DÅÉYJ#È�ÉMDO¿rGEÂ�GIN!¿KÀQV
P�V#HrÍt¿rGEÁ¡GOÄ�D�J#GIÇ!Á�ÈQ¿KV#ÂhÖTß�ÀQV�Ä]È�N�J#¿rLYGENTDÅÉ�LY¿rL�V�H�GOÄ2¿KÀ�V�J�DÅÉYJ#È�ÉMDO¿rGEÂ¬DÅÂKV�ÚaÈ�LY¿KV�GEÐaCaLYGEÈ�HhÎ
LY¿�J�DONÂrV#J#V#LYCIVEÛ�ÐtÌ�¿rÀ�V�ÍEV�ÌtÐ�GtDÅÂKPqÛ�NaÈ�Ç�Ð�V#ÂKH�DÅN�PHrL�Ç®Á�ÉYV�J#GIÇ!Ç�DON�P�H8Ä]GEÂ7ÁTV#ÂÞÄ]GEÂrÇ!LYN�X
GEÁ�V#Â£DÅ¿KLYGENQH Ñ DOPQP�LY¿KLYGEN�DON�P®Ç�È�ÉY¿KLYÁ�ÉYLYJ�DO¿rL�GINTÓ�DON�P/Ä]GEÂ�ÁQÂKLYNa¿KLYN�X�¿KÀ�V�PQL�HrÁ�ÉMDhÌ4J�GENa¿KV#Na¿hÖ

. /10�2

¾_N!¿rÀ�LYH�HKV#J#¿rLYGEN�Ã)V7ÔTÂrHK¿7P�V#HKJ�ÂKLYÐTV'¿KÀ�V�ÇSDÅLYN�Ä]V�DO¿rÈ�ÂKV�H�GOÄ�¿KÀ�V�DÅÐ�HK¿rÂ£DOJ�¿�P�V#HrLYXEN�HKÁ�V#J#LÙÔ�Ø
J�DO¿rLYGEN�¿KV#J3À�NQL�ÚaÈ�V�GOÄ�á�âIâ3å3�a¿KÀQV#N Ã2V�P�V�HKJ#ÂrL�Ð�V�À�GOÃÝ¿rG!¿£DÅÂKXIV#¿�L�¿7¿KG®ÕtDhCED�DONQPXELYCEV�DON
GOCEV#Â3DOÉYÉ�Á�ÂKV#HrV#Na¿£DÅ¿KLYGENGÅÄ-¿rÀ�V4�����!N�GE¿3DO¿KLYGINqÖ

57685 9;:=<?> ��&A@ >;B � < !"#A < )=��@�!8C�@�& > !,D7 <

ß�À�V�HrÁTV�J#LÙÔTJ�DO¿rLYGEN�¿KV#J3À�NQL�ÚaÈ�V'GOÄ)áYâEâëåèP�LYHr¿KLYN�XEÈQL�HrÀ�V#H�DÅÇ!GENQX¬¿rÀ�V�PTDO¿3DhØ_¿_ÌaÁTV#HhÛa¿KÀ�V�ÁTDÅH_Ø
HKLYCEV�DON�P¡¿KÀ�V!DÅJ#¿KLYCIV�J#GEÇ®ÁTGIN�V#Na¿KH�GÅÄÆD®HKÌaHK¿rV#Ç Û�Ð�V#J�DOÈQHKV�¿KÀQV#HKV®J#GEÇ®ÁTGIN�V#Na¿KH7ÀTDhCEV�D
P�LFEèV�ÂKV#Na¿�J#GIN�J#V#Á�¿rÈTDOÉ�NTDÅ¿KÈ�ÂrV�DON�P�Á�ÉMDhÌ!D�P�LFExV#ÂKV#Na¿7ÂKGEÉYV7Ã�L�¿rÀ�LYN�¿KÀ�V�HKÌaHr¿KV#Ç®H�Ö

ß�À�V�G�H�I"HKJ3I"LNM�O?P4DOÂKV'HK¿£DÅ¿KLYJ�Hr¿KÂKÈQJ#¿KÈ�ÂrV#H�È�HrV#PÐaÌ�¿KÀ�V'GE¿KÀQV#Â�J#GIÇ!Á�GEN�V�Nt¿rH�ÛaÃ�LY¿KÀ�N�G
LYP�V�D7GOÄèDÅN4LYNa¿KV�ÂKNTDÅÉ�HK¿3DO¿KV�J3ÀTDÅN�XELYN�X�GOCIV#Â�¿KLYÇ!VEÖhß�À�VQM�H�PRP�SUT-O7J#GIÇ!Á�GEN�V#Na¿rH-À�DhCEV�DON�L�N¨Ø
¿KV#ÂrNTDOÉQHK¿£DÅ¿KV7¿KÀTDÅ¿-JhDON�Ð�V�Ç!GaP�LÙÔTV#P�ÐaÌ�¿KÀ�V�DÅJ#¿KLYGIN�H�GOÄxGE¿KÀQV#ÂÆDÅJ#¿KLYCIV)J#GIÇ!Á�GEN�V�Nt¿rH�ÖOß�ÀQV
H�VWI"S8T-O�J#GIÇ!Á�GEN�V�Nt¿rH�ÀTDhCEV�DON�LYNa¿KV#ÂrNTDOÉxHr¿£DO¿rVEÛ�ÐQÈ�¿�¿KÀ�V�ÌSDOÂrV�DOÉYHKG�DOÐ�ÉYV�¿KG!DÅJ#¿�GEN®¿KÀ�V�L�Â
GOÃ�N Ñ ÁTGIHKHKLYÐ�ÉYÌ®ÐtÌ�LYNa¿KV�Â£DOJ�¿KLYN�X!DOÇ®GEN�X'¿KÀ�V#Ç�DONQPSÃ�LY¿rÀ!¿KÀQV�ÁTDOHrHKLYCEV�J#GIÇ!Á�GEN�V�Nt¿rH£Ó�Ö

æ´V4J�DÅN´J#GEÇ®Á�ÉYV#¿KV�É�Ì�P�V�HKJ#ÂrL�Ð�VSD®PTDÅ¿£D�Øª¿_ÌaÁ�V�ÐtÌ�XELYCaL�NQX!LY¿KH�CEDOÉYÈ�V�H4DON�P¡¿KÀQV�GEÁ�V#Â_Ø
DO¿rL�GIN�H�GOCIV#Â�¿rÀ�V#Ç ÛQÃ�À�V#ÂrV�DOH�Ã)V�P�V#HrJ#ÂKLYÐ�V!¿rÀ�V�ÁTDOHrHKLYCEV�J�GEÇ!Á�GENQV#Na¿KH�ÐaÌXILYCtLYN�X®¿KÀ�V�L�Â
HK¿3DO¿KV�H±DÅN�P´¿KÀ�V!DÅJ#¿KLYGIN�H�¿KÀ�DO¿�J�DÅN�Ð�V�ÁTV�Â_Ä]GIÂKÇ!V�P´GOCEV#Â�¿rÀ�V#Ç¡ÛxÃ�À�LYJ3À GIÐtCaLYGEÈQHKÉYÌJ�DÅN
J3ÀTDON�XIV�HKÈ�J3À�HK¿£DÅ¿KV#HhÖhæ´V-Ã�DONa¿>¿KG�ÂKV�ÇSDOÂrÍ�¿rÀ�LYHxP�LFEèV#ÂrV#N�J#VIÖYX�DO¿3DhØ_¿_ÌaÁTV#HxPQV3ÔTN�V2HK¿3DO¿KV�É�V�HKH
V#ÉYV#Ç!V�Nt¿rH Ñ V#HKHrV#Na¿KLMDOÉYÉYÌaÛaCEDOÉYÈ�V#H3Ó�¿rÀTDO¿�DÅÂKV�ÈQHKV#PÐaÌ Ñ DOJ#¿rL�CIV�DON�P®ÁTDOHrHKLYCEV�Ó2J�GEÇ!Á�GENQV#Na¿KH�Ö
¾_N�HK¿rV�DOP>ÛO¿KÀ�V�Á�DOHKHrLYCEV�J#GIÇ!Á�GEN�V#Na¿rH8DÅÂKV�DÅJ#¿KÈTDÅÉ�J#GIÇ!Á�GEN�V#Na¿rH-GÅÄè¿rÀ�V�HKÌaHr¿KV#Ç¡ÛOÀTDhCaLYN�X�DON
LYNt¿rV#ÂKN�DOÉaHK¿3DO¿KV2¿KÀ�DO¿�J�DON�Ð�V�È�ÁTP�DO¿KV�P4ÐaÌ�¿rÀ�VÆDÅJ#¿KLYCIV)J#GIÇ!Á�GEN�V�Nt¿rH�ÖOó>LYNTDOÉYÉYÌ�Ã2V)PQV#HKJ#ÂrLYÐTV
¿KÀ�V�DOJ�¿KLYCEV�J#GIÇ!Á�GEN�V�Nt¿rH�ÐtÌ�XELYCaL�NQX!¿KÀQV�ÂKV#ÉYV#CEDÅNt¿�LYNa¿KV#ÂrÇ!V#PQLÊDÅ¿KV�HK¿3DO¿KV�H�GOÄ�¿KÀ�V�L�Â'É�LYCIV#H
DON�P�¿rÀ�V#LYÂ�ÐTV#À�DhCtLYGIÈ�ÂKHhÛTÃ�ÀQL�J3À DÅÂKV�¿rÀ�V�ÁTGIHKHKLYÐ�ÉYV�¿KÂ3DON�HrL�¿rLYGEN�H7É�VhDOP�LYN�X�Ä]ÂrGEÇùGEN�V�HK¿3DO¿rV
¿KG�DONQGE¿KÀQV#Â�GEN�VEÖIB�CEV#ÂrÌ4¿rÂ£DÅN�HKLY¿KLYGIN4LYH�P�V#J#GIÂ£DÅ¿KV#P®ÐtÌ�D�ÉMDÅÐTV#É�DÅÐ�HK¿rÂ£DOJ�¿KÉYÌ4PQV#HKJ#ÂrLYÐ�LYN�X�¿KÀQV
LYNaÄ]GEÂrÇSDÅ¿KLYGEN®V#êaJ£À�DON�XIV#P�Ã�LY¿KÀ¡¿KÀQV!V#êa¿KV�ÂKNTDÅÉªÛ>Ã�Ö Â�Ö ¿�Ö�¿rG¿KÀ�V�J�GEÇ!Á�GENQV#Na¿�ÛxÃ2GEÂrÉ�P>Ö'Z�GÅØ
¿KLYJ#V�¿KÀ�DO¿�ÇSDÅNaÌ�¿KÂ£DÅN�HKLY¿rL�GIN�H�J�DÅNSÀ�DhCEV�¿KÀ�V'H£DOÇ®V�HrGEÈ�ÂrJ#VEÛxDON�P�¿rÀTDO¿�DÅÉ�ÉYGOÃ�H2¿KG�ÀTDÅN�P�ÉYV
N�GENQP�V#¿KV�ÂKÇ!LYN�LYHrÇ Ö

[xV#¿>È�HxJ#GENQHKLYP�V#ÂhÛ#ÄkGEÂxHKLYÇ®Á�ÉYL�J�L�¿_ÌaÛKD2HrÌtHr¿KV#ÇÝÀ�DhCtLYN�X�D2PTDÅ¿£DOÐ�DOHKV�LYN�HrL�PQVEÖ#ß�À�VcPTDO¿3DOÐTDÅHKV
LYH8D9ÁTDOHrHKLYCEV�J#GIÇ!Á�GEN�V�Nt¿�Ã�À�GIHKV�LYNa¿KV#ÂrNTDOÉ�HK¿3DO¿rV�L�HcÇ!GaP�LÙÔTV#P�ÐaÌ�¿KÀ�V7GEÁ�V#Â£DÅ¿KLYGENQH�LY¿-HrÈ�ÁaØ
Á�ÉYLYV#H)GIÈ�¿KHrLYP�V��a¿KÀQV¬P�DO¿£D'ÇSDÅNTDOXIV#P!DONQP!V#êaJ3ÀTDONQXEV#PÐaÌ�¿rÀ�V�PTDO¿3DOÐTDÅHKV�DOÂrV�PTDÅ¿£DhØ_¿_ÌaÁTV�H-�
DON�P®¿KÀ�V'Á�ÂKGaJ#V#HrHKV#H�È�HrLYN�X�¿KÀ�V�PTDÅ¿£DÅÐTDOHrV4DOÂrV¬¿rÀ�V�DOJ#¿rLYCEV�J#GEÇ®ÁTGIN�V#Na¿KH�GÅÄ-¿rÀ�V�HKÌaHr¿KV#Ç¡Ö



ß�À�V¬DÅJ#¿KLYCaLY¿_Ì4GÅÄ-D�HKÌaHK¿rV#ÇùÂKV#HrÈ�ÉY¿KH�ÐaÌ4PQV#HKJ#ÂrLYÐ�LYN�X�À�GOÃÒLY¿KH2J#GEÇ®ÁTGIN�V#Na¿KHVR\W\RM�O-]NH�I,O�Û
L_Ö VIÖ�Û>¿KG¯H£DhÌ¯Ã�À�LYJ£ÀÒ¿rÂ£DONQHKLY¿KLYGENQH�GOÄ�¿KÀ�V¡DOJ#¿rL�CIVJ#GIÇ!Á�GEN�V#Na¿rH!DON�PÒÃ�À�LYJ3ÀÒGEÁ�V#Â£DÅ¿KLYGEN�H
GOCEV#Â�¿rÀ�V!ÁTDÅHKHrL�CIV�J#GEÇ®ÁTGIN�V#Na¿KH�ÀTDhCIV�¿KGÐ�V�Á�V#Â_Ä]GIÂKÇ®V#P ¿rGEXIV#¿KÀ�V�Â�Û�DONQP Ã�À�LYJ3À´LYH�¿KÀQV
V#êaJ3ÀTDON�XIV�GOÄ-LYNaÄkGEÂKÇ�DO¿rL�GIN4Ã�LY¿rÀS¿rÀ�V�V#êa¿KV#ÂrNTDOÉ Ñ Ã�Ö ÂhÖ ¿�Öa¿KÀQV¬Ã�ÀQGEÉYV�HKÌaHK¿rV#ÇSÓ2Ã2GEÂrÉ�P>Ö

^ HrÌaHK¿KV�Ç ÛxLYN¡¿KÈ�ÂrNqÛqJhDON¡ÐTV�HrV#V#NøDÅH4DON´DOJ�¿KLYCEV�J#GIÇ!Á�GEN�V�Nt¿7GOÄ�DON�GI¿KÀ�V�Â�HKÌaHK¿rV#Ç Û
DON�P®HKG�Ã2V�J�DON�HKÁ�V#J#LÙÄ]Ì�HrÌtHr¿KV#Ç®H�Ã�LY¿KÀSD�Ç�ÈQÉ�¿rLÙØªÉYV#CIV#ÉTDOÂrJ3À�LY¿KV#J#¿rÈ�ÂKVIÖ

ß�À�V�È�N�P�V�ÂKÉYLYN�X�Ä]GIÂKÇSDÅÉEÇ®GtPQV#ÉIÄ]GEÂ)DÅN±DÅJ#¿KLYCIV�J#GEÇ®ÁTGIN�V#Na¿ Ñ DONQP�¿KÀaÈ�H�Ä]GIÂ)D7HKÌaHK¿rV#ÇSÓ
LYH¬D�ÉMDOÐ�V#ÉYÉYV#P¿KÂ3DON�HrLY¿KLYGENHrÌaHK¿KV�Ç Ñ [¨ß�×�Ó#ÛQ¿KÀTDÅ¿�LYH�¿rÂKLYÁ�ÉYV�J#GIN�HKLYHK¿rLYN�X!GÅÄÆD�HrV#¿�_ÒGOÄ�V#ÉYV3Ø
Ç!V#Na¿rH Ñ LYNa¿KV#ÂrÇ!V#PQLÊDÅ¿KV�Hr¿£DO¿rV#H£Ó�Û�D�HrV#¿a`´GOÄq¿rÀ�V�ÉMDOÐ�V#ÉYH Ñ LYNa¿KV#Â3DOJ#¿rLYGEN�H2Ã�LY¿KÀ!¿rÀ�V�V�êt¿rV#ÂKN�DOÉ
Ã)GIÂKÉYPTÓ�DONQP!D�¿KV#ÂrNTDOÂrÌ�¿KÂ3DON�HrL�¿rLYGEN�ÂKV#ÉMDO¿rLYGENqÛED9HKÈ�Ð�HrV#¿�GOÄ�_cb4`�bd_ Ñ ¿KÂ£DÅN�HKLY¿rL�GIN�H£Ó�ÖEß�ÀQV
ÁTDOHrHKLYCEV�J#GIÇ!Á�GEN�V�Nt¿rHÆDÅN�P�¿KÀ�V�PTDÅ¿£D�Øª¿_ÌaÁ�V#H¬DÅÂKV�Ç!GaP�V#ÉYÉYV#P�ÐaÌ�Ô�ÂKHK¿ÞØªGIÂKP�V�Â�HK¿rÂKÈ�J�¿KÈ�ÂrV#H�Ö

ß�À�V�XIÂ£DOÁQÀ�LYJ�HKÁ�V#J#LÙÔTJhDO¿KLYGIN�H)GÅÄÆáYâEâëå�Ä]GIÉ�ÉYGOÃ¯¿KÀ�V7HKÌaHK¿rV#Ç HK¿rÂKÈ�J�¿KÈ�ÂrV���¿KÀaÈ�H2¿KÀ�V#Ì�J�GENaØ
HKLYHK¿'GOÄ�P�LMDOXIÂ£DÅÇ!H�ÄkGEÂ�¿rÀ�V!PTDÅ¿£D�Øª¿_ÌaÁ�V#H�Û>Ä]GIÂ�¿KÀQV!J#GIÇ!Á�GEN�V#Na¿rH Ñ ¿rÀ�V!Ð�V#ÀTDhCaLYGEÈ�Â'GOÄ�¿KÀQV
DOJ#¿rLYCEV�J#GIÇ!Á�GEN�V#Na¿rH�LYH�ÂKV#ÁQÂKV#HrV#Na¿KV#P´DOH)D9ÍtLYN�P�GÅÄxÔTN�LY¿KV�DOÈ�¿rGEÇ�DO¿£DIÓqDÅN�P�Ä]GEÂc¿KÀ�V7J#GaGEÁaØ
V#Â£DÅ¿KLYGEN�DOÇ®GEN�X�¿KÀQV#Ç Ö�óQGEÂrÇSDOÉYÉYÌEÛh¿KÀQV#HKV�PQLÊDÅXEÂ3DOÇ!H�J#GIÂKÂrV#HKÁ�GEN�P¡¿KG�DON�DOÉYXEV�Ð�Â£DÅL�JhÏOÉYGEXIL�J
HKÁ�V#J#LÙÔTJ�DÅ¿KLYGEN´À�DhCtLYN�Xe[aß�×'f H¬DÅH�Ç!GaP�V�É�HhÛ�HrV#V áYâEâëåKÖ�Z�GI¿KV�¿rÀTDO¿�¿KÀQV�HKÁ�V#J#LÙÔTJ�DÅ¿KLYGEN´ÉMDON¨Ø
XEÈTDÅXEV�GOÄ�á�âIâ3å�ÀTDOH7N�V#LY¿KÀ�V�Â¬J�GEN�J#V�Á�¿KH�NQGEÂ�Ç®V#J3ÀTDONQL�HrÇ!H2ÂKV#ÉMDÅ¿KV#P¡¿KG�ç¬ç�Û�N�GIÂ�Ä]V�DÅ¿KÈ�ÂrV#H
GOÄ�HrGEÇ!V�ÁTDÅÂK¿KLYJ#ÈQÉÊDÅÂ4ÁQÂKGEXIÂ£DÅÇ!Ç!LÙN�X!ÉMDÅN�XEÈTDÅXEVEÛ>DOH�ÀTDON�PQHKÀTDÅÍEV!J�GEÇ!Ç�ÈQN�LYJ�DO¿rL�GIN�H¬DÅN�P
DOHrÌtNQJ£ÀQÂKGENQGEÈ�H�J3ÀTDÅN�N�V#ÉYH-�QLYN�HK¿rV�DOP�LY¿ÆDÅÉYÉ�GOÃ�H2¿KÀQV¬HrÁTV�J#LÙÔTV#Â�¿KG�P�LYÂrV#J#¿KÉYÌ®P�V3ÔTN�V�DÅNtÌ/Ä]V�D�Ø
¿KÈ�ÂrV�GÅÄ-¿KÀQV�HKÌaHr¿KV#ÇùÐaÌ�P�V#HKJ�ÂKLYÐ�LYN�X�¿KÀ�V�J#GIÂKÂKV�HKÁ�GEN�P�LYN�X�Ð�V#ÀTDhCaLYGEÈQÂKH�DON�P®J#GaGEÁ�V#Â£DÅ¿KLYGENqÖ

576hg i &%j%&%kl�Q&���#A� > !, �#
æ´V�P�V#HrLYXEN�V#P������4ÐaÌ4DÅPTDOÁ�¿rLYN�X�¿rÀ�V�¿KV#J3À�NQL�ÚaÈ�V�ÁQÂKV#HrV#Na¿KV#P�LYN4×aV#J�¿�Ö�âEÖYâ�¿rG¬¿rÀ�V2Ä]V�DÅ¿KÈ�ÂrV#H
DON�P®¿KG�¿rÀ�V�É�LYÇ®L�¿3DO¿rL�GIN�H�GOÄ�ÕtDhCEDQÖ

æ´V�ÃÆDÅNt¿'¿KGÍIV#V#ÁÒP�LYHK¿rL�NQJ#¿�Û�DO¿�¿rÀ�LYH4Ç®GEÂrV4J#GIN�J#ÂrV#¿KVÉYV#CIV#É2¿KGaGTÛ>¿KÀ�V®J#GENQJ#V#Á�¿rH�GOÄ
PTDO¿3DhØ_¿_ÌaÁTV#HhÛ�ÁTDÅHKHrL�CIV DONQPõDOJ#¿rLYCEV�J#GEÇ®ÁTGIN�V#Na¿KH®GOÄ4D¡HKÌaHr¿KV#Ç¡Ö�¾_N«GIÈ�Â�GEÁ�LYN�LYGINqÛ�LY¿!LYH
È�HKVëÄ]È�Éq¿rG!ÀTDhCIV�¿KÀQL�H7P�LYHK¿rL�NQJ#¿KLYGEN�¿rGSDhCEGILYP!J#GINaÄ]È�HrL�GIN DONQPS¿rG!Ç�DOÍEV7¿KÀ�V�HKÁ�V#J#LÙÔTJhDO¿KLYGIN
Ç!GIÂKV�ÂKVhDOPTDÅÐ�ÉYVEÖ

ß�À�V#NqÛhÃ2V�LYNt¿rÂKGaP�È�J�V)¿rÀ�V)NQV#Ã�ç�çÒJ#GENQJ#V#Á�¿rH-GÅÄTJ#ÉMDOHrH-DÅN�P�LYN�HK¿3DON�J�VÆDÅN�P�Á�ÂrGOCtLYP�V2DON
V#êaÁ�ÉYLYJ#LY¿)ÂrV#Á�ÂKV�HKV#Na¿£DÅ¿KLYGEN¡GOÄ�¿KÀ�V'ÂKV#ÉYV#CEDÅNt¿�ÂrV#ÉMDO¿rL�GIN�HKÀQL�ÁQH�DOÇ!GIN�X�¿rÀ�V#Ç Û�DÅH�LYN�À�V#ÂrL�¿3DON�J�V
DON�P�È�HrV���ÐQÈ�¿�LYNm�����SÃ2V�ÀTDhCEV�¿rÀ�ÂKV#V�ÍaLYN�P�H�GOÄ�J#ÉMDÅHKHKV�H�Û�GEN�V7Ä]GIÂ�V�DOJ3ÀÍaLYN�P®GOÄ�V#Na¿KLY¿KLYV#H
¿KÀTDÅ¿)Ã2V�J#GIN�HKLYP�V�Â�Î�P�DO¿£D�Øª¿_ÌaÁ�V#H�ÛQÁTDOHrHKLYCEV�DÅN�PDOJ#¿rL�CIV�J#GEÇ®ÁTGIN�V#Na¿KHhÖ

ß�À�V)P�DO¿£D�Øª¿_ÌaÁ�V#H)DÅÂKV2P�V#HKJ�ÂKLYÐTV�PSDO¿�DÅN±DÅÐ�HK¿rÂ£DOJ�¿�ÉYV#CEV#ÉQÐtÌ�XIL�CaLYN�X7¿KÀ�V#LYÂ�J#GIN�HK¿rÂKÈ�J#¿rGEÂrH
DON�P�ÐaÌ!PQV3ÔTN�LYN�X�¿rÀ�V4DOHrHKGaJ#LMDO¿rV#PGIÁTV#Â3DO¿rL�GIN�H�Û�Ã�LY¿KÀQGEÈ�¿�J#GIN�HKLYP�V�ÂKLYN�X!DONç�çàÁTV�ÂKHKÁ�V#J3Ø
¿KLYCEV��aÀ�GOÃ)V�CEV#Â�LY¿�LYH)VhDOHKÌ�¿rG4¿rÂ£DONQH_Ä]GIÂKÇù¿KÀ�V#ÇùLYNa¿KG�ÕtDhCED'J#ÉMDOHKHrV#H�Ö

ß�À�V�ÁTDOHrHKLYCEV�J#GIÇ!Á�GEN�V#Na¿rHÆDÅÂKV�HKV#V�NÜDÅH�GEÐEË3V�J#¿KHhÛ�Ã�À�GIHKV�HK¿3DO¿KV'L�H2XELYCIV#N!ÐaÌ!D�HKV�¿�GOÄ
¿_ÌaÁTV#P'ÔTV#ÉYP�H�DÅN�P�¿KÀQV�GEÁ�V#Â£DÅ¿KLYGEN�H�¿rG�Ç!GaP�LÙÄ]Ì�¿rÀ�V#Ç�DOÂKV2Ç!V�¿KÀ�GaP�HhÖ�ß�ÀQV)¿rÂ£DONQH_Ä]GIÂKÇSDÅ¿KLYGEN
GOÄ�HKÈ�J3À�GEÐEË3V�J#¿�HrÁTV#J�LfÔ�J�DO¿rL�GIN�H�LYNa¿KG�ÕtDhCED'J#ÉMDOHrHKV#H�LYH2L�Ç®Ç!V#PQLÊDÅ¿KVEÖ

ß�À�V±DÅJ#¿KLYCIV4J#GIÇ!Á�GEN�V�Nt¿rH�DOÂKV�HKV�V#N�DOH�Á�ÂrGtJ�V#HKHrV#H�Û�Ã�LY¿KÀ´D�Hr¿£DÅ¿KVEÛqDÅN LYN�PQV#ÁTV�N�P�V#Na¿
DOJ#¿rLYCtLY¿_Ì�DON�PJ�GEÇ!Ç�ÈQN�LfJ�DÅ¿KLYGEN�J3ÀTDÅN�N�V#ÉYH�¿KG®LYNt¿rV#Â£DÅJ#¿�Ã�LY¿rÀGE¿rÀ�V#Â�DOJ#¿rLYCEV�J#GIÇ!Á�GEN�V�Nt¿rH
DON�P�Ã�L�¿rÀ ¿rÀ�V�V#êa¿KV�ÂKNTDÅÉ�Ã)GIÂKÉYPqÖ�¾_N¡¿KÀ�LYH�J�DÅHKVEÛ³¿KÀ�V�NTDÅ¿KÈ�Â3DOÉ�LYÇ!Á�ÉYV#Ç®V#Na¿£DÅ¿KLYGEN®L�H�XIL�CIV#N
ÐaÌ4ÕaDhCED�¿KÀ�ÂrV�DOPQH�Ö�æ´V�J3À�GIHKV�¿KG�È�HrV¬J�GEÇ!Ç�ÈQN�LfJ�DÅ¿KLYGEN�DOÇ!GIN�X�Á�ÂKGaJ#V�HKHKV�H�CaLMD�J3ÀTDON�NQV#ÉYH�Û
Â£DÅ¿KÀ�V#Â�¿rÀTDON®CaLÊD9Ç!V#¿rÀ�GaP�J�DOÉYÉYH�Öa¾_N®¿KÀ�LYH2ÃÆDhÌaÛED'Á�ÂKGaJ#V#HrH�P�GaV#H�NQGE¿2G�ExV#Â�Ç!V#¿rÀ�GaP�H2GEÈ�¿ÞØ
HKLYP�V�DÅN�P�Ã)V7P�G�N�GI¿�ÀTDhCIV�¿KG�Ç�DONTDÅXEV2Ç!V#¿rÀ�GaP4J�DÅÉYÉ�HcÃ�À�LYÉ�V�¿rÀ�V�ÁQÂKGaJ#V#HrH�L�HcÁTV#ÂÞÄ]GEÂrÇ!LYN�X
LY¿KH�DOJ#¿rL�CaLY¿_Ì Ñ LYN�ÕtDhCEDQÛa¿KÀ�V�ÂKV�LYH�N�G�Ð�È�LYÉY¿_Ø_LYN!Ç!V�J£À�DON�LYHKÇ�¿rG�P�LYH£DOÐQÉ�V�Ç®V#¿KÀ�GaP®J�DOÉYÉYH£Ó�Ö



^ H�ÕtDhCED9GEÐEË3V#J�¿KH¬DÅN�P!¿rÀ�ÂKVhDOP�H7J#GEÇ®Ç�È�N�LYJ�DO¿rV)ÐaÌ�Ç®V#¿KÀ�GaP®J�DOÉYÉYHÆDÅN�P!Hr¿KÂrV�DOÇ®H�Ûa¿KÀQV
ÇSDÅL�N�¿_ÌaÁTGIÉYGEXELYV#H�GÅÄ-J#GaGIÁTV#Â3DO¿rL�GINDOÂKVIÎ�Ð�V#¿_Ã)V�V#N D�ÁQÂKGaJ#V#HrH¬DONQPÜDÅN�GEÐEË3V#J�¿�Û�ÐaÌ®Ç!V�DÅN�H
GOÄ)D�J�DÅÉ�É>¿KG�DON�GEÐEË3V�J#¿�Ç!V#¿rÀ�GaPqÛ�DON�P¡DOÇ!GIN�X�D�HKV#¿�GOÄ�Á�ÂrGaJ#V#HKHrV#H�ÐaÌ�J#GEÇ®Ç�È�N�LYJ�DÅ¿KLYGON
DOÉYGENQX!DOHKÌaN�J3À�ÂrGEN�GIÈ�H�DON�P¡HKÌaN�J3À�ÂrGEN�GIÈ�H�J3ÀTDON�NQV#ÉYH�Öxß�À�V�DOHrÌaN�J3À�ÂKGIN�GEÈ�H�J3ÀTDÅN�N�V#ÉYH�DOÂrV
ÂKV#NQP�V#ÂKV�P´ÐtÌ�HK¿KÂrV�DOÇ®H�ÛxDONQP¿KÀ�V�HKÌaN�J3À�ÂrGEN�GIÈ�H�GIN�V#H�DOÂrV4LYÇ!ÁQÉ�V�Ç!V#Na¿KV�P!ÐaÌÁTDÅÂK¿KLYJ#ÈQÉÊDÅÂ
DOP�PQL�¿rLYGENTDÅÉTGIÐEË3V#J#¿rH�Ö

ÕtDhCED�HrÈ�Á�Á�GEÂK¿rH�GEN�ÉYÌ�HKÌaHK¿rV#Ç DÅÂKJ3À�LY¿KV#J�¿KÈ�ÂrV#H�GÅÄ-DO¿2Ç!GEHr¿�¿_Ã)G�ÉYV#CEV#ÉYHhÖEß�À�VWÔTÂKHr¿�ÉYV#CEV#É
J#GEÂrÂKV#HrÁTGIN�P�H®¿KG¡Ç�È�ÉY¿KLÙØª¿rÀ�ÂKVhDOP�V#P´ÕaDhCED�Á�ÂrGEXEÂ3DOÇ®H�Û�DON�P¯¿KÀ�V�HKV�J#GEN�PÒJ#GIÂKÂrV#HKÁ�GEN�PQHS¿rG
P�LYHK¿rÂKLYÐ�È�¿rV#P�ÕtDhCED�DOÁQÁ�ÉYL�JhDO¿KLYGIN�HTJ�GEN�HrL�Hr¿KLYN�X7GOÄtÁQÂKGEXIÂ£DÅÇ!H�ÁTGIHKHKLYÐ�ÉYÌ7ÂKÈ�N�NQL�NQX�GEN�P�LFEèV�ÂKV#Na¿
ÇSDÅJ£ÀQL�NQV#H�Öaó�GIÂ)ÉMDÅJ£Í®GOÄ�ÂKGaGEÇ¡ÛELYN!¿rÀ�LYH�ÁTDOÁ�V#Â7Ã)V�P�G�N�GI¿�J#GENQHKLYP�V#Â�¿rÀ�V�HKV�J#GEN�P�É�V�CEV#É_Ö

ó�GIÂq¿KÀQV)H3DOÇ!V�ÂrV�DOHrGENqÛOÀQV#ÂKV�Ã2V�J#GIN�HKLYP�V#ÂcHKLYÇ!Á�ÉYV>GEÐEË3V#J�¿KH)DÅN�P�Á�ÂrGtJ�V#HKHrV#H�ÛaL_Ö VEÖYÛ#Ã�LY¿KÀ¨Ø
GEÈ�¿7HKÈ�Ð¨ØªGIÐEË3V#J#¿rH4DON�P¡HKÈQÐaØªÁQÂKGaJ#V#HrHKV#HhÛ�HKG!JhDOÉYÉYH¬¿rG!Ç®V#¿KÀ�GaP�H7GOÄ)GI¿KÀ�V�Â¬GIÐEË3V#J#¿rH�J�DÅN�N�GE¿
DOÁ�Á�V�DÅÂ¬LYN D®Ç®V#¿KÀ�GaPÐ�GaP�ÌaÖèéÜGEÂKV�GOCEV#ÂhÛxÃ)V�P�G�N�GI¿¬J�GEN�HrL�PQV#Â�¿KÀ�V�P�ÌaNTDÅÇ!LYJ�J#ÂKVhDO¿KLYGIN
GOÄ)ÁQÂKGaJ#V#HrH±DÅN�P GIÐEË3V#J#¿rH�Î>Ã)V!DÅHKHrÈ�Ç!V�¿KG�HK¿3DOÂr¿�Ã�LY¿KÀ´DON¡L�NQL�¿rLMDOÉqJ�GENaÔTXIÈ�Â£DÅ¿KLYGEN¡GOÄ�¿KÀQV
HKÌaHK¿rV#ÇùÃ�À�V#ÂKV�DOÉYÉx¿KÀ�V�J#GIÇ!Á�GEN�V�Nt¿rH�ÀTDhCEV�Ð�V#V#N DÅÉYÂKV�DÅP�Ì�J#ÂKVhDO¿KV�P LYN!¿rÀ�V�LYN�LY¿KLMDÅÉ�HK¿3DO¿KVIÖ

n�HKLYN�X®¿KÀ�V;�����ÜJ�GEN�J#V�Á�¿KH�Ã)V�Ç!GaP�V�Éq¿KÀQV4ÂrÈ�N�N�LYN�X®V#ê�DOÇ!ÁQÉ�V�DOH�ÄkGEÉYÉYGOÃ�H�Ö�ß�ÀQV4J�DÅÉÙØ
J#È�ÉMDO¿rGEÂ7ÀTDOHWÄ]GEÈ�Â�DOJ#¿rLYCEV�J#GIÇ!Á�GEN�V�Nt¿rH�ÎQ¿KÀ�V�ÍEV#ÌaÐ�GtDÅÂKPP�ÂrLYCEV#Â7ÂKV�DÅP�LYN�X!ÍIV#ÌaH�Ä]ÂrGEÇ�¿KÀQV
ÍEV#ÌaÐ�GtDÅÂKPqÛQ¿KÀ�V�J#GEÇ®Á�È�¿rL�NQX�È�N�LY¿�Á�V#Â_ÄkGEÂKÇ®LYN�X�¿KÀ�V�J#GIÇ!Á�È�¿3DO¿rL�GIN�H�Ûa¿rÀ�V�P�LYHKÁ�ÉMDhÌ!PQÂKLYCEV#Â
V#J3À�GELYN�X�LYN�ÁQÈ�¿KH�DON�PÂrV#HKÈQÉ�¿rH�¿KG�¿KÀQV4P�LYHrÁ�ÉMDhÌtÛ�DÅN�P�¿KÀ�V�Á�ÂKLYNa¿�P�ÂrL�CIV#Â�ÁQÂKLYNa¿KLYN�X�¿KÀQV4P�LYHÞØ
Á�ÉMDhÌ4J�GENa¿KV#Na¿hÖ ^ ÉYÉxHrÈ�J3ÀÁ�ÂKGaJ#V�HKHKV�H¬ÈQHKV4DÅN!GEÐEËëV#J#¿�ÛQÃ�À�LYJ3ÀSÂrV#J#GIÂKP�H7¿KÀ�V�J#GINt¿rV#Na¿�GÅÄ-¿KÀQV
P�LYHKÁ�ÉMDhÌaÛEDONQPS¿rÀ�ÂKV�V�P�LFEèV�ÂKV#Na¿�¿_ÌaÁ�V#H�GÅÄ-PTDÅ¿£DQÎaP�LYXELY¿KHhÛaÉ�LYHr¿KH�GOÄ�P�LYXELY¿KH�DONQPSJ�GEÇ!Ç�DON�PQH�Ö

ß�À�V�ÍEV#ÌaÐ�GtDOÂrP�P�ÂKLYCEV�Â�ÂKV#J#V�L�CIV#H�¿rÀ�V�ÍIV#ÌaH�ÐtÌ�DON�DOHKÌaN�J3À�ÂrGEN�GIÈ�H�J3ÀTDÅN�N�V#É³Ä]ÂKGIÇ ¿KÀQV
ÍEV#ÌaÐ�GtDÅÂKP Ñ ¿rÀ�V�V�êt¿rV#ÂKN�DOÉxÃ2GEÂKÉYPTÓ?�E¿rÀ�V�PQL�HrÁ�ÉMDhÌ�P�ÂrL�CIV#Â�DON�P�¿rÀ�V�Á�ÂKLYNa¿�P�ÂrL�CIV#Â2HKV#N�P®¿KÀ�V�L�Â
GEÈ�¿rÁ�È�¿rH�¿KGTÛQÂKV#HrÁTV�J#¿KLYCEV�É�ÌaÛ�¿rÀ�V�P�LYHrÁ�ÉMDhÌ!DON�P�¿KÀQV�Á�ÂKLYNa¿KV�Â�ÐtÌ®¿_Ã)G�GI¿KÀ�V�Â¬DOHrÌaN�J3À�ÂKGIN�GEÈ�H
J3ÀTDON�NQV#ÉYH�Öaß�À�V7J#GEÇ®Ç�È�N�LYJ�DO¿rLYGON�H�DON�P®¿KÀ�V7HKÌaN�J3À�ÂKGIN�LYö�DO¿rLYGEN�H�DOÇ®GEN�X�¿KÀQV9DÅJ#¿KLYCIV�J#GIÇ�Ø
ÁTGIN�V#Na¿KH�DÅÂKV�ÂrV�DOÉYLYö#V#P�ÐaÌ!HrGEÇ®V�HKÌaN�J3À�ÂrGEN�GIÈ�H�J3ÀTDONQN�V#ÉYH�Ö

576ho p jA�%��&�+,+ <�> ���=@ > �����;D�q > ��������� < )=��@�!8C�@�& > !"DA <
æ´V�ÄªDÅJ#¿KGIÂKLYö#V!D�HrÌaHK¿KV�Ç;HrÁTV�J#LÙÔTJ�DO¿rLYGEN´LYNa¿KG!HrV#CEV�Â£DOÉ2P�LMDOXIÂ£DÅÇ!H�HKÀQGOÃ�L�NQX!P�LFExV#ÂKV#Na¿4DÅH_Ø
ÁTV�J#¿KH�GIÂ�ÁTDÅÂK¿rH¬GÅÄ)¿KÀQV4HrÌtHr¿KV#Ç¡Ö�ß�ÀtÈQH�¿KÀQV4P�LMDÅXEÂ£DÅÇ!H�DÅÂKV�N�GE¿7¿KGaG!ÉMDOÂrXEV4DÅN�P¡J#GEÇ®Á�ÉYLfØ
J�DO¿rV#PqÛ�DON�P®HKG�ÂKVhDOÉYÉYÌ�È�HKV3ÄkÈ�É_Ö�ó�GIÂ)V#ê�DÅÇ!Á�ÉYVEÛIHKGIÇ!V�PQLÊDÅXEÂ3DOÇ!H8Ä]GaJ#È�H�GEN®¿KÀ�V'ÐTV#À�DhCtLYGIÈ�Â
GOÄq¿rÀ�V�J#GEÇ®ÁTGIN�V#Na¿KH�DON�P®GE¿rÀ�V#Â2Ä]GaJ#È�H�GIN!¿rÀ�V�DOÂKJ3À�LY¿rV#J#¿KÈQÂ£DOÉ>HK¿rÂKÈ�J#¿rÈ�ÂKV'GOÄ-¿rÀ�V�HKÌaHK¿rV#Ç Ö

r�s HKPtP�u�SUHWv�]NH�wùß�À�V�V s H�PRP�G�SUH-v�]3H�wÝJ�DÅÁ�¿KÈ�ÂrV#H�¿rÀ�V�J#ÉMDOHrHKV#H�GÅÄT¿KÀQV)HrÌtHr¿KV#Ç�J#GIÇ!Á�GEN�V�Nt¿rH
DON�P�¿rÀ�V#LYÂ�ÂrV#ÉMDO¿KLYGIN�HKÀ�LYÁ�HhÖ�æ´V¬J�GEN�HrL�PQV#Â�¿KÀ�ÂrV#V4PQLxExV#ÂrV#Na¿¬ÍaLYN�P�H7GOÄ�J#ÉMDOHrHKV#HhÎ=G�H�I"HKJ3I"LNM�O?PëÛ
\�y,z�ORV-I{V s H�PRP�O�P Ñ Ä]GEÂ�ÁTDÅHKHKLYCIV�J#GEÇ®ÁTGIN�V#Na¿KH3Ó�DON�PcM|]N\-VRO?PRP�V s H�PRP�O�P Ñ ÄkGEÂ�DOJ#¿rLYCEV�J#GIÇ!Á�GOØ
N�V#Na¿KH3Ó#ÛQXEÂ£DÅÁ�À�LYJ�DÅÉ�ÉYÌ�ÂKV#ÁQÂKV#HrV#Na¿KV#P´ÐaÌ!PQLxExV#ÂrV#Na¿�LYJ#GENQH�Ö

^ ÉYÉq¿rÀ�V�LYNaÄ]GIÂKÇSDÅ¿KLYGEN!DÅÐTGIÈ�¿¬D/J#ÉMDOHrH�LYH�XIL�CIV#N�ÐaÌS¿_Ã2G�J#GIÇ!Á�ÉYV#Ç®V#Na¿£DOÂrÌ�P�LMDOXIÂ£DOÇ®H�Î
SU}�I,O-]8~�H�VRO�DON�P�yt\WG�LOÖ�ß�À�V'ÔTÂrHK¿�GEN�V�P�V#HrJ#ÂKLYÐ�V#H�Ã�À�LYJ£À¡DOÂKV�¿KÀQV4HrV#ÂKCaLYJ#V#H Ñ P�LFEèV�ÂKV#Na¿�Ä]GIÂ
V�DOJ3À�ÍaLYN�P�GOÄ-J�ÉÊDÅHKH3Ó�¿KÀ�DO¿�¿KÀQV�J#ÉMDOHrH�G�ExV#ÂrH�GEÈQ¿KHKLYP�VIÖ�ß�À�V�ÉMDÅ¿K¿KV�Â�P�V3ÔTN�V�H¬HrÈ�J3ÀHKV�ÂKCaLYJ#V#H
DON�P�J�DÅN�ÐTV�XILYCEV#NDOÁ�DOÂK¿WÄ]ÂKGIÇ ¿KÀQV�J#ÉMDOHrH�P�LMDOXIÂ£DÅÇ ÖIß�À�V�Ä]GIÂKÇ!H2GOÄ�¿KÀ�V'¿_Ã)G�P�LMDÅXEÂ£DÅÇ!H
P�V#Á�V#N�PGIN!¿rÀ�V�J#ÉMDOHrH�ÍaL�NQPÜDÅN�PSDÅÂKV�PQV#HKJ#ÂrLYÐTV#P�L�N�P�V�V#ÁTV�Â�P�V#¿3DOLYÉYH�LYNS×aV#J�¿�Öxã�Ö

¾_N÷DÅNøç�ç ÁTV�ÂKHKÁ�V#J#¿rLYCEVEÛ2HK¿3DON�P¨ØÞDÅÉ�GIN�V�J#ÉMDOHrHKV#H�DOÂKV�N�GI¿�HKG´Ç®V�DON�LYN�XÅÄ]È�É���Ç!GIHK¿�GOÄ
¿KÀ�V�Ç DOÂrV�ÂKV#ÉMDÅ¿KV#P®¿KG�DOJ#J�GEÇ!ÁQÉ�LYHrÀ�Ç!GIÂKV2J#GEÇ®Á�ÉYV#ê7Ä]È�N�J#¿rLYGENTDÅÉ�LY¿rL�V�H�ÖOß�ÀaÈ�HhÛOÃ)V�J�GEÇ!ÁQÉ�V�¿KV
¿KÀ�V�J#ÉMDÅHKH�P�V#HrJ#ÂKLYÁ�¿rLYGEN�H7Ã�L�¿rÀ�¿KÀ�V�ÂKV�É�V�CEDONa¿�ÂKV#ÉMDÅ¿KLYGEN�HrÀ�LYÁ�H�DOÇ®GEN�X'¿KÀ�V#Ç¡Ö



�t}��1O-]?SUI"H�}�VRO´Ð�V#¿_Ã)V�V#NJ#ÉMDOHrHKV#H7GOÄ�¿KÀ�V�H3DOÇ®V�ÍaLYN�PqÛaLY¿)Hr¿£DÅ¿KV#H7¿KÀTDÅ¿�D�J#ÉMDOHKH�LYH�D'HKÁ�V#J#LMDOÉÙØ
LYö�DO¿rL�GIN!GIÂ�DON�V#êa¿KV#NQHKLYGEN�GOÄ)DÅN�GE¿rÀ�V#Â�GENQVEÖ

��P�H-v�O�HK¿3DO¿rV#H�¿rÀTDO¿�D'J#ÉMDOHrH Ñ GOÄ)DÅNtÌ�ÍaLYN�PTÓ2ÈQHKV#H7¿KÀ�V�PTDÅ¿£D�P�V3Ô�N�V#PÐaÌSD'PTDÅ¿£DhØ_¿_ÌaÁTVIÖ
r�s SUOW}�I8P3��S MÒHK¿£DÅ¿KV#H'¿KÀTDÅ¿¬D®Á�ÂKGaJ#V�HKH�J#ÉMDÅHKH4DÅHKHKÈQÇ!V#H7¿KÀ�V�V#êaLYHK¿rV#N�J#V�GÅÄÆDON¡GEÐEËëV#J#¿�J#ÉMDOHrH�Û
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� OR�-�%OW}�VROu�S8H-v�]3H�w ^ HKV#ÚaÈ�V�N�J#V�P�LMDOXIÂ£DOÇàLYH)D�ÁTDÅÂK¿KLYJ#ÈQÉÊDÅÂ�Ä]GIÂKÇ GÅÄèÇ®V#HKH3DOXIV�HKV#ÚaÈ�V#NQJ#V
J3ÀTDOÂr¿ Ñ HKV�V!á
�hå]Ó�¿rÀTDO¿2P�V#HrJ#ÂKLYÐ�V#H�D�HKV#ÚaÈ�V�N�J#V�GOÄ8DÅJ#¿KLYGIN�H�GaJ#J#È�ÂrÂKLYN�X�LYNSD Ñ ÁTGIHKHKLYÐ�ÉYÌ®ÁTDOÂÞØ
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DIGIT = ’0’ .. ’9’

COMMAND = ’+’ | ’*’ | ’=’ | ’P’ | ’N’
¯
KEY = DIGIT  |  COMMAND

DIGIT_LIST = LIST(DIGIT)
°

DISPLAY
°

Write(DIGIT_LIST)
±
Add(DIGIT_LIST)
²
Read(): DIGIT_LIST COMPUTING_UNIT

¯
! Show( )

? Pass(COMMAND)

KEYBOARD_DRIVER

! Show( )

! Pass(COMMAND)

? Take( )

! Print( )

! Newline( )

? INK( KEY)

DISPLAY_DRIVER
°

? Show( )

! Take( )

! OUT( CHAR)

PRINT_DRIVER
³

? Newline( )

0<i and i<10  => Char(i+Ord(’0’)) :: Empty
´
10 =< i     => Char((i Mod 10)+Ord(’0’)) :: Code(i Div 10)

Decode: DIGIT_LIST -> NAT
°
Decode(Empty) =  0
°
Decode(d::dl) = (Ord(d)-Ord(’0’)) + 10 * Decode(dl) 
°

Code(i) =  
¯

Apply: DIGIT_LIST, COMMAND, DIGIT_LIST  ->  DIGIT_LIST

APPLY
²

Apply(dl,’+’,dl’) = Code(Decode(dl)+Decode(dl’))

Apply(dl,’*’,dl’) = Code(Decode(dl)*Decode(dl’))
²
Apply(dl,c,dl’) = Empty
²

Code: NAT -> DIGIT_LIST
¯

µQ¶h·��-¸I�|¹ n }f�r�E} n l_s#i#�7¹>} n j_j2Z�d n �#i n |

Read()   res  = Cont
º

Write(dl)   Cont  = dl
»
Add(dl)   Cont  = dl & Cont

DISPLAY
¼

Cont: DIGIT_LIST = Empty
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M(i  ,...,i  )

if cond  { assignement_list  } 

if cond  { assignement_list  } 
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Show(dl) 
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Show(Apply(dl,c,dl1)) 
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? Pass(c1)
Ð

Init(Empty,’=’)
Ñ
Init(dl,’=’)
Ñ
Init(dl1,c1)
Ñ

! Show()
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Init(dl,c)

Compt(dl,c,dl1,c1) 
Ó  c1 =/= ’=’Ô  

 c1 = ’=’Ô

COMPUTING_UNIT
Õ

c,c1: COMMAND   dl, dl1: DIGIT_LISTÔ

(dl)
Ò
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<��  =@W����DA �DA� < @�DA(*(��� �!á@K& > !"DA )ÎhÔ�XTÖ��OÐ�Ó2P�V#HKJ�ÂKLYÐTV�H¬¿rÀ�V�J#GIN�N�V#J�¿KLYGENGÅÄ-HrGEÇ!V7HKÌaNaØ
J3À�ÂKGIN�GEÈ�HcJ£À�DON�N�V�É�HhÖaæ´V�DOÉYÃ�DhÌtH�ÀTDhCIV�ô��«ä������÷äQÛEÐ�V#J�DÅÈ�HKV�HKÌaN�J3À�ÂrGEN�GIÈ�H2J£À�DON�N�V�É�H
J�DONQN�GE¿�ÐTV�È�HrV#P´ÄkGEÂ�J#GEÇ®Ç�È�N�LYJ�DO¿rLYGENÃ�LY¿KÀ¯¿KÀ�V®V#êa¿KV#ÂrNTDOÉ7Ã)GIÂKÉYPqÖ ^ XaDOLYNqÛ>¿KÀ�V®J£À�DONaØ
N�V#É>¿_ÌtÁ�V#H�DONQPSCIV#ÂKHrÈ�H�Ç�È�HK¿�Ð�V�LYN DÅJ#J#GEÂrPÃ�LY¿KÀ�¿KÀQV4LYNa¿KV#ÂÞÄªDOJ�V#H�GÅÄ8¿rÀ�V�J#ÉMDOHKHrV#H�GOÄ�¿KÀQV
J#GENQN�V#J#¿rV#PÁ�ÂrGtJ�V#HKHrV#H�Ö

ß�À�V)HrÌaN�J3À�ÂKGIN�GEÈ�H�J#GIÇ!Ç�È�NQL�JhDO¿KLYGIN¬DOÉYÃ�DhÌaHxL�NaCIGEÉYCEV#H>¿_Ã)G7Á�ÂKGaJ#V�HKHKV�HÆDÅ¿8DW¿KLYÇ!VIÎ#GENQV
Á�ÂKGaJ#V�HKH�J�GEN�N�V�J#¿KV#P¡GEN�D�XIV#N�V#ÂrLYJ4ç7HKJ ë DOJ#¿rL�NQX±DÅH�D�HKV#N�PQV#Â�Û�DON�P�GENQV¬J�GEN�N�V�J#¿KV#P�GEND
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^ HKV#ÚaÈ�V#NQJ#V'&7P�LMDOXIÂ£DOÇÝLYH�D�ÍaLYN�P�GOÄqé�V#HrH£DOXIV�×aV#ÚaÈ�V#NQJ#V¬F2ÀTDÅÂK¿�á
�hå�¿KÀ�DO¿�XELYCEV�H8D Ñ ÁTGIHKHKLÙØ
Ð�ÉYÌ�ÁTDÅÂK¿KLMDÅÉÊÓ8P�V#HKJ�ÂKLYÁ�¿KLYGIN�GOÄ-D Ñ ÁTGIHKHKLYÐ�ÉYÌ�ÁTDOÂr¿KLMDOÉMÓ�V�êtV�J#È�¿KLYGIN!GOÄx¿KÀQV�HKÌaHr¿KV#Ç¡Öt×aV�ÚtÈQV#N�J#V
P�LMDOXIÂ£DOÇ®HèDÅÂKV�GÅÄTÁTDOÂr¿KLYJ#È�ÉMDÅÂqLYNa¿KV#ÂrV#HK¿�Ð�V#J�DÅÈ�HKV7LYNt¿rÂKGaP�È�J�V)LYN4D7HKÁ�V#J#LÙÔTJhDO¿KLYGIN�Ä]GIÂKÇ�DOÉYLYHKÇ
D�¿KV#J3À�NQL�ÚaÈ�V'¿KÀTDÅ¿�L�H�ÈQHKV#PLYN�¿KÀQV�Ç!GIHK¿2Ã�L�PQV#ÉYÌSDOJ�J#V#Á�¿rV#P Ç®V#¿KÀQGtPQH�DON�P�N�GI¿£DO¿rLYGEN�H�LYN
¿KÀ�V�×aGÅÄ]¿_Ã�DOÂKV�B�NQXELYN�V#V#ÂrLYN�X�ÔTV#ÉYP Ñ HrÈ�J3ÀÜDÅHan¬é�[>Ó#Ö

^ HKV#ÚaÈ�V#NQJ#V�P�LMDOXIÂ£DOÇAXEÂ£DÅÁ�À�LYJ�DÅÉ�ÉYÌ�ÂrV#Á�ÂKV�HKV#Na¿KH�HKGIÇ!V7J#GEÇ®ÁTGIN�V#Na¿KH7¿£DOÍaLYN�X�ÁTDOÂr¿�LYN
D7ÁTDOÂr¿KLMDOÉ�HrÌaHK¿KV�Ç V�êtV�J#È�¿KLYGINSDONQP4¿rÀ�V�GIÂKP�V#ÂrV#P!HrV#ÚaÈ�V#N�J�V�GOÄqLYNa¿KV�Â£DOJ�¿KLYGEN�H2DOÇ!GIN�X�¿KÀQV#Ç
DON�P¡Ã�LY¿KÀ¡¿KÀ�V�V#êa¿KV�ÂKNTDÅÉ)Ã2GEÂrÉ�P¡Á�V#Â_Ä]GIÂKÇ®V#P PQÈ�ÂKLYN�X�HKÈQJ£À´V�êtV�J#È�¿KLYGINqÖxß�À�V�J#GIN�HKLYP�V�ÂKV#P
LYNt¿rV#Â£DÅJ#¿KLYGIN�H)DOÂrV�J#GIÇ!Ç�È�NQL�JhDO¿KLYGON�H>GOCEV#ÂcJ£À�DON�N�V�É�H�DONQP�J�DOÉYÉYH�¿KG'GEÐEË3V#J�¿�Ç!V#¿rÀ�GaP�H�ÖOß�ÀQV
XEÂ3DOÁ�À�LYJ2Á�ÂKV�HKV#Na¿£DÅ¿KLYGEN®V#N�ÉYLYXEÀa¿KV�N�H�ÂKV�É�V�CEDONa¿�DOHKÁ�V#J#¿rH�GOÄx¿KÀ�V�¿rV#Ç!Á�GEÂ3DOÉ�GIÂKP�V�ÂKLYN�X4DÅÇ!GENQX
LYNt¿rV#Â£DÅJ#¿KLYGIN!GaJ#J#È�ÂrÂKV#NQJ#V#H�Ö>é�GEÂrV#GOCEV#ÂhÛa¿KÀ�V�P�LMDÅXEÂ£DÅÇ J�DÅN�ÐTV�DONQN�GE¿3DO¿KV�P!Ã�LY¿KÀ®L�N¨Ä]GEÂrÇSDhØ
¿KLYGENDÅÐTGIÈ�¿�¿KÀ�V�HK¿3DO¿KV�GOÄ2¿KÀ�V�J#GEÇ®ÁTGIN�V#Na¿KHhÛ�HrGSLY¿7L�H7ÁTGIHKHrL�ÐQÉ�V�¿KG®ÂKV#ÁQÂKV#HrV#Na¿4VRExV#J#¿rH�GEÂ
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VEÖ XTÖYÛI¿KÀ�V�PQV#HKJ#ÂrLYÁ�¿KLYGEN�GÅÄ-HKGIÇ!V7L�Na¿rV#ÂKV#Hr¿KLYN�X®È�HKV�JhDOHKV�H�GOÄ�¿KÀ�V'HKÌaHK¿rV#Ç Ö

×aV#ÚaÈ�V#N�J�V!P�LMDOXIÂ£DÅÇ!H¬DÅÂKV�N�GI¿�CEDOÉYÈTDÅÐ�ÉYV�Ä]GIÂ¬¿rÀ�V#LYÂ�LYNaÄ]GIÂKÇ�DO¿KLYGINSJ�GENa¿KV#Na¿ Ñ Ð�V#J�DÅÈ�HKV
LY¿�LYH�DOÉYÂKV�DÅP�ÌÁ�ÂrV#HKV�Nt¿'L�N¡¿KÀQV4GI¿KÀ�V#Â'P�LMDOXEÂ3DOÇ®H£Ó2Ð�È�¿�Ç�DOLYN�ÉYÌ�Ä]ÂKGIÇ;D/Ç!V#¿rÀ�GaP�GEÉYGEXILYJ�DOÉ
ÁTGILYNt¿2GOÄ�CaL�V�Ã DÅN�P�J�DON�Ð�V¬ÈQHKV#P�ÄkGEÂ�P�LFExV#ÂKV#Na¿�Á�ÈQÂKÁ�GEHKV�H�ÛQÄ]GEÂ�LYN�Hr¿£DÅN�J#VEÎ
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� ¿KG®XELYCEV�D�Ç®GEÂrV¬N�DO¿KÈQÂ£DOÉ�DON�P�J#ÉYV�DOÂ�ÂKV�Á�ÂKV#HrV#Na¿£DÅ¿KLYGEN¡GOÄ)¿rÀ�V�P�V�CEV#ÉYGEÁ�V#P¡HKÌaHK¿rV#Ç ¿rG
D�J#ÉYLYV#Na¿ Ñ VEÖ XTÖYÛI¿KG�HrÀ�GOÃõÀQGOÃ«¿KÀ�V'J�DOÉYJ#È�ÉMDÅ¿KGEÂ2Á�V#Â_Ä]GIÂKÇ®H�¿KÀ�V�DOPQP�LY¿KLYGENTÓ?�

� ¿KG¯HKÀ�GOÃù¿KÀTDÅ¿!¿rÀ�VÐ�V#ÀTDhCaLYGEÈ�Â�GÅÄ9¿rÀ�VHrÌtHr¿KV#Ç HKÁ�V#J#LÙÔTV#P§ÐaÌ�¿rÀ�VJ#ÉMDOHrHSDÅN�P«¿KÀQV
DOÂrJ£ÀQL�¿rV#J#¿rÈ�ÂKV�P�LMDOXIÂ£DOÇ®H�LYH�ÛaLYN!Á�DOÂK¿rLYJ#È�ÉMDOÂ�J#LYÂrJ#È�Ç!Hr¿£DÅN�J#V#HhÛ�¿KÀQV¬V�êtÁ�V#J#¿rV#P¡GEN�VEÖ�ó�GIÂ
V#ê�DOÇ®Á�ÉYVEÛEÐaÌ!D'HKV#ÚaÈ�V�N�J#V�P�LMDÅXEÂ£DÅÇ�Ã)V�J�DÅN!HKÀQGOÃõ¿rÀTDO¿2LÙÄ-¿KÀQV¬ÈQHKV#Â�P�GaV#H�NQGE¿2P�LYXELY¿
DONê�t�{��DO¿�¿rÀ�V�V#N�PGÅÄ-¿KÀQV¬GIÁTV�Â£DO¿rLYGENqÛa¿rÀ�V#N¿rÀ�V�J�DOÉYJ#È�ÉMDÅ¿KGEÂ�PQGtV�H�N�GE¿�ÂrV#¿KÈ�ÂrN¿KÀQV
ÂKV#HrÈ�ÉY¿�ÖqóQÂKGIÇ�GEÈ�Â�V#êaÁ�V#ÂKLYV#NQJ#VEÛ�¿KÀQV4J#GIN�HK¿rÂKÈ�J�¿KLYGEN´GÅÄÆHrV#ÚaÈ�V#N�J#V®P�LMDOXIÂ£DOÇ®H�Û�DÅÉ�HrG!LÙÄ
�KÐaÌ�ÀTDON�P1�TÛIÀ�V#ÉYÁ�H2¿KG�J#GENa¿KÂrGEÉ�¿KÀ�V�ÚaÈTDÅÉ�LY¿_Ì�GÅÄq¿KÀ�V7Á�ÂKGIÁTGIHKV#P�P�V�HKLYXEN�DON�P!DÅÉ�ÉYGOÃ�H�¿rG
P�V#¿rV#J#¿�V#ÂKÂrGEÂrH¬DONQPSGIÇ!LYHKHrLYGEN�H�LYN®¿KÀ�V�HrÁTV�J#LÙÔTJ�DO¿rLYGENqÖ

Take()
,

KEYBOARD_DRIVER
-

DISPLAY COMPUTING_UNIT
.

’1’
INK
/

Add(’1’:: Empty)
0

’+’
INK

Pass(’+’)
1

Write(Empty)
2

’2’
INK

Add(’2’:: Empty)
0

’=’
INK
/

Pass(’=’)

Write(’3’::Empty)
2

Init
3

Init(Empty,’=’)
3Cont = Empty

4
DISPLAY_DRIVER
5

Init
3

Show()
6

’1’::Empty  = Read()

’1’
OUT
7

Show()
6

’2’
OUT
7Take()
,

Show()
6

Read(’3’::Empty)
8

’3’
OUT
7Take()
,

’1’::Empty  = Read()

’2’::Empty  = Read()

’2’::Empty  = Read()
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s SU}1O�P�ÂKV#ÁQÂKV#HrV#Na¿KLYN�X!¿rÀ�V�ÉYL�CIV#H�GÅÄ-¿KÀQV�J#GIÇ!Á�GEN�V#Na¿rH)LYNaCEGIÉ�CIV#P�L�N®¿KÀ�V�V#êaV#J�È�¿KLYGEN>Öaæ´V�È�HrV
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PTDOÂrP�LYÇ!Á�ÉYV#Ç®V#Na¿£DÅ¿KLYGENWÄ]GEÂ>HKÌaN�J3À�ÂKGIN�GEÈQH)DON�P�DOHrÌaN�J3À�ÂKGIN�GEÈ�H�J3ÀTDÅN�N�V#ÉYH)DÅN�P4ÁQÂKV#P�VëÔTN�V#P
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LYÇ!Á�ÉYV#Ç�V#Na¿rH�¿KÀ�V�XEÈTDÅÂKP�V#PÒJ#GIÇ!Ç�DON�P�H�DON�PÒ¿KÀQVSÁ�DO¿K¿rV#ÂKN�ÇSDO¿rJ3À�LYN�X ÈQHKV#PÒ¿KG´PQV3ÔTN�V
¿KÀ�V�Ç Ö

ß�À�V!GIÐEË3V#J#¿�J#ÉMDOHrHKV#H!DÅÂKV!LYÇ®Á�ÉYV#Ç�V#Na¿KV#P´DOH'ÕtDhCED�J#ÉMDÅHKHKV�H�Ö�ß�À�V®Á�ÂKLYCEDO¿rV�ÔTV�É�PQH4LYÇ�Ø
Á�ÉYV#Ç!V�Nt¿c¿KÀ�V7ÔTV#ÉYP�HhÛ�LYN�LY¿KLMDÅÉ�LYö#V�P�¿KG�¿KÀQV¬CEDÅÉYÈ�V�ÂrV#Á�ÂKV�HKV#Na¿KV�P LYN!¿rÀ�V�ÐTGaP�Ì®P�LMDOXIÂ£DOÇ �O¿KÀQV
Ç!V#¿rÀ�GaP�H�DOÂrV4¿rÀ�V�P�LYÂKV#J#¿�V#NQJ#GaP�LYN�X!GÅÄ)¿KÀ�V'J#GEÂrÂKV#HrÁTGIN�P�LYN�XÇ®V#¿KÀ�GaP�H�HrÁTV�J#LÙÔTV#P´LYN¿KÀQV
ÐTGaP�Ì�PQLÊDÅXEÂ3DOÇ Ö

ß�À�V�Á�ÂrGaJ#V#HKH7J#ÉMDOHrHKV#H�DÅÂKV�LYÇ®Á�ÉYV#Ç!V#Na¿rV#P±DÅH)ÕaDhCED�¿KÀQÂKV�DÅP!J#ÉMDOHrHKV#H�DÅN�P!¿rÀ�V�LYNa¿KV�ÂKÇ!VëØ
P�LMDO¿rV�HK¿£DÅ¿KV#HhÛaP�V#HrJ#ÂKLYÐ�V#PÐaÌ4J�GEN�Hr¿KÂKÈQJ#¿KGIÂKH�LYN�¿rÀ�V�Ð�V#ÀTDhCaLYGEÈ�Â2XEÂ3DOÁ�À>ÛtDÅÂKV�LYÇ®Á�ÉYV#Ç�V#Na¿KV#P
ÐaÌ4¿rÀ�V2ÔTV#ÉYP�H2GOÄq¿rÀ�V�J#ÉMDÅHKH-�I¿KÀQV�È�N�LYÚaÈ�V�Ç®V#¿KÀ�GaP�LYH;FHG�IaÛEÃ�À�GIHKV7J#GaP�V�LYH�P�V�¿KV#ÂrÇ!LYN�V#P®ÐtÌ
¿KÀ�V�Ð�V#ÀTDhCaLYGEÈ�Â�XIÂ£DÅÁ�À!GÅÄ8¿rÀ�V�J#ÉMDOHrH�Ö

JLKLMLNLNPO�Q+NSRTKLMVULOLW�QYX�ZVW�ZV[L\�ZS]�^�N�åV_�W�ZLMV^�`
R�W�Q�X�MV\�Z�aV\LW�Qb]�cdNV\�MV\�Z�egfVh�]iQ�\�f�jlkLkmNV\�MV\�Z�JLnS]TNV\LWVoTJV\�nSWpQbqLRTKLZSqTZS]�\LMV\rQ+nS]
R�W�Q�X�MV\�Z�srQ+NV\�tVO�Q�c�Qb\u\V_TZLtV^�K%jlkLkv^�Q�c�Q�\mKrQ+NV\#j
R�W�Q�X�MV\�ZPO�Q+NSRTKLMVU�\V_TZLtV^#jlkLkd\V_TZw^�Q+NSRTKLMVU#j

R�W�Q�X�MV\�Z�aVUV]TJS_TtLarQ�cS]waS_TnVx#jykLkzNVUV]TJS_�W�nS]TnoTNuJLnSqLqLoL]iQ+JLMV\rQ+nS]wJS_TMS]L]TZLKLN
R�W�Q�X�MV\�Z�aVUV]TJS_TtLarQ�cS]må�MS{TZ%j
R�W�Q�X�MV\�ZP|�Q+KLZL}So�\VRLoL\�a+\LW�ZVMSqw}So�\#j~kLkmMLNVUV]TJS_�W�nS]�nSo�N�JLnSqLqLoL]iQ+JLMS\�Q�nS]dJS_TMS]L]TZLK

O�Q+NSRTKLMVULOLWrQ�XLZVW#��aVUV]�JS_�tLarQbcV]wN%��aVUV]TJS_TtLarQ�cS]w\#��O�Q+NSRTKLMVUu^��+`
NSoLRTZVW#����j
aS_TnVxde�N%j

�L�L� kLk�Qb]iQ�\�Q+MLKrQ���MV\rQ+n]�RTMVWL\zJLnS]�\�Qb]LoTZLN�
RLoL�TKrQ+JPX�nrQ�^dWVoL]E���+`
xV_iQ+KLZ%�H\LWVoTZ��+`
aS_TnVx � c�ZV\#�b��j;kLkvW�ZLJLZrQ�X�ZLN�MzNrQ�cV]TMLK
å�MS{TZ � RLo�\#�b��j;kLkzNLZS]�^�NdMmNrQ�cV]TMLK
\V_TZLtV^�KVe�\V_TZLtV^ �H� ZLM+^#���rj;kLkvW�ZLMV^�N�\V_TZ�O�Q+NSRTKLMVUdJLnS]�\�ZS]�\
NV\�MV\�Z�egf�O�Q+Nrf�jlkLkmJS_TMS]�c�ZLNzQ�\�NdNV\�MV\�Z
xV_iQ+KLZg����\V_TZLtV^�K � Q�NV�VqVR�\VU#���'�+`
}So�\ � R�W�Qb]�\�K�]E�H\S_TZ'tV^�K �H� ZLMV^����L�rj
\V_TZLtV^�Kue�\V_TZLtV^�K � å�M�Q+K�����j�L�L�

�

µQ¶h·���Q�T� n e n df| � }fg3|�grbEl n lkdfs�bs � Z�[k\ î y�wqz Z)ð)[����qð
ß�À�V�J#GEÇ®Ç�È�N�LYJ�DO¿rLYGEN¡J£À�DON�N�V�É�H�GÅÄ9D¡Á�ÂrGaJ#V#HKHDÅÂKV®ÔTV#ÉYP�H�ÂrV3Ä]V#ÂrV#N�J#LYN�XÒÁTDÅÂK¿KLYJ#ÈQÉÊDÅÂ

GEÐEË3V�J#¿KHhÖ ^ HrÌaN�J3À�ÂKGIN�GEÈ�H'J£À�DON�N�V�É)LYH�LYÇ!Á�ÉYV#Ç®V#Na¿KV#PÐaÌÈQHKLYN�X D®HKÁ�V#J#LMDÅÉ)GIÐEË3V#J#¿�¿rÀTDO¿
DOJ#¿!DÅH!D �rHKÌaN�J3À�ÂrGEN�LYö#V#ÂN�TÖ2æ«À�V�N÷D¡ÁQÂKGaJ#V#HrH � â�¿rÂKLYV#H!¿rG´HKÌaN�J3À�ÂrGEN�LYö#VÃ�LY¿rÀ � ãQÛ�LY¿
DOJ#J�V#HKHrV#H�¿KÀ�V�HrÌaN�J3À�ÂKGIN�LYö#V#Â�¿rG�J3À�V#J3Í�Ã�À�V#¿KÀQV#Â � ã�LYH�ÂrV�DOP�Ì/Ä]GEÂ2¿KÀQV�HKÌaN�J3À�ÂrGEN�LYö�DÅ¿KLYGENqÖ
¾kÄ � ã�LYH�N�GI¿�ÂrV�DOP�ÌaÛa¿KÀQV#N � â�LYH�HKÈQHKÁ�V#N�P�V#P>Öxæ«À�V#N � ã�LYH�ÂrV�DOP�ÌaÛ � â�L�H�ÂrV#HKÈQÇ!V#P DÅN�P



ÂKV�DÅP�H�GEÂ7Ã�ÂKLY¿KV#H�¿rÀ�V4V�êtJ3ÀTDÅN�XEV�P´PTDO¿3D�Ö�ß�G®V#N�HKÈQÂKV�¿KÀ�DO¿�GEN�ÉYÌ®GEN�V�Á�ÂKGaJ#V�HKH4DÅ¿9D/¿KLYÇ!V
XtDÅL�NQH-¿rÀ�V¬DÅJ#J#V#HrH�¿KG4D9J£À�DON�N�V�ÉTÇ®V#¿KÀ�GaPqÛIDOH2Ã)V#ÉYÉTDÅH�¿KG�HKÈQHKÁ�V#N�PaØ_ÂKV#HrÈ�Ç!V7Á�ÂKGaJ#V�HKHKV�H�Ã2V
È�HKV�¿rÀ�V��L�r�i�L�r������ V¡�¢�£4DONQPS¿rÀ�Vl¤�¥i V¦�§�����¦% V¨r�4Ç®V#J3ÀTDONQL�HrÇ!H�GÅÄ-ÕaDhCED�Ö

ß�À�VDOHKÌaN�J3À�ÂrGEN�GIÈ�H�J3ÀTDONQN�V#ÉYH!DOÂrVS¿rÂKLYCaLMDOÉYÉYÌ LYÇ!ÁQÉ�V�Ç!V#Na¿KV�P ÐaÌ�ÕaDhCED�HK¿rÂKV�DÅÇ!HhÖ�¾_N
¿KÀ�V�ÁTDÅÂK¿KLYJ#ÈQÉÊDÅÂ�J�DÅHKV�GOÄÆDÅHKÌaN�J3À�ÂrGEN�GIÈ�H�J#GEÇ®Ç�È�N�LYJ�DO¿rLYGEN!DOÇ®GEN�X�ÁQÂKGaJ#V#HrH�Û>Ã)V�ÈQHKV�¿KÀQV
HKÁ�V#J#LMDOÉYLYö#V#P�Hr¿KÂKVhDOÇùJ#ÉMDOHKHrV#H�ÄkGEÂ2Á�LYÁTV#ÉYLYN�V�J#GIÇ!Ç�È�N�LYJ�DÅ¿KLYGONqÖEéÜGEÂKV�GOCEV#ÂhÛaLfÄ�¿KÀ�V�J#GIÇ!Ç�ÈaØ
N�LYJ�DO¿rLYGENDOÇ®GEN�X�Á�ÂKGaJ#V�HKHKV�H4LYNaCEGIÉ�CIV#H�Ç�Ã�ÂKLY¿rV#ÂKH�DONQPNÂKVhDOP�V#ÂrH�Û�D�ÁTDÅÂK¿rL�J�È�ÉMDOÂ�GIÐEË3V#J#¿
LYÇ!Á�ÉYV#Ç�V#Na¿rHx¿KÀ�V2J#GENQN�V#J#¿rGEÂ�LYN�ÔTX�Ö�� Ñ DIÓ>¿KÀTDÅ¿-J�GENa¿KLYNaÈ�GEÈQHKÉYÌ�ÂKV�DÅP�H�D�PTDÅ¿£DWÄ]ÂKGIÇ DONaÌEGIN�V
DOÇ®GEN�X�¿KÀQV�LYN�Á�È�¿2J3ÀTDON�NQV#ÉYH¬DONQPSÂrV#Á�ÉYLYJ�DO¿rV�L�¿�GIN!V�DÅJ3ÀGEN�V�GÅÄ-¿KÀQV�GEÈ�¿rÁ�È�¿�GIN�V#H�Ö

© � ¹c¶�¼ � » � ½K¹�¶ �*� ¶7º«ªg� �N� ·¬�>º® ¹�¸�¯ �

æ´V�¿KÀ�LYN�Í®¿KÀTDÅ¿������SJ#GIÈ�ÉYPÀ�V#ÉYÁ¿rG!P�V#HrLYXENJ#GIÇ!Á�ÉYV#ê�HrÌaHK¿KV�Ç!H�ÈQHKLYN�X!ÕaDhCED�ÛaV#CIV#N¡LfÄ�LYN
¿KÀ�LYH2ÁTDOÁ�V#Â7Ã)V�ÀTDhCIV¬ÈQHKV#PLY¿2GEND'ÂKV�DÅÉ�ÉYÌ®¿KGOÌ�V#ê�DOÇ®Á�ÉYVEÛÅÄ]GEÂ�¿rÀ�V7Ä]GEÉYÉYGOÃ�LYN�X�ÂKVhDOHKGIN�H�Î

� LY¿�LYH)Hr¿KÂKGIN�XEÉYÌ�CaL�HrÈTDOÉ��OÃ2V�À�DhCEV�¿KÂrLYV#P!¿rG4CaLYHKÈTDÅÉYÉ�Ì'ÂKV#N�PQV#Â�¿KÀ�V7Á�ÂKGaJ#V�HKH�Ð�V#ÀTDhCaLYGEÈQÂKH�Û
¿KÀ�V�HKÌaHr¿KV#Ç DOÂrJ3À�LY¿KV#J#¿rÈ�ÂKVIÛq¿rÀ�V4Ã�DhÌ�¿KÀ�V�J#GIÇ!Á�GEN�V#Na¿rH¬J�GtGIÁTV�Â£DO¿rVEÛqDÅH¬Ã2V#ÉYÉ�DOH�¿KÀQV
P�V3ÔTNQL�¿rLYGEN�GOÄ�PTDO¿3D�GIÁTV#Â3DO¿rL�GIN�H¬DÅN�P!GÅÄ�GEÐEË3V#J�¿�Ç!V#¿rÀ�GaP�H-�

� ¿KÀ�V�J#GEÇ®Á�ÉYV#êaL�¿_Ì¡DON�PÒ¿KÀQVLYNt¿rÂKLYJ�DÅJ#LYV#H�GOÄ�¿KÀ�V�HKÌaHr¿KV#Ç®H�L�H�Ç�DOHr¿KV#ÂrV#PÒÐtÌ´ÍIV#V#Á�LYN�X
HKV#Á�DOÂ£DÅ¿KV#P§PTDÅ¿£DhØ_¿_ÌaÁTV�H�Û2GEÐEË3V�J#¿KHDONQPøÁQÂKGaJ#V#HrHKV#HhÛ¬DÅN�PõDOÉYÉYGOÃ�LYN�X¿rG�P�V#HrLYXEN«HrÈ�J3À
V#Na¿KLY¿KLYV#H�DO¿�¿rÀ�V�Ç!GIHK¿�DOÐ�Hr¿KÂ3DOJ#¿7É�V�CEV#É>J#GEÇ®ÁTDO¿rL�ÐQÉ�V7Ã�LY¿KÀD�P�LYÂKV#J�¿�LYÇ!Á�ÉYV#Ç®V#Na¿£DÅ¿KLYGON
LYN!ÕtDhCED1�OÄkGEÂ2V#ê�DOÇ!ÁQÉ�VIÛEPTDÅ¿£D�Øª¿_ÌaÁ�V#H�DOÂrV¬NQGE¿2GEÐEË3V#J�¿KH¬DÅN�P!¿rÀ�V�È�HKV�Â�J�DÅN!P�V3Ô�N�V�À�V#Â
PTDO¿3D�Ã�LY¿KÀ�¿rÀ�V�J#GIN�HK¿rÂKÈ�J#¿rGEÂrH�GOÄ)ÀQV#Â�J3À�GIL�J�V�¿KG®ÂKV#Á�ÂrV#HKV�Nt¿'¿KÀ�V#Ç¡ÖTóQGEÂ�V#ê�DÅÇ!Á�ÉYVEÛaLÙÄ
Ã)V�Ã�DONa¿�¿rG!J#GIN�J�DO¿rV#NTDÅ¿KV�¿_Ã2GSÉYLYHK¿rH�[câ4DONQPÈ[>ã�Û�Ã2V�P�G�N�GE¿7ÀTDhCEV�¿rG�J#ÂKV�DÅ¿KV�¿_Ã2G
GEÐEË3V�J#¿KH®ÂKV�DÅÉ�LYö#LYN�XÍ[câSDÅN�P [qã¡ÂrV#HKÁ�V#J#¿rL�CIV#ÉYÌtÛ�DÅN�P�¿rÀ�V#N«J�DÅÉYÉ�¿KÀ�VJ�GEN�J�DÅ¿KV#N�DO¿KLYGIN
Ç!V#¿rÀ�GaPGEN*[�â Ñ GEÂ�[qãIÓ��xLYN�Hr¿KV�DÅPqÛxÃ2VÆË3ÈQHK¿4DÅÁ�Á�ÉYÌ�¿KÀ�V�J#GIN�J�DÅ¿KV#NTDÅ¿KLYGEN´GIÁTV�Â£DO¿rLYGEN
¿KG�¿rV#ÂKÇ®H)ÂrV#Á�ÂKV�HKV#Na¿KLYN�X�[câ�DON�Pe[qã�ÂKV�HKÁ�V#J#¿KLYCIV#ÉYÌtÖ

� ¿KÀ�V�ÂKV!LYH4DÜP�LYÂKV#J#¿'J#GEÂrÂKV#J#¿�V�N�J#GaP�LYN�XGÅÄÆ¿rÀ�V!HrÁTV#J�LfÔ�J�DO¿rL�GIN´LYNt¿rGD�ÕtDhCED®Á�ÂrGEXEÂ3DOÇ
¿KÀTDÅ¿�LY¿�L�H2Á�GEHKHrLYÐ�ÉYV¬¿rG�ÇSDÅÍEV¬DÅÈ�¿KGIÇSDÅ¿KLYJ�ÐaÌ�¿KÀ�V�ÈQHKV�GOÄ�HKGIÇ!V7¿KGaGEÉ_Ö
�����!LYH2N�GE¿�Á�ÈQÂKV#ÉYÌ!ç�ç�ÛTDOH�LY¿2GEN�ÉYÌ�LYN�J#ÉYÈ�PQV#H�HKGIÇ!V�ç�çÝJ#GIN�J#V#ÁQ¿KH�Û�Á�ÂrV#J#LYHKV�É�Ì�¿rÀ�GEHrV

¿KÀTDÅ¿�DOÂrV4È�HrV3Ä]È�É�¿rG�Ç!GaP�V#Éx¿rÀ�V�ÄkV�DO¿rÈ�ÂKV#H�GÅÄ8¿rÀ�V�J#GIN�HKLYP�V�ÂKV#P´HrÌtHr¿KV#Ç®H�ÖQæ´V�È�HKV'J#ÉMDOHKHrV#H
DON�P�LYN�HK¿3DON�J�V#H�ÛaÁ�ÉYÈ�H�LYN�À�V�ÂKLY¿£DÅN�J#V¬DÅN�P�GE¿rÀ�V#Â�ÂrV#ÉMDO¿rL�GIN�HKÀQL�ÁQH�ÛO¿rG�Ç!GaP�V#Éa¿rÀ�V�¿KÀ�ÂrV#V�ÍaL�NQP�H
GOÄqJ#GIN�HK¿rLY¿KÈ�V#Na¿rH)GÅÄq¿KÀ�V�HKÌaHr¿KV#Ç®H Ñ PTDÅ¿£D�Øª¿_ÌaÁ�V#H�ÛaÁTDÅHKHrL�CIV¬DÅN�P!DOJ#¿rLYCEV�J�GEÇ!Á�GENQV#Na¿KH£Ó�ÖEß�ÀQV
LYNt¿rV#Â£DÅJ#¿KLYGIN�H!DOÇ®GEN�X¡Á�ÂKGaJ#V�HKHKV�HCaLÊD¡HrÀTDOÂrV#P§Ç!V#Ç®GEÂKÌ¡LYH�Ç!GaP�V#ÉYÉYV#P¯ÐtÌÒGIÐEË3V#J#¿rHÜDÅN�P
Ç!V#¿rÀ�GaPJ�DÅÉ�ÉYHW�TV�N�J�DOÁQHKÈ�ÉMDO¿rLYGEN´DOÉYÉYGOÃ�H�¿KG�J#GINa¿KÂKGIÉ�À�GOÃàÁ�ÂKGaJ#V#HrHKV#H!DÅJ#J#V#HrH�¿KÀQV�GEÐEË3V#J�¿KH
LYN!¿KÀQV¬HrÀTDOÂrV#PÇ®V#Ç!GIÂKÌaÖ

^ ÉY¿KÀ�GIÈ�XEÀ*����� LYH�ÕaDhCEDhØ_¿£DOÂrXEV#¿rV#PqÛ>LY¿�LYH�N�GE¿'È�HKV3ÄkÈ�É)GIN�ÉYÌ¿KG�Á�ÂKGaP�È�J�VSÕaDhCED®J#GaP�V��
LYN�P�V#V#P�L�¿7J�DON¡DOÉYHKG®ÐTV'Ä]ÂKÈQL�¿ÞÄ]È�ÉYÉYÌ�È�HKV�P ¿rG!Ç!GaP�V�É-DONQPP�V#HrL�XINHKÌaHr¿KV#Ç®H¬LYÇ®Á�ÉYV#Ç�V#Na¿KV#P
ÐaÌ�È�HKLYN�X!DÅN�GE¿rÀ�V#Â�Á�ÂrGEXEÂ3DOÇ®Ç!LYN�X�ÉMDÅN�XEÈTDÅXEVEÛ�DÅH ^ X ^ Ö

Z�GE¿rV!¿rÀTDO¿4�����´L�H'N�GE¿�DOP�PQÂKV#HrHKV#PÒ¿KG�ÂKV�DÅÉfØ_¿KLYÇ®V4HrÌtHr¿KV#Ç®H�Û>ÐTV�J�DOÈ�HrV�¿KÀ�VDOÐQHK¿KÂ3DOJ#¿
HKÁ�V#J#LÙÔTJ�DÅ¿KLYGEN�Ç®V#¿KÀ�GaP�GÅÄÆáYâEâëå³DÅN�P�¿KÀ�V7Ä]V�DÅ¿KÈ�ÂrV#H�GÅÄ-ÕaDhCED�P�G�N�GI¿ÆDÅP�V#ÚaÈTDO¿rV#ÉYÌ!HrÈ�Á�Á�GEÂK¿
ÂKV�DÅÉÙØª¿rL�Ç®V�Á�ÂKGIXEÂ3DOÇ!Ç®LfN�X�Ö

¾_¿�LYH�ÁTGIHKHrL�ÐQÉ�V�¿rG�Á�ÂrGtPQÈ�J#V�D7Ä]È�ÉYÉ�HrV#¿2GOÄxHKGOÄk¿_ÃÆDÅÂKV�¿KGaGIÉ�Hc¿KG�HrÈ�Á�Á�GEÂK¿2¿KÀQV�È�HrV�GOÄ������qÎ
Ä]ÂKGIÇ LYNa¿KV#Â3DOJ#¿rL�CIVXEÂ3DOÁ�ÀQL�J�V#PQL�¿rGEÂrH!¿KG�D¡Hr¿£DÅ¿KLYJJ3À�V#J3ÍEV�ÂSLYN�J�É�ÈQP�LYN�X ¿rÀ�VJ#GIN�HKLYHr¿KV#N�J�Ì
J3À�V#J3Í!GÅÄ-¿KÀQV¬HrV#ÚaÈ�V#N�J�V4P�LMDÅXEÂ£DÅÇ!H�Ã�LY¿rÀ!ÂKV�HKÁ�V#J#¿�¿KG�¿KÀ�V�GI¿KÀ�V#Â7P�LMDOXIÂ£DOÇ®H�ÛO¿rG4ÐQÂKGOÃ�HKV�ÂKH



V#N�ÀTDÅN�J#LYN�X¿rÀ�V!ÀaÌaÁ�V#Â_Ø_¿KV#êa¿rÈTDOÉ�DÅHKÁ�V#J#¿KH®GOÄ�¿rÀ�V!P�LMDÅXEÂ£DÅÇ!H7J#GEÇ®ÁTGIHKLYN�X�¿KÀ�V®HKÁ�V#J#LÙÔTJ�D�Ø
¿KLYGENQH�Ûx¿rGS¿rÀ�V!¿rÂ£DÅN�HKÉMDO¿rGEÂ�LYNa¿KGÕaDhCED�Ö�æ´V!DOÂrV�J#GEN�HrLYP�V#ÂKLYN�X¡DOÉYHKGD/Ä]GEÂrÇ GÅÄ�P�V#Ð�È�XIXEV#Â
GEÐ�¿3DOLYN�V#P¡ÐaÌÈ�HrL�NQXÜD®CEDÅÂKLMDONa¿�GÅÄÆ¿rÀ�V�¿KÂ3DON�HrÉMDO¿KLYGIN LYNa¿KG�ÕtDhCEDQÖ�ß�À�V�V#êaV#J#È�¿rLYGEN´GOÄ�¿KÀQV
Ç!GaP�LÙÔTV#P¡Á�ÂrGEXEÂ3DOÇ Á�ÂrGtPQÈ�J#V#H!DÅN´GEÈ�¿rÁ�È�¿�¿KÀTDÅ¿4J�DÅN�Ð�V!¿rÂ£DONQH_Ä]GIÂKÇ!V�P´L�N�DÜHKV#ÚaÈ�V#NQJ#V
P�LMDOXIÂ£DOÇ DÅN�P�HKG'Ã)V7J�DON�ÀTDhCIV�D�XEÂ3DOÁ�ÀQL�J�ÁQÂKV#HrV#Na¿£DO¿rLYGEN!GÅÄè¿rÀ�V�V�êtV�J#È�¿KLYGINqÖEß�ÀQV�È�N�PQV#Â_Ø
ÉYL�NQV#P!ÂrV#ÚaÈ�LYÂKV#P¡¿KV#J3À�NQGEÉYGEXIÌ�Ä]GIÂ�¿KÀ�V�ÂrV�DOÉYLYö�DÅ¿KLYGEN®GOÄ�HKÈ�J3À¿rGaGEÉYH�LYH�V�DOHrL�ÉYÌ�DhCEDOLYÉMDOÐ�ÉYVEÖ ^ ¿
¿KÀ�V�Ç®GEÇ!V�Nt¿�Ã2V�DOÂKV'É�GaGIÍtLYN�X9Ä]GEÂ�ÀaÈ�Ç�DON�ÂKV�HKGEÈQÂKJ#V#H�¿rG�ÂKV�DÅÉ�LYö#V�¿rÀ�V#Ç Ö

ç�ÈQÂ�ÄkÈ�¿KÈ�ÂrV4Ã2GEÂrÍ�Ã�L�ÉYÉ>J#GEN�HrLYP�V#Â�À�GOÃÝ¿KG�J#GIÇ!Á�ÉYV#¿rV���������Ã)V'ÃÆDÅNt¿7¿KG�LYNaCEV#Hr¿KLYXtDÅ¿KV
¿KÀ�V2HK¿rÂKÈ�J�¿KÈ�ÂrL�NQX¬GÅÄTÁ�ÂrGtJ�V#HKHrV#H�DON�P'GEÐEË3V#J�¿KH�ÐaÌ�LYNt¿rÂKGaP�È�J�L�NQX¬HrÈ�ÐaØ_J#GEÇ®ÁTGIN�V#Na¿KHhÛOD�Ç!V�J£À¨Ø
DON�LYHrÇùÄ]GEÂ�¿rÀ�V�ÁTDÅJ£ÍEDÅXELYN�X®GOÄ�J#ÉMDOHKHrV#H�Ã�À�V#N´GENQV�XEÉYGEÐTDÅÉ�J#ÉMDOHKH'P�LMDOXEÂ3DOÇ�LYH�¿rGtG�ÉMDOÂrXEVEÛ
GE¿rÀ�V#Â�J#GIÇ!Ç�È�NQL�JhDO¿KLYGINSÇ®V#J3ÀTDONQL�HrÇ!HhÛT¿rÀ�V!NQGE¿£DÅ¿KLYGEN�Ä]GIÂ�¿KÀ�V®P�V#HrJ#ÂKLYÁ�¿rL�GIN´GOÄ�¿rÀ�V!P�LYHÞØ
¿KÂrL�ÐQÈ�¿KLYGEN�É�V�CEV#É�GOÄ2¿KÀ�V!DÅÂKJ3À�LY¿KV#J�¿KÈ�ÂrV!DON�P¡HKG�GEN>ÖTß�ÀQV4N�GI¿KLYGEN�GOÄ)LYN�À�V�ÂKLY¿£DÅN�J#V'Ä]GEÂ�¿KÀQV
Á�ÂKGaJ#V�HKH�J#ÉMDOHrH�ÂKV�ÚtÈQL�ÂrV#H�Ä]È�Âr¿KÀ�V�Â4LYNaCEV#Hr¿KLYXtDÅ¿KLYGENQH¬¿rGaGTÛ>Ã�L�¿rÀ´¿KÀ�V®P�V#¿rV#ÂKÇ®L�N�DO¿KLYGIN GÅÄ¬DON
DOHrHKGaJ#LMDO¿rV#P�¿_ÌtÁ�V�À�LYV#Â3DOÂrJ£ÀaÌaÖ

ß-G�Ä]È�ÉYÉYÌ´¿£DÅÍEVDOPQCEDONa¿£DÅXEV!GÅÄ¦�����øÃ2V�N�V#V#P«¿rG´Á�ÂKGIÁTGIHKV D¡Ç®V#¿KÀQGtP Ä]GEÂ�Á�DOHKHrLYN�X
Ä]ÂKGIÇ ¿rÀ�VSDÅÐ�HK¿rÂ£DOJ�¿�HKÁ�V#J#LÙÔTJ�DÅ¿KLYGEN�H�GOÄ4áYâIâ3å)¿rG ¿rÀ�V!Ç®GEÂKV�P�V#¿3DOLYÉYV#P ����� GIN�V#H�Û�¿rÀTDO¿�LYH
XEÈ�LYP�V�É�LYN�V�HÆDÅN�P�À�LYNt¿rH�¿KÀTDÅ¿�À�V#ÉYÁ�¿KÀ�V�È�HrV#Â�¿rG�ÁTV�Â_Ä]GIÂKÇù¿KÀ�LYH�¿£DÅHKÍxÖ

æ´V�DOÂKV7N�GE¿�DhÃ�DOÂKV�GÅÄqGE¿rÀ�V#Âd�KÕtDhCED9¿£DOÂrXEV#¿rV#P���HKÁ�V#J#LÙÔTJ�DÅ¿KLYGEN�ÉMDONQXEÈTDÅXEV#H3ÏON�GI¿£DO¿rLYGEN�H
Ä]GEÂ�HrÌtHr¿KV#Ç®H4LYN´¿rÀ�V!ÉYLY¿KV#Â3DO¿rÈ�ÂKVEÛ>V#CIV#N�LÙÄ�¿KÀQV#ÂKV®V#êaL�¿�¿KGaGIÉ�H9Ä]GEÂ�XIV#N�V#Â3DO¿rL�NQXÕtDhCED�J�GtPQV
Ä]ÂKGIÇ XEV�N�V#ÂKLYJ�GEÐEËëV#J#¿_Ø_GEÂrLYV#Na¿KV#P¡HKÁ�V#J#LÙÔTJ�DÅ¿KLYGENQH Ñ VIÖ X�ÖYÛtU�ç�×�B Ä]GIÂan¬é�[>Ó#Ö

ß-G®ÂKV#ÉMDÅ¿KV�GEÈQÂ¬ÁQÂKGEÁ�GEH3DOÉ�¿rG�GE¿KÀQV#Â4DOÁQÁ�ÂKGaDOJ3À�V#H�Ã2V�Ç�È�HK¿7ÔTÂrHK¿�ÂrV#J�DOÉYÉ�¿rÀTDO¿������ LYH
N�GE¿�DON�ç�ç HKÁ�V#J#LÙÔTJ�DÅ¿KLYGENÒÉMDON�XIÈTDOXIVEÛ>Ð�È�¿�L�¿�LYH4LYNa¿KV�N�P�V#P¯Ä]GIÂ�ÂKV�DÅJ#¿KLYCIV�ÏOJ#GIN�J#È�ÂrÂKV#Na¿3Ï
P�LYHK¿rÂKLYÐ�È�¿rV#P HrÌtHr¿KV#Ç®H-�7¿KÀ�LYHLYH¿rÀ�V�ÂrV�DOHrGEN�Ã�ÀaÌõLY¿ÈQHKV#H¡LYN�XEÂrV#P�LYV#Na¿KH´DOH¡Á�ÂKGaJ#V�HKHKV�H
HK¿rÂKGENQXEÉYÌ!P�LFExV#ÂKV�Nt¿WÄ]ÂKGIÇ GIÐEË3V#J#¿rH�Û�HKÌaHr¿KV#Ç DÅÂKJ3À�LY¿KV#J�¿KÈ�ÂrV±DÅN�PJ3ÀTDONQN�V#ÉYH�ÖQÿ�GOÃ2V#CEV#Â������
V#N�J#GIÇ!ÁTDÅHKHrV#H�D�ÄkV#Ã ç�ç J#GEN�J�V#Á�¿KHhÛQÄ]GEÂ2V#ê�DOÇ®Á�ÉYVEÛ��rGEÐEË3V�J#¿3�!DÅH�D�Ã�DhÌ�¿KG�V#N�J�DÅÁ�HKÈQÉÊDÅ¿KV
HKÀTDÅÂKV#P�Ç!V�Ç!GEÂrÌ¬DÅN�P��rJ#ÉMDOHrH3� Ñ Ä]GIÂ�GEÐEË3V#J�¿KH)DÅN�P4ÁQÂKGaJ#V#HrHKV#H3Ó2Ã�L�¿rÀ�LYN�À�V#ÂrLY¿£DONQJ#V�DOH�D7ÃÆDhÌ
¿KG�Ç!GaP�È�ÉMDÅÂKÉYÌ4PQV3ÔTN�V��r¿_ÌaÁTV#HN��GOÄ�GEÐEË3V#J�¿KH¬DÅN�P�Á�ÂKGaJ#V�HKHKV�H�Ö

ß�À�V������4HrÁTV#J�LfÔ�J�DO¿rL�GIN�H)DÅÂKV�Ð�GE¿KÀ�XEÂ3DOÁ�ÀQL�J�DONQP�Ä]GIÂKÇ�DOÉ_Û#DON�P�LYN4¿rÀ�LYH�ÂKV#HrÁTV#J�¿������4LYH
HKLYÇ!LYÉMDOÂQ¿KG�×�X�[á�@�åtDON�P�×a¿3DO¿KV�J£À�DOÂK¿rH�á��hå3�r¿KÀ�V2P�LFEèV�ÂKV#N�J�V#H�Ã�LY¿KÀ�¿KÀQV#HKV2¿_Ã)G�NQGE¿£DÅ¿KLYGENQHxÉÊDhÌ
LYN�¿KÀ�V�Ã�DhÌ�¿KÀ�V�ÁQÂKGaJ#V#HrHKV#H�J#GaGIÁTV#Â3DO¿rV�DON�P�LYN4¿rÀ�V�ÁTDOÂ3DOP�LYXIÇ«Ä]GIÉYÉ�GOÃ2V#P�ÄkGEÂ�ÂKV#ÁQÂKV#HrV#Na¿KLYN�X
¿KÀ�V�Á�ÂrGaJ#V#HKH�Ð�V#ÀTDhCaLYGEÈ�ÂhÖ

æ«ÀTDO¿>H£DÅL�P�DOÐ�GOCEV�HrÀ�GOÃ�H�DOÉYHKG7¿KÀ�V2P�LFEèV�ÂKV#N�J�V#H£ÏÅÂKV#ÉMDO¿rLYGEN�HrÀ�LYÁ�H�Ã�LY¿KÀ�n�é�[¡á�°håKÎRn¬é�[
LYH±ç�ç�Û������øLYH�J#GIN�J#È�ÂrÂKV#N�J�Ì«GEÂrL�V�Nt¿rV#P��Qn¬é�[§LYH!D¡N�GI¿£DO¿rLYGEN�¿rÀTDO¿�JhDONÒÐTV�È�HKV#P�ÐtÌ
ÇSDÅNtÌ�PQLxExV#ÂrV#Na¿�P�V#CIV#ÉYGEÁ�Ç®V#Na¿xÁ�ÂKGaJ#V#HrHKV#H�DO¿�P�LFExV#ÂKV�Nt¿�Á�GELYNa¿KHhÛÙ������LYHqÄkGEÂqÕaDhCED2¿£DÅÂKXEV�¿KV#P
P�V#HrL�XIN�GOÄ-HrÌaHK¿KV�Ç!H Ñ J�GEÇ!Á�DON�LYGEN�ÄkGEÂKÇ�DOÉMÏOXIÂ£DÅÁ�À�LYJ)NQGE¿£DÅ¿KLYGENQH�Ä]GIÂ�DOÐ�Hr¿KÂ3DOJ#¿7P�V#HKLYXINÜDÅN�P
ÂKV#ÚaÈ�LYÂrV#Ç!V#Na¿xHrÁTV#J�LfÔ�J�DO¿rL�GIN�H�ÀTDhCEVcÐTV#V�N4P�V�CEV#ÉYGEÁ�V#PqÛhHrV#V¬áYâIâEÛ#âhähå]Ó��Rn�é�[�LYHqHrV#Ç!LÙØkÄ]GEÂrÇSDÅÉ
Ñ Á�ÂrV#J#LYHKV¡HKÌaNa¿£DÅêÒL�NQJ#ÉYÈ�P�LYN�X¡Ã)V#ÉYÉÙØkÄ]GEÂrÇ!V#P¯J#GEN�PQL�¿rLYGEN�HhÛ�HKV�ÇSDONa¿rL�J�H�ÐtÌ«B�NQXEÉYLYHKÀÒ¿KV#êa¿3Ó#Û
�����!LYH2Ä]ÈQÉ�ÉYÌ�Ä]GIÂKÇ�DOÉ Ñ LY¿�ÀTDOH�D�J#GEÇ®Á�ÉYV#¿KV7Ä]GIÂKÇ�DOÉ�HKV#Ç�DONa¿KLYJ#H2ÐTV�J�DOÈ�HrV4LY¿�J�DÅNÐ�V�V�DOHrLYÉ�Ì
¿KÂ3DON�HÞÄ]GEÂrÇ!V#P®L�Na¿rG±D�XIÂ£DOÁQÀ�LYJ3Ø]ÄkGEÂKÇ�DOÉ�HrÁTV�J#LÙÔTJ�DO¿rLYGEN�GOÄ�áYâEâëåÞÛÅHKV#V�á
	hå]Ó#Ö

ß�À�V�È�HrV�GOÄqPTDÅ¿£DhØ_¿_ÌaÁTV�H)Ã�LY¿KÀ®J#GENQHK¿KÂrÈ�J#¿rGEÂKH�DON�P®GOÄqÁTDÅ¿K¿rV#ÂKN�ÇSDÅ¿KJ3À�LYN�X�LYN�XEÈTDÅÂKP�V�P
J#GEÇ®ÇSDÅN�P�HxJ#GIÇ!V2Ä]ÂrGEÇ éc[�á
�håKÛhÐ�V#J�DOÈQHKV�Ã)V7¿KÀ�LYN�Í�¿KÀ�DO¿�LYN�ÇSDÅNaÌ¬JhDOHKV7¿KÀTDÅ¿)J�GEÈ�ÉYP�Ð�V
D�J�GEÇ!Á�DOJ#¿�DON�P�J#ÉYV�DÅÂ�ÃÆDhÌ�¿rG�ÂKV#ÁQÂKV#HrV#Na¿¬¿rÀ�V�PTDÅ¿£D�Øª¿_ÌaÁ�V#H�DON�P�¿rÀ�V#LYÂ�GEÁ�V#Â£DÅ¿KLYGENQH�Ö



ªg��D'�q¸��>¶�¼%� �

�h���c�#w)j_l_g3jkd n bts n b o p7��ð�g3�h�#dfsI��±as#iK| n }~}f¤h{]Zci_dfe�grb�±Ei_dfgrb o }f¤¬\ � g£�rd~¢a� n lkdfs�b¨j�s � ¹�s�bt�r�Ii_iKgKbEl
\Å¤Oj_l_g3|¬j3�Owvc¥-s�{]ð n d~}tw �E� iKs n �   ��vxg3�   bIdf� n }að�g � s�iKlqZ�[k\E[ u v�ð u �V² u <��E^OZ�[]\I[ u `cbEdfehgri_{
jkdfl#mn'o d-p2grbts#e n ^�[Ml n }f¤h^x�£�h�V²E� î iKg3j_grbEl_g o!n l)["¹c\L��ñÙ�³ë{]²¡s#iµ´Ej   s � s#b�±as#iK| n }qï�g3l   s o j3^
\Åg n l_lk}fg7w � i_d~}��£�h���Å�

<Å���c�tw2j_l_g3jkd n bas n b o p7�tð�g3�h�#dfsI��w�Z2¤hb n |�df��\ � g3�rd~¢t� n lkdfs�bs � l   g�ð î ¹-{]ï�g3|¬s�iK¤ î iKs#¦I{
}fg3|��-[Êb�¶�·L¸b¹;ºV»�¼�½S¾�¿�À+¹Á¼'ÂrÀYÃ+Ä ÅÆÃYºL¿ÇÄÇ·LÈ�É#ÊrËrÀÍÌÏÎ�Ð�ÑHÒÓÀ+¹$·L¸Y½$¼VÂTÀYÃSÄ ÅÆÃbºL¿�Ä?·LÈ�Ð%ºV¾�ÀÍ¼¬¿�Ô�ÕL½�^
bO�a|�¦�gri¬�h�3����d~b!y��a¹�\a�t\ � i_d~ba��gri;�qgri_} n �E^��3���h�E�

�I���c� ¹�shj_�rd n�n b o p7� ð�g3�h�#dfsI� �hvc����l   g�ð�g � griKgrbt�3g�ï n bO� n }M� vxg3�   bEdf� n }�iKg � s�iKl3^qZ�[]\I[ u
`cbEdfehgriKjkdfl#mn4o d³p2grbas#e n ^¨[ l n }f¤h^x�3���h�I�

²I�Æp2shjk}~d~bt�I^è�hs�¤�^ n b o \Ål_g£gr}fgh�;ÊrËrÀ;ÖLºL×+ºlØ�ºLÈLÙLÔ�º+ÙLÀÆ¼VÂTÀYÃSÄ ÅÆÃbºL¿�ÄÇ·'ÈI�aw oIo dfj_s�b!²!g3jk}fg3¤�^��3���h�E�
�Å�)Z7�ÏÚ n iKgr}M� \Ol n l_g3�  tn iKl_j3�)w���dfjk� n }l±ts�iK| n }~dfj_| � s�i�¹�s�| � }fg � \Å¤Oj_l_g3|¬j3�®¼�Ã+ÄÇÀ+ÈrÃYÀ�·µÛ
Ð%·L¹ÜÂiÔ�¿�À+¸ÝÎE¸H·YÙL¸HºL¹;¹$ÄÇÈÞÙ�^�ßE^Q�£�VßÞ³Å�

�I�)ðW��Ú n i � gKi#^�Z7��ï n �àc�ag3gKb�^ n b o ð���ï�d~}~btgri#�¬\Ål n b oEn i o ï�y>��vxg3�   bIdf� n }�ð�g � s�iKl���¹�\�{
y�±'¹�\h{�ßh��{á<O^ay�±|¹�\�{]`cbEdfehgKiKjkdflk¤�s � � o d~bO¦E�IiK�   ^��£�Vß��I�

³Å�Æ[ v�`7��â��Ù�£�h��[Mvc`�\ � g3�Kd~¢a� n lkdfs�b n b o Z)g3j_�ri_d � lkdfs�b!y n ba�#� n �hgyã]\ÅZ)y%är�Tvxg3�   bEdf� n }TiKg � s#iKl3^
[ v�`7^tp2grbtg3e n ^x�£�h�h�E�

ßI�Æ[ v�`7��â��f�+<#�I��ï�g3j_j n ��g2\Og�)h�tgrbt�3g�¹  tn iKl#ãMï!\�¹Ïär�Evxg3�   bEdf� n }IiKg � s�iKl3^�[ v�`7^�p2grbtg3e n ^E�3���h�E�
�I�)ðcwqv)[Hå2�)w2y>� `2ï�y �)shl n lkdfs#b pc�Ed o gæ�qgriKjkdfs#b �h�f�h� w2e n d~} n ¦I}fg n l
_�\L\VREçµkLkVxLxLx � W�MS\�Q+n�]TMVK � J'nSq�kSoLq�KLkS_Þ\Vq�KLkS]�nV\LMV\�Q�nS]Tk ^I�£�h�Þ³Å��£�I�Æp7�hð�g3����dfsI�twï�g3l   s o l_sa¹ n�� lk�IiKgE±as�iK| n }að�g�)h�Ed~iKg3|�gKbEl_j3�Ol   g8[ ����å�["¹Ü��¹ n j_g�\Ålk� o ¤a�
[ÊbuèYÈr¿�éÆê�·L¸�ëV¾µËr·bÂuÐ�·L¹ÜÂTºL¸YÄÇÈLÙÍ¼'ÂrÀYÃ+Ä ÅÆÃYºL¿�ÄÇ·VÈìÊ�ÀYÃYËrÈrÄÇí+Ô�À�¾K�3`�bIdfe�griKjkdfl_g o g)� n bEl_g3j3^a�3���VßE�

���h�Æp7��ð�g3����dfs n b o ï���y n iKs�j n ��wÝpci n#�I  df���)shl n lkdfs�b � s#i;±as�iK| n }8\ � g£�rd~¢a� n lkdfs�b¨j's � Z2¤h{
b n |7df��\O¤Oj_l_g3|�j3�8[Êb�ÎÆ¸�·SÃ+é�¶%Òìî�ï�ð�^ÅbO�t|�¦�gri��£�I�£�7d~b!y���¹c\a�t\ � i_d~bt�hgri;�qgri_} n �E^��£�h�L³O�



Toward an Evolutionary Software Technology

Maritta Heisel
Fakult�at f�ur Informatik
Universit�at Magdeburg

D-39016 Magdeburg, Germany
Fax: (49)-391-67-12810

heisel@cs.uni-magdeburg.de

Extended Abstract

1 Motivation

Existing software engineering techniques usually treat the case where a new software system has to
be built. All documents are developed from scratch, without any reference to existing documents.
However, this situation is no longer realistic, because in more and more software projects, no new
systems are constructed, but existing systems are evolved and adapted to new requirements. Hence,
a task that becomes more and more important is to engineer existing software. Methods for an
evolutionary software technology are still missing, even though object orientation and component-
based software engineering enhance the possibility to re-use existing software.

This paper does not present �nished results but explores some paths that lead to a software
technology tailored for the evolution of existing systems.

2 Basic Principles

Every software product is made up of several documents, for example requirements documents,
code, user manuals, etc. An important question for an evolutionary software technology is the
choice of an appropriate basis for system evolution. Which documents should be the starting point
of evolution strategies?

In the end, the evolution of a software system leads to changing its code. Therefore, one
possible approach is to base software evolution strategies on the code. However, this approach is
not advisable for the following reasons:

� The motivation for changing the existing system are additional or changed requirements.
Hence, the requirements must be taken into account when evolving a system. A situation
where the code is changed without any explicit reference to a requirements or speci�cation
document is unacceptable, even if it may common practice today.

� Before changing the system, the consequences of the change should be analyzed. It may be
the case that new requirements interfere with old requirements. Such an analysis is highly
non-trivial, even if it is performed on a high-level representation of the system. Trying
to perform it on the code, which is the most low-level document representing the software
system, would make the task even more diÆcult.

� The di�erent documents that make up the software system, such as requirements, speci�ca-
tion, and code, must be kept consistent. An evolution strategy that is based on code will
almost certainly lead to neglecting the other documents. The result would be an undocu-
mented and hence unmaintainable system.

We conclude that system evolution strategies should be based on abstract descriptions of soft-
ware systems, i.e., requirements or speci�cations. Usually, these are informal documents expressed
in natural language. To obtain semantically well-founded and automatable system evolution strate-
gies, however, one should choose formal documents as a starting point. It follows that evolutionary
software technology needs two phases:



1. Speci�cation of existing systems
This phase establishes the prerequisites for a systematic evolution of the system.

2. Systematic system evolution
This phase deals with how to evolve a system in a systematic manner.

In the following sections, we sketch an approach how to tackle these two tasks.

3 Phase 1: Speci�cation and Structuring of Existing Soft-

ware

In his article \Software Aging" [Par93], Parnas describes how the structure of a software system
is gradually destroyed by changes that are made when evolving or \maintaining" the system. For
an evolutionary software technology, it is of utmost importance to preserve that structure when
changes are made. This task is much easier when the structure, i.e., the software architecture

[SG96], is made explicit.
We already mentioned that using the requirements and the code is indispensable for systematic

software system evolution. With the architectural description, we have identi�ed a third impor-
tant document. This leads us to the idea to construct di�erent representations of the system and

mappings between them. On the one hand, we have the requirements of the system, which are its
most abstract representation. On the other hand, there is the executable code, which is the most
concrete representation of the system. In between the two, there are the speci�cation and the
architecture, as shown in Figure 1.

Lift

press

R1        tr : Tr ...
call => press

...

Requirements

...

...

Architecture

class 

feature

Lift

call: ...
door: ...

press(b: button) ...is

...

Specification Code

Figure 1: Representations and mappings

Having decided to use several di�erent documents as the basis for system evolution, the tasks
to be performed in the �rst preparatory phase of evolutionary software engineering consist in
constructing di�erent (formal) representations of the software system and mappings between these
representations. The mappings, shown as arrows in Figure 1, constitute traceability links between
the di�erent parts of the various documents. For example, the mapping between the requirements
and the speci�cation shows for each requirement where it is reected in the speci�cation. Of course,
the traceability links should be bi-directional. This means, for example, that it should not only be
possible to �nd out how a requirement is distributed over the speci�cation, but also to ask which
requirements inuenced the di�erent parts of the speci�cation.

Figure 1 just shows examples of possible intermediate representations of a system. One could
also try to use fewer documents, for example do without the speci�cation, or use more docu-
ments, for example the results yielded by reverse engineering tools as an additional representation
between the architecture and the code [HK95]. The optimal number and nature of intermedi-
ate representations is still an open question. Too few intermediate representation result in very
complex mappings, whereas too many documents result in an organizational overhead.

Another open question is how to construct the di�erent representations and the mappings. A
promising idea is to work from both ends, i.e., on the one hand from the requirements to the more
concrete representations and on the other hand from the code to the more abstract representations.
Both the requirements and the code should be available at the beginning of the �rst phase.

To validate the di�erent representations and mappings, consistency criteria should be developed
that help to detect errors early in the construction process.

If ever possible, the architectural description of the system should follow an architectural style

[SG96]. Architectural styles characterize classes of systems that are structured according to the



same principles. Architectural styles and concrete architectural descriptions, although usually
represented as informal diagrams, can be formalized. In contrast to informal diagrams, formal
architectural descriptions have a precise meaning. This makes it possible to de�ne criteria for
a concrete architecture to belong to an architectural style [HL97] and to de�ne operations on
architectures that accommodate the changes that are necessary during system evolution.

In practice, a legacy system will hardly be an instance of an architectural style, and it will also
have other aws. Hence, the �rst phase will not only consist in constructing additional documents,
but it will lead to a �rst revision of the system in order to make it amenable to systematic evolution.

The �rst phase of evolutionary software engineering, as sketched in this section, should not
depend on the languages that are used to express the various documents. Instead, our goal is to
develop a methodology that is representation independent.

4 Phase 2: System Evolution

Once a software system is represented in the way sketched in Section 3, its evolution can be
performed in a systematic way. First, the new requirements must be expressed. They can either
replace old requirements or be additional requirements that enhance the functionality of the system.

Next, the consequences of adding or replacing requirements should be analyzed. The new re-
quirements could be incompatible with the already existing requirements. Such a situation is called
an interaction. This term was originally coined in telecommunications and referred to di�erent fea-
tures a customer can subscribe to. A feature interaction occurs when combining di�erent features
leads to undesired or unexpected behavior or logical contradiction. Hence, we call the analysis of
the consequences of adding new requirements to an existing system interaction analysis.

If interactions between requirements are detected, they should be resolved before proceeding
with the system evolution. Resolution can either be achieved by changing (usually weakening) the
new requirements, or by revising existing requirements. This process is an iterative one and must
be repeated until no more interactions are found.

Once the set of requirements has stabilized, i.e., all interactions are resolved, the new require-
ments must be incorporated in the system. If existing requirements are replaced by similar ones,
we can follow the mappings constructed in the �rst phase and change the intermediate documents
one by one. The mappings show the places where changes must be made. In this case, the overall
structure of the system is not likely to change.

The situation is more complicated if the system functionality is enhanced by adding new re-
quirements. Then, the mappings between the di�erent documents no longer indicate the places
where changes have to be made, and the present architecture of the system might no longer be
appropriate. Methods are needed to

� exploit the mappings as far as possible also for new requirements.
A possible approach is to classify the requirements, for example requirements that have to
do with the user interface, or the update of data, etc. If a new requirement belongs to a class
of requirements already present in the system, one could try to use the mappings belonging
to that class.

� incorporate entirely new requirements into the system that have no similarity with existing
requirements.
It seems that this activity has something in common with the �rst phase of evolutionary
software engineering. We must work from an updated set of requirements and incorporate
new requirements into all of the following more concrete documents.

� change a software architecture in a systematic way.
The change can either lead to a di�erent architecture adhering to the same architectural
style, or even entail a change of the architectural style of the system. To change software
architectures, operators that work on architectural descriptions should be developed. These
operators should also help to change the code.

So far, we have presented a general approach to evolutionary software engineering and have
pointed out concrete research questions suggested by that approach. In the rest of the paper, we
present a piece of work that is more mature than what was discussed before, and that makes up an
important part of evolutionary software technology. That work is a heuristic algorithm to detect
interactions in requirements. Such an algorithm is necessary for systematic software evolution,
because the consequences of a system change must be analyzed before actually executing it.



4.1 Analyzing Requirements for Interactions

Given a set of already accepted requirements and a new requirement, the algorithm we present in
the following calculates a set of candidate requirements with whom there might be an interaction.
The algorithm is heuristic, which means that we cannot guarantee that all existing interactions are
indeed detected. A heuristic algorithm is appropriate, because the notion of interaction can hardly
be formalized. It covers more phenomena than just logical inconsistency1. Striving for a provably
correct and complete algorithm would necessitate a formal and decidable notion of interaction.
However, it is questionable if such a de�nition is possible or even desirable.

The algorithm determines a set of candidates to examine. It does not prove that there really is
an interaction between the new constraint and each candidate. It is up to the stakeholders of the
system to decide if the combination of the new requirement with the candidates yields an unwanted
behavior or if it even is contradictory.

This algorithm was not developed speci�cally for software evolution, but as part of a require-
ments engineering method [HS99]. For analyzing interactions, however, it does not make any
di�erence whether some of the requirements are already implemented or not. Hence, the algorithm
is just as useful for the evolution of systems as it is for new systems.

System view.

We take the following view of a system: the system is started in some state S1. When event e1
happens at time t1, then the system enters state S2, and so forth:

S1
e1
�!
t1

S2
e2
�!
t2

: : : Sn
en
�!
tn

Sn+1 : : :

An event can either come from the environment of the software system and be detected via
sensors, or it can be the call of a system operation by a user. Hence, this view of a system is valid
for both reactive and transformational systems.

Formalization of requirements.

Our requirements engineering method proposes to express requirements as constraints over the set
Tr of admissible system traces, using event and predicate symbols.

We recommend to express { if possible { constraints as implications, where either the precondi-
tion of the implication refers to an earlier state or an earlier point in time than the postcondition,
or both the pre- and postcondition refer to the same state, i.e. we have an invariant of the system.

Example. We consider an elevator. A possible requirement is: \When the lift passes by oor k ,
and there is a call from this oor, then the lift will stop at oor k".

8 tr : Tr ; k : Floor � 8 i : dom tr j i 6= #tr �
passes by(tr(i):s; k) ^ call(tr(i):s; k)) tr(i + 1):e = stop(k))

The symbols passes by and call are predicate symbols, whereas the symbol stop is an event
symbol. For each trace tr and each i-th element tr(i) of the trace which is not the last one
(i 6= #tr), we require that if the predicates passes by and call are true of the state tr(i):s and the
oor k , then the next event tr(i + 1):e will be stop.

Schematic expressions.

The algorithm to determine interaction candidates uses schematic versions of formalized con-
straints. These schematic expressions have the following form:

x1 � x2 � : : : � xn ; y1 � y2 � : : : � yk

where the xi , yj are literals (i.e., either predicate or event symbols or their negations) and each �
denotes conjunction or disjunction. The symbol ; separates the precondition from the postcon-
dition.

1Example: In the case study of an access control system [SH00b], we had the following requirements: \when the
door is unblocked, it will be re-blocked after 30 seconds" and \when a person has entered the building, the door will
be re-blocked". These requirements interact, because it is intended to block the door immediately after the person
has entered and not only after 30 seconds. Logically, however, the two requirements are not contradictory. It would
suÆce to re-block the door after 30 seconds, no matter if the person has entered or not.



For transforming a constraint into its schematic form, we abstract from quanti�ers and from
parameters of predicate and event symbols. This results in a (deliberate) loss of information. For
example, x ^ : x are no longer contradictory, because x could refer to a di�erent argument than
: x .

Note that a detailed formalization of a requirement is not strictly necessary to set up the
schematic expressions. The schematic constraint could also be obtained directly from the natural-
language requirement.

Example. The above requirement has the schematic form passes by ^ call ; stop

Semantic relations.

Because the set of interaction candidates is determined completely automatically, the algorithm
cannot be based on syntax alone. We also must take into account the semantic relations between
the di�erent symbols. To that end, we construct three tables of semantic relations:

1. Necessary conditions for events. If an event e can only occur if predicate literal pl is true,
then this table has an entry pl

;

e.

Example. The event stop can only occur if the elevator is not halted: : halted
;

stop

2. Events establishing predicates. For each predicate literal pl , we need to know the events e
that establish it: e ; pl

Example. The predicate halted is established by the event stop: stop ; halted

3. Relations between predicate literals. For each predicate symbol p, we determine:

� the set of predicate literals it entails: p) = fq : PLit j p ) qg
Example. halted) = fat ;: passes byg

� the set of predicate literals its negation entails: : p) = fq : PLit j : p ) qg
Example. : halted) = fpasses by ;: atg

Determining interaction candidates.

Two constraints are interaction candidates for one another if they have overlapping preconditions
but incompatible postconditions, as is illustrated in Figure 2. \Incompatible" does not necessarily
mean \logically inconsistent"; it could also mean \inadequate" for the purpose of the system.

post(c )

post(c )
pre(c )

pre(c )1

2

1

2

Figure 2: Interaction candidates

Our algorithm to determine interaction candidates consists of two parts: precondition interac-
tion analysis determines constraints with preconditions that are neither exclusive nor independent
of each other. This means, there are situations where both constraints might apply. Their post-
conditions have to be checked for incompatibility. Postcondition interaction analysis, on the other
hand, determines as candidates the constraints with incompatible postconditions. If in such a case
the preconditions do not exclude each other, an interaction occurs.

Precondition interaction candidates. If two constraints2 x ; y and u ; w have common
literals in their precondition (x \ u 6= ?), then they are certainly interaction candidates.

But the common precondition may also be hidden. For example, if x contains the event e, u
contains the predicate literal pl , and e is only possible if pl holds (pl ;

e), then we also have
detected a common precondition between the two events.

The common precondition may also be detected via reasoning on predicates. If, for example, x
contains the predicate literal pl , u contains the predicate literal q , and there is a predicate literal
w with pl ) w and q ) w , then w is a common precondition.

2Underlined identi�ers denote sets of literals.



Figure 3 shows how to calculate interaction candidates Cpre(c
0
; far) by a precondition analysis

for a new constraint c0 with respect to the set far of facts, assumptions, and requirements already
de�ned.

pre

post

pre

post

pl=>

c    far

=

e

pl’=>

c’

epl

pl

?
pl’

pl’

e
pl’    e pl     e

Figure 3: Determining interaction candidates by precondition analysis

Postcondition interaction candidates. To �nd conicting postconditions, we compute the set
of predicate literals that are entailed by the postcondition of the constraints under consideration.
For an event e contained in the postcondition of a constraint, all predicate literals pl with e ; pl

must be considered, too. If the postcondition of the new constraint entails a predicate literal whose
negation is entailed by the postcondition of an already accepted constraint, these constraints are
interaction candidates for each other. Figure 4 illustrates the de�nition.

pre

postpl’=>
pl’    e

pl=>

c    fare
pl’

pre

post

pl’e

?
pl

epl
pl     e

c’ e

Figure 4: Determining interaction candidates by postcondition analysis

The algorithm is explained in more detail in [HS98b]. There, also the formal de�nitions of the
candidate sets are given.

Example. To briey illustrate the algorithm, we consider a new requirement: \The lift gives
priority to calls from the executive landing", whose schematic form is

call ; next stop at executive oor

This requirement interacts with the one previously given: if there is a call from the executive oor,
the elevator will not necessarily stop at the oor it currently passes by, even if there is a call for
that oor. The algorithm correctly identi�es the previously given requirement as an interaction
candidate for the new one via the common precondition call .

The algorithm has been validated in several case studies. Besides the elevator [HS98a], we
have treated a microwave oven, an automatic teller machine, a simple telephone system, an access
control system [SH00b] and a light control system [SH00a].

5 Conclusions

In this paper, we have presented a general approach to evolutionary software engineering. This
approach must be re�ned, and the research questions raised need further investigation. In summary,
we consider the following points as important:

� Mastering systematic software evolution becomes more and more important.

� Software evolutions strategies should not be based on code, but on more abstract represen-
tations of the software system.

� These abstract representations will usually not exist for legacy systems. Hence, the �rst task
to perform before systematic software evolution is possible is to construct these representa-
tions.

� Several representations of a system on di�erent levels of abstractions seem to be useful.
Bi-directional traceability links must be established between these representations.



� Before a system is changed, it should be analyzed if the new requirements do not interact in
an undesirable way with the rest of the system. We have presented a heuristic algorithm to
support this task.

� Once the new requirements have stabilized, the system can be changed in a systematic way,
making use of the mappings constructed in the �rst phase. This task is more diÆcult when
the new requirements make a re-structuring of the system necessary.

� Re-structuring a system should be supported by architectural operators.

� In connection with the mapping from the architectural description to the code, the architec-
tural operators should help in changing the code according to the architectural changes.
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Abstract

Starting from an analysis of the situation of a software
developer using pre-fabricated components, it is investigated in
which form techniques and formalisms from the area of formal
specification can provide practical aid in development. Several
different dimensions of precise component specification are
identified. While formal specifications can be helpful for
several of these dimensions, it is argued that the most relevant
application area may be a flexible mechanism for creating
different but consistent views on a complex system. Ideas for
concrete tool support based on the Object Constraint Language
(OCL) are sketched.

1 Introduction

Building software from pre-fabricated components has been discussed since a long time
(e.g. [McIlroy68, Cox90] as the ultimate breakthrough towards industrial production of
software. It took until the end of the 90s that a number of technologies have appeared,
mainly based on object-oriented principles, which make the component-based
construction of complex software practically viable. A good overview of the current
state of the art is given in [Szyperski97]. The term “component” is used in several
variants. For this paper, we are concentrating on those approaches to component-based
software development, where (relatively small) components are designed and produced
with the explicit and sole purpose of later composition to applications. Examples of
important recent technologies of this kind are Java Beans [JavaBeans97], Delphi
Components, Enterprise Java Beans [Monson-Haefel99], or CORBA components
[CC99].

The normal working situation of an application developer in component-based
programming is to place a number of components on a graphical design surface, to
configure them by setting property values and to interconnect them by event
mechanisms. Designing an application becomes very similar to drawing a diagram with
a special software tool. Of course, the range of possible applications that can be
produced in this way is limited by the possibilities for component configuration, i.e. the
properties (parameters) of the pre-fabricated components and the foreseen support for
creating events and reacting to events in a component.

It is relatively easy to deal with software components in this style as long as these
components mirror concrete elements of the user interface (so-called visual
components). So for the realisation of Graphical User Interfaces (GUIs), component-
based approaches are already accepted as a standard technology and are supported by



many commercial software development tools (e.g. JBuilder, Delphi, NetBeans). As
soon as non-visual components are used, developers often feel less at ease with the
component-based approach. Components acting as an information source for visual
components (e.g. access to a database) are still relatively easy to integrate (and
frequently used in practice). For most other kinds of components, in particular so-called
business components representing facts and procedures of real-life businesses,
significant effort has to be spent on learning the concepts that are behind the given
components. However, the technology is mature enough to cover also server-side
components, including issues of persistence, transaction and security (e.g. in Enterprise
Java Beans).

As a starting point for the further discussion, let us analyse the situation of a software
developer using the above-mentioned new technologies. The following observations can
be made:

•  When a specific use case is to be realised, the developer has to find the appropriate
components to achieve the desired effect. In a large and sophisticated component
library, the effort for finding an appropriate component and learning its use is quite
high, often comparable to the effort to be spent for a direct implementation of the
functionality. Search engines for component libraries can provide some help here.
However, tools can never really save the effort that has to be spent on learning the
actual application domain of the components and the conceptual ideas behind the
components being on offer. Moreover, once a potentially suitable component has
been found, it is extremely important to get precise information on the preconditions
under which one can assume the component or a specific method of a component to
work properly.

•  The resulting network of interconnected components is not easy to understand.
There is no obvious overall structure of the application “program”. The design is
created interactively, and is often produced in a series of iterations. The graphical
tools are not sufficient for showing the logical structure: Showing all
interconnections graphically tends to give the optical impression of a bowl of
spaghetti. Not showing the interconnections makes it difficult to trace the
dependencies among components.

•  One of the main motivations for using components is an economic one. Based on
component technology, the evolution of a market is expected where third-party
software developers offer components to application developers. One of the crucial
issues in this model is the contractual situation. A component somehow provides a
contract stating that it delivers some functionality when the environment meets
certain preconditions. But how can a software developer trust the quality of the
software components he is buying and using, when these contracts are not made
explicit?

As can be seen from the list above, the main problems in dealing with components lie in
the adequate specification of components, in particular regarding their interaction. In the
remainder of this text, this topic is discussed further. In section 2, it is claimed that
formal specification techniques are a relevant technology for improving component
technology. Section 3 contains seven theses on the way how some of the well-
developed techniques from formal specification may be applied to bring practical aid for
component-based software development. Section 4 sketches potential tool support
following the ideas from section 3.



2 Formal Specification and Components

Extensive research in formal specification languages (i.e. specification languages
providing a formal syntax with a mathematical semantics) has been carried out now for
several decades. Interestingly, the effect of this research on practical software
development has been low up to now. [Meyer97] argues that the main reason is that the
effort spent on a precise specification does not pay back appropriately in the current
market situation where software is produced with very high time pressure, relatively
low quality standards and a very limited extent of reuse. He claims that the situation
will change completely when component-based development is applied on a large scale.

•  For component developers and component users, an urgent need exists to rely on
precise contracts about the functionality of the software. To protect the component
developers, software components are usually delivered as compiled code, so the
source code cannot be used for clarifying issued about the detailed functionality. It
is a clear strength of formal specification techniques to describe software as a “black
box”, but with absolute precision. So it seems logical to have a formal specification
of a component (system) as part of the contract.

•  For component developers, high investments into quality of the components pay
back, since they can expect high-quality components to sell in very large quantities.
So it may be economically feasible to spend extra effort on formal specification and
even verification.

These ideas have led to the formation of an informal group of persons interested in
high-quality components, the “Trusted Components Initiative” [TCI]. However,
compared to the fast development of software technology (in particular in object-
oriented and component-based approaches), it is astonishing that only relatively little
progress has been made in this area during the last three years.

Further attempts to establish a precise component specification language have been
made also by people from a less theoretical background, for instance the “BOCA”
(Business Object Component Architecture Initiative) [Digre98]. BOCA aimed at
defining a standardised component definition language where the semantics of
components can be precisely specified by making reference to an underlying semantic
model of the problem. This initiative somehow was torn apart by competing forces in
the OMG standardisation process (the BOCA approach was rejected by OMG in
summer 1998).

So altogether one can state that precise specifications for components have not yet taken
up a role as a driving technology, despite of the potentially good perspective. One
reason for the relatively slow progress may lie in the “fastly moving scenario” which is
referred to in the motto of this workshop. The main reason for using components is to
shorten development time and to ease application adaptation, but without introducing
new (potentially time-consuming) technologies for quality assurance.

So it seems that simply specifying the behaviour of components with existing formal
specification approaches is too naive an approach for being applied in practice. Below,
we try to discuss more sophisticated and restricted ways how formal specification can
be of practical help, keeping the “fastly moving scenario” in mind.

3 Seven Theses on the Practical Usefulness of Formal
Specification for Components

In the following, a number of theses are put together regarding the potential of formal
specification techniques for component specification.



3.1 Thesis 1: Components cannot be considered in isolation.

At a first look, it may seem logical to consider a component as an entity that is
completely described by its (formally specified) interface. However, components tend to
be tied together in specific groups quite closely. As an example from GUI components
(like Java Swing), MenuBars are closely tied to MenuItems, Separators and other
components. In business objects, an order processing component has to know about
products and customers, which are most probably dealt with in other components. So
when talking about precise specification of components, one is always talking about
joint specification of a group of components (a component-based application
framework ).

The idea that was used in the BOCA approach seems to be logical here: A specification
of a component system consists of a specification of the semantic domain plus
individual contracts for components using the terms of the semantic domain.

3.2 Thesis 2: Full formal specification of business domain semantics is
too much.

Based on the idea of a semantic domain specification, it seems to be necessary to fully
specify the application domain of a group of specified components. However, this turns
out as an extremely complex task, which is not needed in all circumstances. So for
instance, specifying the exact behaviour of GUI components requires extensive
descriptions of the geometry of windows. However, many of the operations are just
straightforward in their semantics, like an action being called when a button is pushed.
There is no doubt about the required functionality here, so formal specification of these
aspects would not enhance the quality of component description. A similar situation
arises in business objects, where many rules and algorithms, e.g. for accounting, are
defined as standards of the business domain, so the only contract for the component
needed is to refer to these (mostly informal) standards.

When considering the evolution of reuse in programs for a specific business domain,
there an increase in abstraction levels can be observed (see e.g. [Pree 97]). In the
beginning, solutions for individual problems of the application domain are implemented
(and specified). In a later stage, libraries for frequently needed functions are designed,
leading e.g. to object-oriented application frameworks. When such a framework is
mature enough, it is possible to design a group of components for this application
domain in such a ways that its adaptation to individual problems does not require any
programming language code anymore. This means that the components are introduced
at a level where the application domain is very well understood and where the
components themselves mirror very closely the concepts of the application domain. So a
relatively small semantic gap remains between the business domain and the component
framework. The need for a formal specification on this level disappears mostly, since
the concepts are thoroughly understood by the contract partners. There is no need for
instance in components targeted at accounting systems to formally specify algorithms
for computation with interest rates, since the relevant algorithms are well known to
everybody working in this area and can just be referenced by using the appropriate term
used in the business domain.

As explained above, there are two strong forces that prohibit the full formal
specification of a business domain: the sheer effort required to do so, and the limited
usefulness in a well-known business domain. However, some aspects of a system, in
particular co-ordination aspects, require formal specification, see below. For practical
application, it seems in most cases sufficient to give a semi-formal specification of the



full business domain. This means to define e.g. UML class diagrams plus a number of
informal explanations. On such a basis, it is also possible to specify selected important
conditions formally, which have to be enforced as part of the contract. Examples are
invariants regarding security conditions or mission-critical consistency conditions. So
formal rigour can be applied just to a few selected aspects of the domain.

3.3 Thesis 3: Specification of execution semantics is too much.

In the literature, some approaches can be found which map component architectures and
concrete components into formal specifications. The focus is here on concurrent
processes and event processing. This kind of work is of course very important in order
to develop an overall understanding of the semantic concepts in various programming
paradigms. Nevertheless, it is not directly helpful for the work of a component
developer or a software developer using components. These developers usually have a
quite clear understanding of the operational semantics of the component architecture
they are working in. The problem is not so much to define the semantics of the
component architecture but to understand the co-ordination and co-operation issues in a
given component configuration.

3.4 Thesis 4: Critical component co-ordination issues require precise
specifications.

The last two theses left the impression that there is not much to be achieved by formal
specification techniques, which is of practical relevance. However, the demand for
precise specifications still exists even when we rule out the aspects mentioned in the
preceding two theses. When configuring components to an application, there are many
questions of the following kinds:

Questions to be answered about the static component configuration:

•  In order to make use of component X, which other components have to exist and
how are they to be connected to X?

•  When configuring the properties of the component X, which rules have to obeyed in
order to keep the component working properly? Which dependencies exist to
property values of other (connected) components?

Questions to be answered at design time, but related to effects appearing at run time:

•  In order to invoke some operation of a component, which preconditions have to be
ensured?

•  When having executed an operation of a component, which changes to the
preconditions of other operations can be inferred?

In general, questions about the right configuration of components are important for
practical usage of components. So a contract for a component may be rather sloppy on
the specification of the actual algorithms contained in the component (as long as these
algorithms are well known and do not need further explanation). But a contract has to
be very explicit about the constraints that have to be obeyed in the configuration of
components and in interconnecting the components.

More generally speaking, there are different aspects of a specification for a business
domain. One aspect is the detailed description of all details and functions, which was
considered less important in thesis 2 above. Another aspect is the system of rules
governing the co-ordination and configuration of the components. Component co-



ordination languages are also subject of recent related research work (see e.g.[MS00]
from this workshop).

It is important to see that precise specification of configuration and co-ordination of
course requires some degree of precise specification of the business domain and of the
component runtime semantics (which looks like a contradiction to theses 2 and 3
above). However, it is sufficient to provide these specifications on a much simpler
abstraction level where much of the detail information is left out. This abstraction saves
time and effort, and contributes to economic viability.

3.5 Thesis 5: Non-functional requirements are important.

The arguments above were essentially restricted to the functional requirements for a
software system. In fact, there are several other dimensions of requirements that have to
be taken into account in specification of software components.

The purely functional aspect of component specification (which effect is achieved when
I invoke some operation?) can be separated into two aspects, as it was indicated above
in thesis 2: “Functional essence” of the application domain, which is in many cases of
limited relevance, and selected, particularly critical aspects.

Besides the functional aspects, several non-functional aspects are relevant for the
practical usability of a component:

•  What are the resources needed by the component (e.g. memory, hardware/software
platform)?

•  What is the (average, maximum) response time of the component to an input event?

•  Which error rate is guaranteed for the component (based on a classification of error
types)?

•  Which security/confidentiality properties are guaranteed by the component (e.g.
encryption and authentication in communication with other components)?

The above-mentioned aspects of a component belong to a practically useful component
specification. The specification has the form of a rely/guarantee contract, i.e. depending
on the non-functional properties of the container a component is allocated to. A close
integration with the (critical) functional aspects is possible (e.g. performance or
confidentiality dependent in individual parts of the functionality).

In the remainder of this text, we will not stress further the issues of non-functional
requirements, in order to keep to a limited scope.

3.6 Thesis 6: Formal specifications may provide a flexible mechanism for
browsing/viewing component configurations.

When considering the situation of a developer who is configuring a concrete set of
components to create an application, and assuming that the components are specified
along the lines sketched above, the following opportunities appear:

•  Some of the formally specified conditions on component configurations can be
checked directly (e.g. presence of some required other components), and feedback
can be given immediately to the developer.

•  For many other conditions, general consistency rules (like runtime preconditions
and invariants) can be instantiated according to the current component
configuration. If a formal language with a precise logical semantics is used, the



instantiated rules can be simplified automatically. These more specific versions of
the rules are easier to understand for a developer.

•  Since components are interconnected in a complex way, the investigation e.g. of a
precondition of an operation may span over several components. So the
instantiation, composition and simplification of formal component specifications
leads to a dynamic creation of textual explanations for the current component
configuration, based on some developer-given query. The idea is here to provide a
“semantics-directed browser” of the current component configuration.

3.7 Thesis 7: Formal specifications shall be interpreted by machines and
still be readable for human beings.

This last thesis is of a very general nature. As it can be seen from the relatively well-
functioning system of laws and justice, natural language is in most cases sufficient for
establishing contracts. The advantage of using a mathematically precise specification
language for contracts is that the specification becomes machine-processable. So it is
possible to monitor at runtime whether the contract is fulfilled, it is possible to use
sophisticated browsers as mentioned above and it should be possible to automatically
create appropriate tests whether a component fulfils its contract.

4 Ideas for Tool Support

4.1 Tool Functionality

Basically, advanced tool support based on formal specifications should be integrated
into support tools that follow the state of the art of component-based development. This
means that components are represented graphically and special browsers (inspectors)
are used to deal with the formal specification of a component in the same way as normal
properties are adjusted. So the formal specifications are stored as local parts of the
component and packaged together with the component.

Typical examples for formal component constraints in the sense of the discussion above
may be, in the context of an order processing system:
•  An O r d e r P r o c e s s i n g  component assumes that its local properties

customerManagement and productManagement are set to defined components (of
the correct type).

•  The CustomerManagement component can only deal with Customer components
which have a customerNumber and customerStatus attribute.

•  A precondition for the local method createOrder of the OrderProcessing
component is that the customerManagement has checked the respective customer
status (whether he/she pays his /her bills, for instance).

These examples show that besides constraints rooted in the business domain, there are
also many constraints that are of a more syntactical nature and therefore can be checked
mechanically. A support tool can help the developer in many different ways here:
•  By documenting and maintaining the constraints (which helps to understand the

configuration rules);
•  By instantiating the constraints according to the current configuration of component

instances and applying static simplifications; (For instance, the constraint that the
customerManagement property is defined can be removed as soon as it is fulfilled in
the current configuration.);

•  As a generalisation of the above-mentioned functionality, by providing a flexible
browser for the interdependencies among the components;



•  By providing an intelligent help function in resolving open issues regarding the
component configuration; (e.g. providing a checklist of unresolved constraints);

•  By compiling those constraints, which cannot be resolved statically, into dynamic
runtime checks.

So the overall functionality envisaged here is not related to verification or any other
advanced use of logical calculi. Instead, the focus is on such constraints, which can
mechanically evaluated during the application design and testing process. According to
the theses from above, it is this kind of support which is most helpful for the developer.

4.2 Specification Language

For the design of support tools, an important question is the concrete choice of the
specification language. A language is need with the following properties:
•  easy to understand and learn for software developers;
•  well integrated with the object-oriented paradigm underlying component

technology;
•  compatible with object-oriented business domain models, described e.g. in UML;
•  compatible with the emerging Component IDL for CORBA;
•  applicable in the level of business models as well as on the level of meta-models

(for description of component configurations);
•  fully machine-executable.

A suitable starting point for the choice of a language with these properties is the Object
Constraint Language (OCL) [WK99], which is part of the UML. OCL is able to express
various kinds of constraints on objects, including constraints on meta-level (using a
reflection mechanism). OCL is explicitly designed for fully automatic mechanical
checking of the constraints. First tools exist which evaluate OCL expressions at object
configuration time and at runtime [HDF00, RG00].

5 Conclusion and Outlook

In this position statement, it has been argued that there is a clear need for precise
semantic component specification. However, a specific approach has been suggested
which carefully distinguishes between separate aspects of component specification. The
suggested approach does not aim at a general specification of the application domain for
a set of components, but tries to give support for understanding the complex interactions
of components. It has been stressed that non-functional properties are as least as
relevant as functional properties for components.

Some of the ideas mentioned in this paper are currently explored further in research
projects at Dresden University of Technology. So an initiative exists for investigating
non-functional aspects of components in a co-operation of several computer science
disciplines. Moreover, first building blocks for tool support using OCL exists already, in
the form of an OCL parser, typechecker and OCL-to-Java compiler [DOCL00]
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Abstract 
This paper describes some of the issues involved in formalizing a previously fuzzy aspect 
of software development – the use of experience. This paper reports the status of work in 
progress and raises some issues for thought. 

Introduction and Motivation 
Software and systems engineering organizations need to improve their performance from 
project to project. Such improvement can only come about from understanding and 
analyzing the experience gained during past projects. Since organizations often outlast 
the membership of individuals within that organization, and since collaboration among 
many individuals is often required, automated storage, retrieval, and decision support 
should be useful. Efforts to develop engineering experience bases in the literature focus 
on databases of artifacts, preserving free text correspondence, and developing structured 
metadata for lessons learned documents. Our position is that these are not sufficient 
models for an engineering experience base because they do not capture the semantics of 
the experiences at a level that can be effectively used by decision support algorithms.  

The field of artificial intelligence has provided approaches that can be used to associate 
the conditions that led to previous decisions, the decisions themselves, and the measured 
and analyzed results. Similarly through applications of modal logic, elements of 
experience that seemingly contradict each other can coexist in an experience base and 
provide useful insight to decision makers. We propose that a more formal logic-based 
model is essential in order to build an experience base that can provide substantive 
computer aid to support engineering process improvement. 

Background 
This section surveys and assesses relevant previous work. 



Organizational Memory 
Organizations can be seen as functionally resembling information-processing systems 
that process information from the environment. As such, organizations exhibit memory 
that is similar in function to that of individuals. The components of the system include: 
[WalUng91] 

§ Sensors, which act to receive information 

§ A processing capability that processes information using defined symbols 

§ A memory where information is sent for storage and from which it can be 
retrieved. 

Individuals in problem-solving and decision-making activities acquire information. 
Organizational memory comes about due to the sharing of information among individuals 
in different ways. Organizational memory is stored information about a decision stimulus 
and response from an organization's history that the organization can use to help make 
present decisions. [WalUng91] This definition points out a critical factor in defining 
organizational memory that has been missed by experience base researchers. Without 
information about the decision stimulus, the "why" of an organizational response cannot 
be determined. Walsh and Ungson argue that only if the decision stimulus is retained can 
the experience be used to meet the requirements of more novel situations, and that 
without it one is likely to promote deleterious decision making. 

Continuous Process Improvement 
IEEE 1220 is among the standards available for system engineering concerns to use in 
defining their engineering process. According to the standard, within the policies and 
procedures of the project, the continuous improvement of products and processes must be 
addressed. Among the activities recommended by the standard for accomplishing 
continuous improvement of processes are: 

§ Maintaining a self-assessment program to determine the maturity of the 
enterprises systems engineering practices, and 

§ Capturing the lessons learned on each project and incorporate them into enterprise 
training courses, as appropriate, to improve the application of the SEP. 

IEEE 1220 goes on to state that in order to be compliant and perform systems 
engineering at a standard industry level, one must have a means to capture the 
experiences generated by undertaking projects. [IEEE 1220] The issue we wish to 
explore is what kinds of formal models would be appropriate for that purpose. 

Experience Bases 
Software and systems engineering experience base research can be divided into three 
categories. First are previous efforts to improve the use of largely unstructured lessons 
learned artifacts. A second category uses the tools available in free-text applications such 
as email and chat capabilities. Third are database applications. These are either based on 
relational or object databases.  



Lessons Learned 

Lessons learned documents are among the least structured objects in which experience 
can be preserved. It is not surprising therefore that research in improving the management 
of lessons learned documents would seek to impose some structure on them. Birk and 
Tautz describe a process for packaging lessons learned that has as its basis a quality 
control mechanism and a structuring of the document [BirTau98]. The structure used 
divides a lesson-learned document into four sections. 

Object The software artifact that the lesson is concerned with. It can be 
a tangible product, or something less tangible such as a process 
or method. 

Context Describes the situation within which the problem and solution 
are relevant. 

Problem The problem that is being solved. This along with the solution 
is the core of the lesson learned. 

Solution The solution to the problem. This along with the problem is the 
core of the lesson learned. 

Birk and Tautz go on to classify types of lessons learned through a semantic network of 
presupposed relationships among the types of lessons learned and their relationship to 
situations and artifacts. Other studies support the importance of classifying lessons in 
order to impose a structure that allows lessons to be retrieved. Statz creates elements for 
lessons, each of which can have multiple attributes [Sta99]. These form the equivalent of 
facets for searching a lessons learned database. 

Free-Text Applications 

There is no faster, less intrusive way to capture experience than to record the 
conversations of the people involved in an effort. At its simplest, this approach can take 
on the form of a running logbook. An example of this approach uses a distributed running 
diary as the experience base. The diary serves to allow process participants to record 
problems and solutions in free text form. Search facilities allow users to go back and look 
at previous entries [Rob+00].  

Another approach to capturing free text is found in the Answer Garden [Ack98]. Answer 
Garden attempts to augment organizational knowledge in two ways. First, Answer 
Garden makes answers to common questions available through structured and 
unstructured user interactions. Second, it provides information about who in an 
organization is considered an expert in a particular area. Answer Garden provides a 
hierarchical structure to help users find the answers to frequently asked questions. The 
user interface asks a series of questions. The answers drive the user along a tree structure 
towards an answer. If the problem to be solved is new and an answer cannot be found, the 
application prompts the user to describe the problem and it is sent to an expert. The 
expert answers the question and can then place it and the answer into the hierarchy so that 
future users can find it. Free text search engines also allow the user to find answers 
directly. 



Database Applications 

Databases provide a natural platform on which to store the experiences of an 
organization. When designing an experience base using such a tool, the foci of the effort 
are on what types of information will be collected and how will a user find the 
information needed to solve a particular problem [Alt+99] [BroRun99] [Wan+99]. The 
primary deficiency of database applications for experience bases is that they store only 
artifacts and data. These can either be the results of the project or the results of the 
packaging of experience in the form of new process definitions. The rationale and the 
reasoning behind the experience is missing. This makes it difficult for the recipient to 
generalize and determine whether or not the experience is applicable. The contributions 
of these research efforts are mostly in the area of information retrieval. 

Assessment 

The common weakness of all three approaches to experience bases is that they passively 
store data and rely on the users to perform all interpretation, analysis, and adaptation.  
Better formal models that can support some aspects of the intended use of this data are 
needed. 

Evolution Control Systems 
Evolution control systems provide a hint at a path to provide better formal modeling and 
decision support. All of the standards mentioned above require that projects keep track of 
information that allows them to adequately control their processes. Such information 
includes: 

§ Requirements, 

§ Schedules, 

§ Defects, 

§ Process descriptions, and 

§ Process metrics. 

The configuration management process [SEI99] requires that a project be able to 
establish and track baselines, manage changes to baselines, and be able to perform audits 
tracing changes to and from engineering decisions.  

The current state of the practice in this area involves using configuration management 
tools to help manage this information. Similar practices exist for other process areas. The 
state of the research involves the use of formalized process definitions that allow more 
powerful automated evolution control systems to be developed. These systems can form 
the basis around which tools supporting  

As defined in the Relational Hypergraph Model of Software Evolution (RHMSE) 
software evolution consists of two main sub-processes. First is the software prototype 
evolution process and second is a software production generation process [Har+99]. The 
figure below illustrates the evolution lifecycle. Throughout the prototyping process, the 
elements communicated are requirements, software prototypes, demonstrations, and user 
criticisms [Ber+97]. 



 

Figure 1. Software Evolution Hypergraph 

Several of the elements necessary for experience bases can come directly from an 
evolution control system. The information tracked as well as the semantic network 
representation of the evolution history provide context points to which problems and 
solutions can be attached. 

Why a Formal Model? 
Process improvement is by nature an act of inference. In order to determine how to 
improve a process, an analyst must use knowledge of the previously employed processes, 
information about the environment in which the process has been executed, and the 
measurements taken during execution. Problems and their solutions figure highly not 
only in revising documented processes, but also in solving unanticipated problems as 
they arise. For organizational memory to be used in novel situations, decision makers 
must be able to generalize from previous experience to encompass the current problem, 
as they perceive it.  

Perception too argues against simple collections of artifacts. Not only must the 
experience base be able to present experience in light of different environments, but the 
beliefs of the engineers about the environment and the results of their efforts must be 
modeled. Two engineers may come to different conclusions based on their differing 
beliefs and these differences can in themselves provide valuable insight. 

The ultimate argument for a formal model is to make automation of information 
collection and knowledge inference possible. Information vital to an experience base is 



difficult to collect. It is time consuming and does not directly relate to, what most 
engineers feel, is the job at hand. By representing experience in a formal model, and in 
particular one that can be represented by a semantic network, a linkage to an evolutionary 
control system such as the one described above becomes possible. 

Expected Characteristics 
The following characteristics are expected to drive the form of the model being 
developed. 

§ Experience is a collection of beliefs about what has happened in the past and what 
the situations were that were relevant to the outcomes. Modal operators will be 
necessary. Modality should allow assumptions of monotonic behavior (within 
each modality) to be accepted. Without modality, non-monotonic examples are 
likely. 

§ More than one point of view may exist about what the situations or results were 
concerning a previous project. One, both, or neither may be correct. The points of 
view must be linked to the corresponding supporting evidence to support 
judgments of which point of view is most relevant to a given problem. 

§ Generalization cannot be done without the beliefs concerning the environment 
that existed during previous projects. 

§ Time may or may not be relevant to the results experienced. One may not know 
whether it is relevant until attempting to generalize or compare to a current 
situation. Temporal operators will be necessary. 

§ Vital components of the experience base will be directly extracted from evolution 
control constructs. Examples of this are the requirements set, task assignments, 
personnel qualifications, actual and predicted labor and task duration, test results, 
demonstration plans, and user feedback in the form of criticisms. 

§ The use of a semantic network for the model rather than linear logic descriptions 
will allow easier integration with a human computer interface. 

§ The use of modal logic will allow easier integration with a standard agent 
architecture [FIPA]. 

Issues 
The following issues are expected to arise during the model's development. 

§ Experience can change one's beliefs about past situations. This will likely cause a 
problem. 

§ We will need to show that information is entered into the system without onerous 
effort on the part of the engineers. It will be difficult to decide how much effort is 
appropriate. It is believed this would vary from organization to organization and 
that it will therefore be difficult to study. However, statistical data that shows 
values within two standard deviations might be a useful result. 



Example 
To examine the rationale behind our belief that a logic-based model of experience is 
needed, the expected characteristics of the model, and the issues anticipated, the 
following scenario is analyzed. 

Scenario 
A test team is putting together a test plan and procedures to support version three of a 
large software project. Two years of modest fixes and updates occurred between versions 
one and two, and two years have also occurred since version two was released. The last 
test plan was written nearly three years ago.  

When version one was tested, a large effort was made to exhaustively examine the 
application programmer interface (API) set of the major server components in the system. 
Many third party applications as well as large parts of the software being tested make use 
of these services and it was felt that this was an important risk reduction strategy. When 
version two was tested, no API testing was conducted. 

No members of the version three team were part of the API test effort. Neither were any 
of them part of the decision processes that resulted in testing the API in version one and 
not testing them in version two.  

A Database Solution with Case Based Reasoning for Information Retrieval 
Two test plans are in the experience base. Based on the solution offered by [Wan+99], 
there is information of the following nature associated with each test plan. 

Attribute Test Plan for Version 1 Test Plan for Version 2 

Organization C2 Systems Engineering C2 Systems Engineering 

Staff size 15 10 

Application domain Command and Control Command and Control 

Improvement goal Reliability Reliability 

Programming Language C C 

Software System Size 2000 KLOC 2500 KLOC 

Table 1. Attribute Data for Artifacts 

Which should be retrieved? Using [Wan+99], this would depend on our goals. Our goal 
is to create a new test plan. Our current staff size is eight, and the current system size is 
3000 KLOC, so version 2 will come out as the closest match. Was this the right decision? 
There may be an artifact in the system that is a lesson's learned document describing the 
decision process if somebody wrote one. This would take us to the approach in 
[BirTau98] with retrieval being case based. 



Our Approach 
Our approach involves using the information created through the use of an evolution 
control system. The decisions made are represented in such a system through the 
assignments created, the criticisms levied against a system, and the issues and 
requirements managed [Ber+97]. The relationships between objects in such a system 
need to be expanded however. [Ber+97] limited the relationships to poses, affects, 
supports, depends_on.  The relationships between decisions and the supporting 
information must be recorded 

When users began to notice problems with the services, the following criticisms would be 
posed. They are shown in the form of triples alongside text that describes some of the 
content of the information nodes. 

User1, poses, Criticism1 

Criticism1, affects, Version1 

User1, poses, Criticism2 

Criticism2, affects, Version1 

User2, poses, Criticism3 

Criticism3, affects, Version1 

… 

 

As criticisms are entered, analysts are assigned the task of constructing and associating 
issues and requirements to the criticisms. The analysts' issues and the relationships they 
find among them are recorded in the evolution control system. An experience base can 
use them beyond requirements tracing. Each analyst's entries illustrate something about 
their beliefs concerning the state of the project. Therefore, when Analyst1, decides that 
the services and their associated API are not well enough tested, she creates an issue and 
associates all of the criticisms that she believes are symptoms of that problem to the 
issue. Further analysis indicates that the issue is related to the requirements that created 
the services in question and their related API. 

Criticism1, affects, Issue1 

Criticism2, affects, Issue1 

… 

Criticism1000, affects, Issue1 

Issue1, affects, Requirement2 

Issue1, affects, Requirement3 

… 

 

Further support for Analyst1's belief can be found in schedule changes recorded in the 
evolution control system. Schedule slips corresponding to the difficulties that developers 



are having with the services form part of the rationale for the project manager to create a 
requirement for full API testing. 

 

StepState223, updates27, StepState156 

updates27, reason3, rationale15 

updates27, supports3, Issue1 

… 

 

The experience base adds decision nodes (among others) to the features tracked by the 
evolution control system. The decision to create a requirement for API testing follows 
from the support created by the large set of criticisms all relating to a single issue and by 
the schedule slips that have been associated to the same issue. 

In version two of the system, the defects did not appear, because no new service creation 
requirements were assigned. Basically reuse of the services with a few repairs was the 
decision. Therefore no requirement to test the API set in version two was created. 

It is now time to plan the testing for version three. New requirements similar to those in 
version one are created. The experience base agents infer that these new requirements 
that also include interface components could also support the belief that API testing is an 
important feature for the test plan. If no new interface requirements were added to the 
system the inference would not be supported and the agent would not recommend the 
API testing. 

In order for this inference to occur, a basic model of features and relationships of 
software engineering projects must be present in an ontology service available to the 
agents. Information such as interface requirements being a special form of requirement 
will need to be "known" by the agents. The semantics of the relationships will need to be 
defined in more detail than currently used by evolution control systems, but their current 
relationships will map into the ontology without affecting their capabilities. 

Conclusions 
Through a more formal model of software engineering experience, human and automated 
inference can be improved in support of engineering decision-making. An equally 
important benefit will be the ability to link the experience base to an evolution control 
system. In this way, the collection of experience becomes a side effect of the normal 
management decision process. 
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Abstract

Current early risk assessment techniques rely on subjective human judgments and
unrealistic assumptions such as fixed requirements and work breakdown structures. This is a
weak approach because different people could arrive at different conclusions from the same
scenario even for projects with a stable and well-defined scope, and such projects are rare. This
paper introduces a formal model to assess the risk and the duration of software projects
automatically, based on objective indicators that can be measured early in the process. The
model has been designed to account for significant characteristics of evolutionary software
processes, such as requirement complexity, requirement volatility and organizational efficiency.
The formal model based on these three indicators estimates the duration and risk of evolutionary
software processes. The approach supports (a) automation of risk assessment and, (b) early
estimation methods for evolutionary software processes.

1. Introduction

Software applications have grown in size and complexity covering many human activities of
importance to society. The report of the PresidentÕs Information Advisory Committee calls
software the Ònew physical infrastructure of the information ageÓ. Unfortunately, the ability to
build software has not increased proportionately to demand [Hall, 1997. pp xv], and shortfalls in
this regard are a growing concern. According to the Standish group, in 1995 84% of software
projects finished over time or budget, and $80 billion - $100 billion is spent annually on
cancelled projects in the US. Developing software is still a high-risk activity.

There have been many approaches to improving this situation, mostly focused on increasing
productivity via improvements in technology or management. Although better productivity is
certainly welcome, closer examination shows that these efforts address only half of the problem.
A project gets over time or over budget if actual performance does not match estimates. Current
estimation techniques are far from reliable, and tend to systematically produce overly optimistic
estimates. More accurate early estimates could help reduce wasted resources associated with
overruns and cancelled projects in two ways: if costs are known to be too high at the outset, the
scope of the project could be reduced to enable completion within time and budget, or it could
be cancelled before it starts, and instead the resources could be used to successfully complete
other feasible projects.

This paper therefore focuses on improved risk assessment for software projects. We address
project risks related to schedule and budget, and focus mostly on completion time of the project.
Current risk assessment standards are weak because they rely on subjective human expertise,
assume frozen requirements, or depend on metrics difficult to measure until it is too late. This
paper describes a formal risk assessment model based on metrics and sensitive to requirements
volatility. Further details can be found in [Nogueira 2000]. The model is specially suited for
evolutionary prototyping and incremental software development.

Section 2 defines the problem we are addressing. Section 3 analyzes relevant previous work.
Section 4 presents and evaluates our project risk model. Section 5 outlines how systematic risk
assessment fits into iterative prototyping. Section 6 concludes.

                                                            
1 This research was supported in part by the U. S. Army Research Office under contract/grant number
35037-MA and 40473-MA, and in part by  DARPA under contract #99-F759.



2. The Problem

As the range and complexity of computer applications have grown, the cost of software
development has become the major expense of computer-based systems [Boehm 1981],
[Karolak 1996]. Research shows that in private industry as well as in government environments,
schedule and cost overruns are tragically common [Luqi 1989, Jones 1994, Boehm 1981].
Despite improvements in tools and methodologies, there is little evidence of success in
improving the process of moving from the concept to the product, and little progress has been
made in managing software development projects [Hall, 1997]. Research shows that 45 percent
of all the causes for delayed software deliveries are related to organizational issues
[vanGenuchten 1991]. A study published by the Standish Group reveals that the number of
software projects that fail has dropped from 40% in 1997 to 26% in 1999. However, the
percentage of projects with cost and schedule overruns rose from 33% in 1997 to 46% in 1999
[Reel 1999].

Despite the recent improvements introduced in software processes and automated tools, risk
assessment for software projects remains an unstructured problem dependent on human
expertise [Boehm 1988, Hall 1997]. The acquisition and development communities, both
governmental and industrial, lack systematic ways of identifying, communicating and resolving
technical uncertainty [SEI 1996].

This paper explores ways to transform risk assessment into a structured problem with
systematic solutions. Constructing a model to assess risk based on objectively measurable
parameters that can be automatically collected and analyzed is necessary. Solving the risk
assessment problem with indicators measured in the early phases would constitute a great
benefit to software engineering. In these early phases, changes can be made with the least
impact on the budget and schedule. The requirements phase is the crucial stage to assess risk
because: a) it involves a huge amount of human interaction and communication that can be
misunderstood and can be a source of errors; b) errors introduced at this phase are very
expensive to correct if they are discovered late; c) the existence of software generation tools can
diminish the errors in the development process if the requirements are correct; and d)
requirements evolve introducing changes and maintenance along the whole life cycle.

Part of the problem is misinterpreting the importance of risk management. It is usually and
incorrectly viewed as an additional activity layered on the assigned work, or worse, as an
outside activity that is not part of the software process [Hall 1997, Karolak 1996]. One of the
goals of our research is to integrate a risk assessment model with previous research on CAPS2 at
NPS [Harn 99]. This integration is required in order to capture metrics automatically in the
context of a modern evolutionary prototyping and software development process. This should
provide project managers with a more complete tool that can enable improved risk assessment
without interfering with the work of a projectÕs software engineers.

A second source of problems in risk management is the lack of tools [Karolak 1996]. The
main reason for this lack of tools is that risk assessment is apparently an unstructured problem.
To systematize unstructured problems it is necessary to define structured processes. Structured
processes involve routine and repetitive problems for which a standard solution exists.
Unstructured processes require decision-making based on a three-phase method (intelligence,
design, choice) [Turban et al 1998]. An unstructured problem is one in which none of the three
phases is structured. Current approaches to risk management are highly sensitive to managersÕ
perceptions and preferences, which are difficult to represent by an algorithm. Depending on the
decision-maker’s attitude towards risk, he or she can decide early with little information, or can
postpone the decision, gaining time to obtain more information, but losing some control.

A third source of risk management problems is the confusion created by the informal use of
terms. Often, the software engineering community (and most parts of the project management

                                                            
2 CAPS stands for Computer Aided Prototyping System [Luqi 1988].



community [Wideman 1992]) uses the term "risk" casually. This term is often used to describe
different concepts. It is erroneously used as a synonym of "uncertainty" and "threat" [SEI 1996,
Hall 1997, Karolak, 1996]. Generally, software risk is viewed as a measure of the likelihood of
an unsatisfactory outcome and a loss affecting the software from different points of view:
project, process, and product [Hall 1997, SEI 1996]. However, this definition of risk is
misleading because it confounds the concepts of risk and uncertainty. In general, most parts of
decision-making in software processes are under uncertainty rather than under risk. Uncertainty
is a situation in which the probability distribution for the possible outcomes is not known.

In this paper the term "risk" is reserved to indicate the probabilistic outcome of a succession
of states of nature, and the term "threat" is used to identify the dangers that can occur. We
define risk to be the product of the value of an outcome times its probability of occurrence. This
outcome could be either positive (gain) or negative (loss). This abstraction permits one to
address not only the classical risk management issue, but also to discover opportunities leading
to competitive advantage.

We address the issue of risk assessment by estimating the probability distribution for the
possible outcomes of a project, based on observed values of metrics that can be measured early
in the process. The metrics were chosen based on a causal analysis to identify the most
important threats and a statistical analysis to choose the shape of the probability distribution and
relate its parameters to readily measurable metrics.

3. Related Work

There are three main groups of research related to risk:

•  Assessing Software Risk by Measuring Reliability. This group follows a probabilistic
approach and has successfully assessed the reliability of the product [Lyu 1995,
Schneidewind 1975, Musa 1998]. However, this approach addresses the reliability of the
product, not the risk of failing to complete the project within budget and schedule
constraints. These approaches could be used to assess risks related to failures of software
projects, which are outside the scope of the current paper. A concern with these approaches
is that the resulting assessments arrive too late to economically correct possible faults,
because the software product is mostly complete and development resources are mostly
gone at the time when reliability of the product can be assessed by testing.

•  Heuristic approaches: Other researchers assess the risk from the beginning, in parallel
with the development process. However, these approaches are less rigorous, typically
subjective and weakly structured. Basically these approaches use lists of practices and
checklists [SEI, 1996, Hall 1997, Charette 1997, Jones 1994] or scoring techniques [Karolak
1996]. Paradoxically, SEI defines software technical risk as a measure of the probability and
severity of adverse effects in developing software that does not meet its intended functions
and performance requirements [SEI, 1996]. However, the term "probability" is misleading
in this case because the probability distribution is unknown.

•  Macro Model Approaches: A third group of researchers uses well known estimation
models to assess how risky a project could be. The widely used methods COCOMO
[Boehm 1981], and SLIM [Putnam, 1980] both assume that the requirements will remain
unchanged, and require an estimation of the size of the final product as input for the models
[Londeix 1987]. This size cannot be actually measured until late in the project.

The standard tools used to control all types of projects, including PERT, CPM, and Gantt,
do not consider coordination and communication overhead. Such models represent sequential
interdependencies through explicit representation of precedence relationships between activities.
This simplified vision of a project cannot address the dynamics created by reciprocal
requirements of information in concurrent activities, exception management, and the impact of



actor interactions. Since the missing factors increase time requirements, the estimates resulting
from these generic project estimation models are overly optimistic.

These issues are addressed by Vit�Project [Levitt 1999, Thomsen et al. 1999]. Vit�Project is
applicable to projects in which a) all activities in the project can be predefined; b) the
organization is static, and all activities are pre-assigned to actors in the static organization; c) the
exceptions to activities result in extra work volume for the predefined activities and are carried
out by the pre-assigned actors; and d) actors are assumed to have congruent goals. The model is
well suited for simulating organizations that deal with great amounts of information processing
and coordination. Such characteristics are extremely relevant in software processes [Boehm,
1981]. However, this approach requires a fixed work breakdown structure, and therefore does
not apply at the early stages when requirements are changing and the set of tasks comprising the
project are still uncertain.

By using informal risk assessment models, using estimation models based on optimistic
assumptions that require parameters difficult to provide until late, and using optimistic project
control tools, project managers condemn themselves to overrun schedules and cost.

4. The Proposed Project Risk Model

Our approach is based on metrics automatically collectable from the engineering database
from near the beginning of the development. The indicators used are Requirements Volatility
(RV), Complexity (CX), and Efficiency (EF).

Requirement Volatility (RV): RV is a measure of three characteristics of the requirements: a) the
Birth-Rate (BR), that is the percentage of new requirements incorporated in each cycle of the
evolution process; b) the Death-Rate (DR), that is the percentage of requirements dropped in
each cycle; and c) the Change-Rate (CR) defined as the percentage of requirements changed
from the previous version. A change in one requirement is modeled as a birth of a new
requirement and the death of another, so that CR is included in the measured values of BR and
DR. RV is calculated as follows: RV = BR + DR.

Complexity (CX): Complexity of the requirements is measured from a formal specification. A
requirements representation that supports computer-aided prototyping, such as PSDL [Luqi
1996], is useful in the context of evolutionary prototyping. We define a complexity metric
called Large Granularity Complexity (LGC) that is calculated as follows: LGC = O + D + T,
where for PSDL O is the number of atomic operators (functions or state machines), D is the
number of atomic data streams (data connections between operators), and T is the number of
abstract data types required for the system. Operators and data streams are the components of a
dataflow graph. This is a measure of the complexity of the prototype architecture, similar in
spirit to function points but more suitable for modeling embedded and real-time systems. The
measure can also be applied to other modeling notations that represent modules, data
connections, and abstract data types or classes. We found a strong correlation between the
complexity measured in LGC and the size of PSDL specifications (correlation coefficient R =
0.996). Most important, we also found a strong correlation (R = 0.898) between the complexity
measured in LGC and the size of the final product expressed in non-comment lines of Ada code,
including both the code automatically created by the generator and the code manually
introduced by the programmers.

Efficiency (EF): The efficiency of the organization is measured using a direct observation of the
use of time. EF is calculated as a ratio between the time dedicated to direct labor and the idle
time: EF = Direct Labor Time / Idle Time. We found that this easily measurable quantity was a
good discriminator between high team productivity and low team productivity in a set of
simulated software projects [Nogueira 2000].



We validated and calibrated our model with a series of simulated software projects using
Vit�Project. This tool was chosen because of the inclusion of communications and exceptions in
its project dynamics model, and because it has been extensively validated for many types of
engineering projects, including software engineering projects. The input parameters for the
simulated scenarios were RV, EF and CX, and the observed output was the development time.
Given that the proposed model uses parameters collected during the early phases and given that
Vit�Project requires a complete breakdown structure of the project, which can be done only in
the late phases, there was a considerable time gap between the two measurements. This time gap
is less than for a post-mortem analysis, but it is sufficient for model calibration and validation
purposes.

The simulation results were analyzed statistically, with the finding that the Weibull
probability distribution was the best fit for all the samples. A random variable x is said to have a
Weibull distribution with parameters α , β and γ (with α  > 0, β > 0) if the probability distribution
function (pdf) and cumulative distribution function (cdf) of x are respectively:

  0, x < γ
pdf: f(x; α, β, γ) = 

î  (α/βα) (x -γ)α-1 exp(-((x - γ)/β)α), x ≥ γ 

  0, x < γ
cdf: F(x; α, β, γ) = 

î  1 — exp(-((x - γ) / β) α) x ≥ γ. 

The random variable under study, x, can be interpreted as development time in our context.
The shape parameter α controls the skew of the pdf, which is not symmetric. We found that this
is mostly related to the efficiency of the organization (EF). The scale parameter β stretches or
compresses the graph in the x direction. We found that this parameter is related to the efficiency
(EF), requirements volatility (RV), and complexity (CX) measured in LGC. The shifting
parameter γ is shifts the origin of the curves to the right. We found that it is mostly related to the
complexity measured in LGC.

Based on best fit to our simulation results, the model parameters can be derived from the
project metrics using the following algorithm:

If (EF > 2.0) then α = 1.95;
γ = 22 * 0.32*(13*ln(LGC)—82);
β = γ /(5.71+(RV-20)*0.046);

else α = 2.5;
γ = 22 * 0.85*(13*ln(LGC)—82);
β = γ /(5.47-(RV-20)*0.114);

end if;

The model estimates the following cumulative probability distribution for project completion on
or before time x:

P(x) = 1 - exp(-(((x - γ)/β)α)) // where x is time in days

This equation can be inverted to obtain the schedule length needed to have a probability P of
completing within schedule, with the following result.

x = γ + β(-ln(1—P))1/α

The probability P can be interpreted as a degree of confidence in the ability of the project to
successfully complete within a schedule of length x. Applying the above equation to estimate
the development time needed for a 95% chance of completion within schedule for 16 different



scenarios simulated using Vit�Project, we observed a standard error of 22 days. The worst case
was an error of 60 days for a project of 520 days (12%). The comparison of estimated time and
simulated time is shown below.
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5. Integrating Risk Assessment into Prototyping

The model presented in the previous section is designed to support an iterative prototyping
and software development process. In this process, an initial problem statement, a prototype
demo or problem reports from a deployed software product trigger an issue analysis, followed
by formulation of proposed requirements changes, and specification of a proposed adjustment to
the software requirements, which can be initially empty. At this point in each cycle, the project
manager should perform a risk assessment step. The results of the risk assessment step guide the
degree of detail to which requirements enhancements are demonstrated, and the set of
requirements issues to be considered in the next prototyping cycle, if any.
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The first measurement-based risk assessment step can be performed after specification of
the first version of the prototype architecture, based on the requirements volatility, LGC and
efficiency measurements from the steps just performed.

In cases where risk assessments are required even earlier, before any prototyping has been
done, estimates of team efficiency and requirements volatility can be based on measurements of
similar past projects, and initial complexity estimates can be based on subjective guesswork of
the kind currently used in the macro model approaches. This kind of estimate may be less
reliable than those based solely on measurements, but it can provide a principled and reasonably
accurate basis for deciding whether or not to start a prototyping process to determine the
requirements for a proposed development project. Thus parts of our approach can be used truly
at the very beginning of the process.

If a prototyping effort is approved, early measurements of the process could be used to
refine the initial estimates of the model parameters using Bayesian methods, thus providing a
balanced and systematic transition from subjective guesswork, coded as an a priori distribution,
to assessments increasingly based on systematic measurement. Such an approach also supports
incorporation and systematic refinement of measurements from previous cycles of the iterative
prototyping process.

The results of risk assessment can provide guidance on the degree to which the project can
afford to explore requirements enhancements requested by the customers. It can also help
customers or marketing departments to decide how much they really want possible
improvements, in the context of the resulting time and cost estimates. Systematic cost/benefit
analysis becomes possible only with the availability of reasonably accurate estimates.

 The risk assessment step can thus provide a balancing force to stabilize the requirements
formulation process. In the absence of information on how much potential enhancements will
cost, stakeholders are prone to unrealistic requirements amplification — of course they would
always like to have a better system, no matter how good the existing one is, if you do not ask
them to pay for the improvements. The proposed risk assessment steps can provide a realistic
basis for incorporating time and cost constraints and cost/benefit tradeoffs early in the process,
when the situation is fluid and many options are open.

This process refinement provides some additional insight into the dynamics of iterative
prototyping: the iterative process should stop when the customers have determined what
requirements they can afford to realize, and which of many possible improvements they will be
willing to pay for, if any. It is not necessarily the case that the set of criticisms elicited by the
final round of prototype demonstrations is empty — that is true only in an idealized world with
adequate budgets and patient customers.

6. Conclusion

This paper introduces a formal risk assessment model for software projects based on
probabilities and metrics automatically collectable from the project baseline. The approach
enables a project manager to evaluate the probability of success of the project very early in the
life cycle, during an iterative requirements formulation process, based on well-defined
measurements rather than just guesswork or subjective judgments.

 For more than twenty years, estimation standards have been characterized by a common
limitation: the requirements should be frozen in order to make estimates. This model presented
in this paper removes this important limitation, facing the reality that requirements are
inherently variable.

The model is perfectly suited for any evolutionary software process because it follows the
same philosophy. The risk assessment and estimation steps are conducted at each evolutionary
cycle with increasing knowledge and decreasing variance. The research formalizes an



improvement in the evolutionary software process, introducing a risk assessment step that can
be automated, and that can help shape the planning of the project in the early stages when there
is still substantial freedom to allocate available time and budget.
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Abstract

One of the hard problems in maintaining real-time systems requirements is to keep track
of the impact of resource usage on the applications. Often times, it is not sufficient to
keep track of upper bounds since some requirements such as jitter are also sensitive to the
lower bounds and the resource scheduling algorithm employed. In the case of non-pre-
emptive scheduling, real-time requirements can be missed when resource utilization is
decreased as in a CPU upgrade, even though there are no jitter constraints.In this paper,
we define the notion ofrobustness for real-time performance requirments and discuss the
tracking of sensitivity of real-time application requirements with respect to resource
usage by formal method. We shall draw as an example the performance requirements of
the avionics software of the Boeing 777 aircraft.

1. Intr oduction

A problem in engineering large complex software systems is the sensitivity of a
design to changes in the requirements.If we view each step of the design process as a
mapping from a requirements space to an (abstract) design space, the sensitivity problem
may be viewed as a relation, let us call it thetracking relation between some appropri-
ately defineddiffernce metric in the requirements space and the corresponding difference
metric induced in the design space, where the difference metric measures the magnitude
of some aspect of a change in the requirement/design space.There are some properties of
the tracking relation that are obviously desirable. For example, the tracking relation
should preserve locality: differences confined to a locality in the requirements space
should induce differences confined to a locality in the design space, andscalability: a
small difference in the requirements space should induce a small difference in the design
space. Of course, how a difference metric is defined should reflect the aspect of require-
ments capture under consideration. For example, the difference metric meant to capture
locality in the requirements space may reflect the number of functionalities/components
that are affected by a change in the requirement, and the difference metric meant to cap-
ture scalability in the requirements space may reflect the increase in system load in a
requirements change.The idea of tracking relation is illustrated in the following figure.

† The researh reported here is supported partially by a grant from the Office of Naval Research under
contract number N00014-98-1-0704.
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In the following, we shall illustrate the tracking relation concept by considering a
specific aspect of real-time systems design, specifically, the relation between a change in
the real-time performance requirement and the schedulability of the design solution. Intu-
itively, if we make the real-time performance requirement of an application less stringent,
we should expect the design solution to require at most the same amount of computing
resources. A mapping from requirment to design isrobust if a less demanding require-
ment will not cause a performance failure in the design. We shall formalize the concept of
robustness in the context of real-time scheduling theory. The schedulability problem for
preemptive schedulers was first discussed in [Liu&Layland 73]. We include below our
own proofs for theorems 3 and 4.

2. Some Definitions

Let us first define some terminology. We shall assume that time is discrete and all
timing parameters are integers. A slight modification is needed for the discussion below
to apply to continuous time.

A sporadic task is charcterized by a pair:Ti=(Ci,Pi), where each request for service
of Ti requiresCi units of CPU time to satisfy and two successive requests ofTi must be



separated by at leastPi time units. SupposeM is a set ofn sporadic tasks {( C1, P1), ...,
(Cn, Pn)} whereCi, Pi are respectively the computation time and the minimum separation
between successive requests for sporadic taskTi. A preemptive fixed-priority (PFP)
scheduler is used to schedule tasks inM. A PFP scheduler always selects for execution
the task that has the highest priority. Unless otherwise stated, we shall adopt the conven-
tion that taskTi is assigned a higher priority than taskT j if f i < j. In the following, we
talk about schedules forM that are produced by a PFP scheduler. We call these schedules
PFP schedules.

Supposer is a request for a taskTi that occurs at timet in a schedules. Then the
response time ofr is defined to bet′ − t wheret′ is the time at whichr is satisfied by the
completion of the instanceTi in s corresponding tor. Giv en a priority assignment, a task
is scheduleable iff all of its requests have response time no bigger than its minimum sepa-
ration in every PFP schedule.A feasible schedule is one in which every task in the task
set is scheduleable.

We can now define the robustness property as follows. The requirements space is the
set of sporadic task sets. A design is a priority assignment to the tasks in a sporadic task
set. Suppose we reduce the computation time or increase the minimum separation of a
task in a given task set, we should expect the same design to work. In other words, a pri-
ority assignment that results in all the tasks in a task set being schedulable should pre-
serve schedulability if the computation time is reduced or minimum separation increased
for some task in the task set.We say that a priority assignment isrobust if this is indeed
the case. We shall see that the RMA priority assignment (defined below) is robust for the
PFP scheduler.

3. The Robustness of PFP Priority Assignment

A taskTi is said to have an outstanding computation at timet in a schedules if f a request
r for Ti occurs at timet′, t′ < t, and r has not been satisfied at timet. Unless every request
is satisfied before the arrival of the next request, it is possible for a task to have multiple
outstanding computations at a time instant.

For a schedules, a taskTi and time valuest, t′, define N (i, s, t, t′) to be the number
of requests ofTi that appear in the interval [t, t′) in s. Notice thatN (i, s, t, t′) is bounded
from above by (t′ − t)/Pi, and is exactly equal to(t′ − t)/Pi if a request forTi occurs att
andTi issues a request every Pi time units thereafter.

Lemma 1

Supposes is a schedule such that there is no outstanding computation for any task at
time t0, for somet0 ≥ 0. Suppose a requestr for taskTn occurs att0 in s, and r is satisfied
at timet1. Then the assertions (I1), (I2) below must hold.

(I1) ∀ t0 < t < t1, Cn+
1≤i<n
Σ Ci ⋅ N (i, s, t0, t) > t − t0

(I2) Cn+
1≤i<n
Σ Ci ⋅ N (i, s, t0, t1) = t1 − t0



Proof:

Since there are no outstanding computations at timet0 and the scheduler does not
idle the processor whenever there is an outstanding computation, a simple induction ont
shows thatCn+

1≤i<n
Σ Ci ⋅ N (i, s, t0, t) is the amount of computation time that is needed to

satisfy the request ofTn at t0 plus the requests for all the higher priority tasks in the inter-
val [ t0, t) in s. QED

Lemma 2

Supposes is a schedule such that there is no outstanding computation for any task at
time t0, for somet0 ≥ 0, and a requestr for taskTn occurs att0. Let s′ be a schedule in
which there are no outstanding computations at timet0, all tasks request simultaneously
at timet0, and all tasks request at their maximum rates thereafter. If the requestr in s has
a response time =u and the request for taskTn at time t0 in s′ has a response time =u′,
thenu′ ≥ u.

Proof:

Let the completion times of the requests forTn that occur at timet0 in s and s′ be
respectively t1 andt′1. Assume the contrary:u′ < u, i.e.,t′1 < t1.

By applying assertion (I1) of lemma 1 to schedules and assumingt′1 < t1, we hav e
Cn+

1≤i<n
Σ Ci ⋅ N (i, s, t0, t′1) > t′1-t0

BoundingN (i, s, t0, t′1) by (t′1 − t0)/Pi, we hav e
Cn+

1≤i<n
Σ Ci ⋅ (t′1 − t0)/Pi > t′1 − t0

Since all tasks request at their maximum rate from timet0 in schedules′,
∀ 1≤i<n, N (i, s′, t0, t′1) = (t′1 − t0)/Pi

SubstitutingN (i, s′, t0, t′1) for (t′1 − t0)/Pi, we hav e
Cn+

1≤i<n
Σ Ci ⋅ N (i, s′, t0, t′1) > t′1 − t0

However, by applying assertion (I2) of lemma 1 to schedules′ wheret′1 is the completion
time for the request att0, we hav e

Cn+
1≤i<n
Σ Ci ⋅ N (i, s′, t0, t′1) = t′1 − t0

Thus we have a contradiction. QED

Let M be a set of sporadic tasks. Lets be a PFP schedule ofM in which all tasks
request simultaneously at time 0, and all tasks request at their maximum rates thereafter.
A taskT in M is said to pass itscritical − instant test if the response time of the request for
T at time 0 in the schedules is no bigger than its minimum separation parameter.

Supposes′ is a schedule in which there are no outstanding computations at timet0,
for somet0 ≥ 0, all tasks request simultaneously at timet0, and all tasks request at their
maximum rates thereafter. Since the schedules and the suffix of s′ after t0 are identical,
the response time of the request for a taskT at timet0 in s′ does not exceedT ’s minimum
separation parameter iff T passes its critical instant test.



Theorem 3([Liu&Layland 73])

If a taskT passes its critical-instant test, thenT is scheduleable by a PFP scheduler.

Proof:

SupposeT has thenth highest priority (i.e.,T is Tn and has a lower priority than
tasksT1, . . . ,Tn−1). We need to show that every request ofTn must have a response time
no bigger thanPn in any PFP schedule. Lets be a PFP schedule. Without loss of general-
ity, we shall disregard the scheduling of the tasks {Ti|i > n}, i.e., we consider only then
highest priority tasks.For any time value t0 such that: (P1) there is no outstanding com-
putation forTn at timet0 in s, and (P2) there is a request forTn at t0, we shall show that
the request att0 must have a response time≤ Pn.

Let t x be the biggest time value, 0≤t x≤t0 such that there is no outstanding computa-
tion for any task at timet x. Since there is no outstanding computation at time 0,t x must
exist. Noticethat if t x≠t0, then the processor cannot idle in the interval [t x , t0] and only
tasks with priority higher thann are executed in [t x , t0]. Now consider a schedules′ such
that there are no requests for the tasksT1, . . . ,Tn−1 before t x in s′, and the requests for
these tasks at or aftert x in s′ occur at the same time as those ins. Also let the first request
for Tn in s′ occur at timet x. By construction ofs′, the response time of this request is
equal tot0 − t x plus the response time of the request forTn which occurs att0 in schedule
s. Since there are no outstanding computations forT1, . . . ,Tn at t x in s′, and Tn passes its
critical-instant test, the response time of the first request ofTn in s′ must be at mostPn by
lemma 2, and therefore the request forTn at t0 in s must have a response time not exceed-
ing Pn.

The arrival time of the first request ofTn trivially satisfies (P1) and (P2), and hence
the first request must have response time≤ Pn. Suppose the firsti requests ofTn have
response time≤ Pn. Then thei + 1th request must satisfy (P1) and (P2), since theith and
i + 1th requests are separated by at leastPn time units. Hence thei + 1th request must also
have response time≤ Pn. QED

Given a task setM and a priority assignment, lets be the PFP schedule ofM such
that all tasks request simultaneously at time 0, and all tasks request at their maximum
rates thereafter. We call s the critical schedule ofM.

Corollary

If every task in a sporadic task setM meets its first deadline in the critical schedule
of M, thenM is scheduleable by a PFP scheduler.

Proof: Immediate.

The Rate Monotonic Assignment (RMA) of priorities:

SupposeM = { (C1, P1), ..., (Cn, Pn)} is a set ofn sporadic tasks, and taskTi has
higher priority than taskT j if i < j. Then the priority assignment of tasks inM is consis-
tent with RMA if Pi ≤ P j, 1≤i, j ≤ n.



Theorem 4([Liu&Layland 73])

SupposeM is a set of tasks whose priority assignment is consistent with RMA.
ThenM is scheduleable iff i ts critical schedule is feasible.

Unless otherwise stated, we shall refer to the critical schedule of a task set as one
corresponding to a RMA-consistent assignment of priorities.For preemptive schedulers,
reducing the computation time of a task in a scheduleable task set will not cause the
resulting task set to be unscheduleable.To see this, supposeT has thenth highest priority
in the task set.Let the response time of the first request ofT be x in s, the critical sched-
ule, and let its response time bey in s′, the critical schedule after the computation time of
a higher priority taskTk has been reduced by some

�
> 0. If y > x, then applying assertion

(I1) of lemma 1 to the critical schedules′ yields
Cn+(

1≤i<n

i≠k

Σ Ci ⋅ x/Pi ) + (Ck −
�
) ⋅ x/Pk > x

Rewriting this inequality,
Cn+

1≤i<n
Σ Ci ⋅ x/Pi −

�
⋅ x/Pk > x

However, applying assertion (I2) to the critical schedules yields
Cn+

1≤i<n
Σ Ci ⋅ x/Pi = x

which is a contradiction.

Similarly, it can be shown that increasing the period of any task in a scheduleable
task set will not cause the resulting task set to be unscheduleable by a PFP scheduler.
Thus, we have the following theorem.

Theorem 5

The RMA assignment of priorities for the PFP scheduler is robust.

In general, it can be seen that any feasible priority assignment for the PFP scheduler
is robust. Unfortunately, this is not the case if the scheduler is non-preemptive.

4. Loss of Robustness in Non-preemptive Schedulers

In real-life systems, such as the Boeing 777 Integrated Airplane Information Man-
agement System (AIMS), not all tasks can be scheduled preemptively. The AIMS system,
running on the ARINC 659 platform, requires high resource utilization and performance
guarantees while providing strict partitioning of functions on a multiprocessor platform.
The scheduling problem involves pre-scheduling of both computational and communica-
tion resources and involves both deadline and jitter requirements. A typical real-time
requirement AIMS takes the form:

[Data] from <process> ( [which runs at] <rate> <duration> ) to <process>
of aggregate data transmission length <xfer duration> with minimum
latency <latency bound>.



Maximum latency <latency bound> means that the time from the start of execution of the
sending process to the end of execution of the receiving process must not be less end than
the specified bound.A +-500 usec jitter requirement (deviation from ideal period) across
the board can be assumed, to both data and process start and end times.

Each of the above type of requirements involves three tasks, one application task for
the sending process, one application task for the receiving process and one communica-
tion task for the transmission of data over the bus connecting the processors executing the
application tasks. In total, there are 155 applications tasks and 951 communications
between these tasks.

Whereas the application tasks may be preemptively scheduled on a processor, the
communication tasks are inherently non-preemtpive as limited by the minimum size of a
message. If we view the scheduling of messages on the bus as a single resource schedul-
ing problem, a PFP scheduler is inappropriate for the communication resource. A non-
preemptive fixed priority (NPFP) scheduler is one that always selects among all ready
tasks the one that has the highest priority for execution until completion, i.e., once a task
starts execution, no preemption is allowed, where a task is ready at time t if it has a
request which arrives no later than time t and which has not been allocated execution
time. We now show that the RMA priority assignment of NPFP is not robust.

Consider the following task set with 3 tasks: {T1 = (3, 5),T2 = (2, 10),T3 = (4, 20)}.
With the RMA assignment, this task set is schedulable by a non-preemptive fixed priority
scheduler as is shown by the timing diagram in the figure 2. However, the task set
becomes unschedulable if we reduce the execution time ofT2 from 2 to 1. Hence, NPFP
scheduler is not robust with respect to reduction of execution time requirement of a task.

Next, consider the task set with 3 tasks: {T A = (1, 4),TB = (3, 8),TC = (6, 16)}. Again,
with the RMA assignment, this task set is schedulable by a non-preemptive fixed priority
scheduler as is shown by the timing diagram in the figure 3. However, the task set
becomes unschedulable if we increase the period ofT A from 4 to 5. Hence, NPFP sched-
uler is not robust with respect to reduction of execution frequency of a task.

Lastly, consider the following task set with 3 tasks:
{ T1 = (30, 50),T2 = (20, 100),T3 = (40, 200)}. With the RMA assignment, this task set is
schedulable by a non-preemptive fixed priority scheduler as is shown by the timing dia-
gram in the figure 4. However, the task set becomes unschedulable if we reduce the
execution times of all three tasks by 10%. Hence, NPFP scheduler is not robust with
respect to improvement in CPU speed.

The above three counter-examples establishes

Theorem 6

The RMA assignment of priorities for the NPFP scheduler is not robust.
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The real-time scheduling solution adopted by the Boeing 777 AIMS relies on the
use ofcyclic executives which require the precomputation of static schedules which are
then repeated at run time. In [MTR 96], we describe in detail a tool which automates the
computation of the cyclic executives for requirements such as the Boeing 777 AIMS.

5. Conclusion

The robustness property discussed above is an example of the tracking relation in
mapping requirements to design. Whereas the lack of robustness with respect to real-time
performance requirements can be overcome by design automation tools such as the
MSP.RTL tool described in [MTR 96], the more challenging problem is to achieve other
properties such as locality and scalability simultaneously with performance robustness.
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ÛM½�Ái»�Ì�Ì~½�Êd´ × Âk¼ÖÂ�è
¿k¶/¹ ¿k½�Á	¶/»�Âk½d·Ú½d·Í»VÙsÂ	¿kÁX» × ¿ × ½d¹6ÛsÃ�¿	»V¿	´¸½d·8Â_Þ�ùº¶�¿	À�¶/·Ú½dÃ8¿	Ì¸´¸·�¶ÒÀ�½gÇ × ½d¹6Û�½d·�¶/·Ü¿	Â*»�·sÈ × ½?½�ÁXÈs´¸·8»mè
¿	´~½d·�¿k¶/¹
ÛsÌ¸»V¿k¶ × »�·�Ù�¶�Â	ÛM¶ × ´¸å8¶/È�»�·sÈ�Õ�¶_Ái´~å8¶/È�Þ�ï4´¸·8»�Ì¸Ì¸¼�ËgÇ�¶�Âkµ�¶_¿ × À
À8½gÇB¿	À�¶*Âkµ�¶/Ì~¶_¿k½d·6¹�´¸È8È8Ì~¶_Ç�»VÁ	¶
× »�·3ÙM¶�Â	¼'Âk¿k¶/¹�»V¿	´ × »�Ì¸Ì~¼ÚÈ�¶_ÁX´~Õ�¶/È¦»�·sÈÝókÃsÂk¿	´~å8¶/È�ÆeÁ	½d¹ ¿	À�¶$Ì¸½�Êd´ × »�Ì0ÂkÛ�¶ × ´~å × »V¿	´¸½d·�Þ

� ����±
	��0d®G°,«,¯���Í²�	0®���������������«�¯ ±Ö®����*®��V²Z¬d²v®<« ¬ �!���#"��M¬$�%�
ÐÒ´¸µ�½dÂxúMûdü�ý�þ'´¸Â�»$Â	ÛM¶ × ´¸å × »V¿	´~½d·�ÌÄ»�·�ÊdÃ8»VÊ�¶�Æe½�Á�Ès´¸Âk¿kÁX´~Ù Ã�¿k¶/È6Âk¼ÖÂk¿k¶/¹
Â�Ùs»�Âk¶/È
½d·�»�Âk¼Ö· × À8Á	½d·�½dÃ8Â × ½d¹�è
¹ÝÃ8·8´ × »V¿	´¸½d·8Â_Þ,ß�À8¶3Ì¸»�·�ÊdÃ8»VÊ�¶í´¸Â�È�¶/ÂX´~Êd·�¶/ÈB¿k½ìÂ	Ã�Û8Û�½�Á	¿�¿	À�¶ × ½d¹6Û�½dÂ	´~¿	´~½d·B½�Æ�ÂkÛ�¶ × ´~å × »V¿	´~½d·8Â_Þ�àx¿
»�Ì¸Ì¸½gÇ�Â�¶%õÖÛ8Á	¶/ÂXÂ	´¸·�ÊÒ¿	À�¶�ÊdÌ¸½�Ùs»�Ì�Û8Á	½�Û�¶_Á	¿	´¸¶/Â4½�ÆM»�Â	¼'Âk¿k¶/¹ ´¸·6¿k¶_ÁX¹
Â�½�ÆMÌ~½ × »�Ì�Û8ÁX½�ÛM¶_ÁX¿	´~¶/Â�»�·8È6½�Æ'&�($)+*
, ($-/.�ý0.0($1Jý�2�) , þhûdý�23-iÞ.ß�À�¶�Æe½�ÁX¹6¶_Á$»VÁ	¶6ÛsÁ	½�Û�¶_Á	¿	´~¶/ÂÒ¶%õÖÛM½dÂ	¶/È¾Ù?¼¾»¦Â	´¸·�ÊdÌ¸¶ × ½d¹
ÛM½d·8¶/·Ü¿_Ë�¿	À�¶
ÌÄ»V¿k¿k¶_Á
È�¶/Â × ÁX´~Ù�¶$¿	À�¶6»VÛ8ÛsÁ	½d» × À¾¿	»Vµ�¶/·¾¿k½ × ½d·?¿kÁ	½dÌ4¿	À�¶�´¸·?¿k¶_ÁX» × ¿	´~½d·8ÂÒ½�Æ�¿	À8¶ × ½d¹
ÛM½d·8¶/·Ü¿	Â_Þ<ÐÒ´¸µ�½dÂxúMûdü�ý�þ�´¸Â
Ùs»�Â	¶/ÈÏ½d·#»�·#»�Âk¼Ö· × À8Á	½d·�½dÃ8Â_Ë.È8´¸Âk¿kÁi´~ÙsÃ�¿k¶/È�Ë<¿k¶/¹6Û�½�ÁX»�Ì�Ì¸½�Êd´ × ËGÇ À8´ × Àæ¶%õ'¿k¶/·sÈ8Â+4 ·8´¸¿v¼øá65bä�¿k½ºÈ�¶/»�Ì
Ç�´¸¿	À × ½d¹6Û�½d·�¶/·?¿	Â�»�·8È¦¶_Õ�¶/·?¿	Â_Þ

7�8 2:9'($) ,%; ý[û�ý0.<($1 û�þ�=>(gü?2%þA@Ýê Âk¼ÖÂk¿k¶/¹CBED ´¸Â × À8»VÁX» × ¿k¶_Ái´AF_¶/ÈÅÙ'¼í»ÚÌ¸´¸Â	¿ ½�Æ × ½d¹6Û�½d·�¶/·?¿	ÂHG IJLK!MNKPORQ�Q�Q¸Ë8»�·sÈÍ»
Âk¶_¿SB ½�Æ�Âk¿	»V¿k¶�¿kÁX»�·8Â	´~¿	´¸½d·8Â_Þ�ê × ½d¹6ÛsÃ�¿	»V¿	´~½d·3´¸Â�»6Ê�ÁX»VÛ À¦½�Æ�Âk¿	»V¿k¶/Â ÌÄ´~µ�¶�¿	À�¶
½d·�¶�´¸·Ú¿	À�¶�å8ÊdÃ8Á	¶�Ù�¶/Ì~½gÇ�Þ

J TVU WXY[Z0\^]`_[a Yba6cd]feg Zba Y[hji U�K�k WX U WXYbZb\^]`_ba Y[a6cd]le_bhm]`n#ZoY[cqp UrKts
uHM vw xxxxxx
WX

MyT WX z WX z Kos WX
{o| 1sý[û~}�û$1 ü { 2`)
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Â	À8»VÛ�¶/ÂqG�T�������ËdÇ�À�¶_ÁX¶�G ´¸Â,»$Âk¶_¿,½�Æ × ½d¹6Û�½d·�¶/·?¿
·8»�¹
¶/Â�»�·sÈ��÷´¸ÂÒ»ÉÂ	¶_¿�½�Æ,ÆP½�ÁX¹ÝÃ8Ì¸»V¶�Þ�ï�½�ÁX¹ÝÃ8Ì¸»V¶6È�¶/Â × ÁX´~Ù�¶ × ½d¹6ÛsÃ8¿	»V¿	´~½d·8Â�Á	¶/Ì¸»V¿	´¸·8Ê�-%ý[û�ý�2���($�3) ; *
þ~û?2%ËGÇ�À8´ × Àº¶%õÖÛ8Á	¶/Â	Â$Û8Á	½�Û�¶_Á	¿	´~¶/Â�½�Æ*Â	´Ä·�ÊdÌ~¶ × ½d¹6ÛsÃ8¿	»V¿	´~½d·æÂk¿	»V¿k¶/Â/ÞGï�½�ÁX¹ÝÃ8Ì¸»V¶�»VÁ	¶�Ù Ã8´¸Ì~¿�Ã8Â	´Ä·�Ê¦¿	À�¶
¿k¶/¹6Û�½�ÁX»�Ì.½�Û�¶_ÁX»V¿k½�ÁXÂ��l� �
�^�~� �'ËP�l� �
�^�~�uË��
�~�f�?�uË%�l�~�l� �
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ß�À8¶_¼�Â	Às»VÛM¶�ÌÄ´~µ�¶ T

JyT�U����
�~�+���l� �
�^�~�V��Tmk ç�âgé
�+Tmk����
�f�����l�~�l� �
�^��çm��T<s���JyT�U�é ç<5dé
JyT�U�u�O��l�$�?���f� �+O T�U çZãdé

ù(´~¿	À 2`¡$2�1sý UÚÇ�¶ ¹6¶/»�·É¿	À8»V¿�Û8Á	½�Û�¶_Á	¿v¼SU£¢�2�&�($)¤23-�¿kÁiÃ�¶�ÞMç�âgé,Á	¶/»�È8Â�TÜ¶_Õ�¶/·?¿�U¦´¸·¥J�Ç À�¶/·¤��À8½dÌ¸È8Â
× »�Ã8Â	¶/Â × ½d·8È8´¸¿	´~½d·¦kÉ´¸·£��»�·sÈºÂk¿	»V¿k¶/Â�¿	À8»V¿�»�·Ü¼¾Âk¿	»V¿k¶
½�Æ�J ´¸·ÔÇ�Às´ × À ��À�½dÌ¸ÈsÂ�»�·sÈ§UÅÙM¶ × ½d¹
¶/Â
¿kÁXÃ8¶�ËÖ´ÄÂ,¶_Õ�¶/·?¿	Ã8»�Ì¸Ì~¼�ÆP½dÌ¸Ì¸½gÇ�¶/ÈÉÙ'¼�»�Âk¿	»V¿k¶Ò½�Æ��ÏÂ	»V¿	´ÄÂkÆP¼Ö´¸·�Ê¨k?Ë�»�Â�´¸·É¿	À�¶ × ½d¹6ÛsÃ�¿	»V¿	´~½d·sÂ�¿k½�¿	À�¶�Ì~¶_Æe¿_Ë
Ù�¶/Ì~½bÇ�Þ�ï�½�ÁX¹ÝÃ8Ì¸»Åç<5déÒÂk¿	»V¿k¶/Â$¿	À8»V¿�¶_Õ�¶/·?¿�k × »�·Å½ ×_× Ã�Á�´¸·>�øÇ�À�¶/· ��À�½dÌ¸È8Â�½d·8Ì¸¼3´~Æ,ÛsÁ	¶_Õ'´¸½dÃ8Â	Ì~¼�s
»�·8È©UíÀ8»/Õ�¶ÝÀ�½dÌ¸È¦´¸·��B»�·8È�J Ë8Á	¶/ÂkÛ�¶ × ¿	´~Õ�¶/Ì~¼�Ë8ÌÄ´~µ�¶�´¸·Ú¿	À�¶ × ½d¹6Û Ã�¿	»V¿	´~½d·Í¿k½�¿	À�¶�ÁX´~ÊdÀ?¿_Ë8Ù�¶/Ì~½gÇ$Þ
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WX J T WX U WX ® WX

�¯T WX WX k WX �¯T WX s WX �lK/ª�k WX �lK°k WX
ß�À8¶
Âk¿	»V¿k¶
Æe½�ÁX¹�ÃsÌ¸»�J TEU�u�O�Ë�¹6¶/»�·sÂ�¿	À8»V¿ × ½d¹6Û�½d·�¶/·?¿�J Ç�»�·?¿	Â�¿k½3Âk¶/·sÈ§Uæ¿k½:O+T,çZãdé�´¸Â�»�·
»mõ�´~½d¹ Æe½�Á�ÐÒ´~µ�½dÂxúMûÜü�ý�þ�Þ<ào¿�Â	»g¼'Â�¿	À8»V¿�¹6¶/Â	Â	»VÊ�¶/Â�»VÁ	¶
´¸¹
¹
¶/È8´¸»V¿k¶/Ì~¼ÍÂk¶/·?¿$»�·8È¾»VÁ	¶6ÊdÃs»VÁX»�·Ü¿k¶_¶/Èæ¿k½
»VÁ	Ái´~Õ�¶�Þ?îÖÃt±6õ+�ÒÂk¿	»�·8È8Â�Æe½�Á�&_þA(l-�2%þ | TÜÆP½�Á,´Ä·8Âk¿	»�· × ¶�Ëd´¸·ÍçZãdéiË%�f� �
�^�f� ��Á	¶/Ø'Ã8´~Á	¶/Â4¹6¶/ÂXÂ	»VÊ�¶/Â�¿k½�Ù�¶*Âk¶/·?¿
´¸¹�¹6¶/È8´¸»V¿k¶/Ì~¼�Þ8Ð�Û�¶_ÁX»V¿k½�Á��l�~�l� �
�^� ��Á	¶/Ø'Ã8´~Á	¶/Â�¿	À8»V¿�¿	À�¶ × ½d·8È8´~¿	´~½d·É¶/·8»VÙsÌÄ´¸·�Ê�¿	À�¶Ò¶_Õ�¶/·?¿*À8»VÛ8Û�¶/·�¶/È
´¸·æ¿	À�¶ÉÂX»�¹6¶�½�Á�´¸·Å¿	À8¶�Û8Á	¶_ÕÖ´~½dÃ8Â$Âk¿	»V¿k¶�Þ²�
�~�f�?��Á	¶/Ø'Ã8´~ÁX¶/Â$» × ½d·sÈ8´~¿	´~½d·º¿k½¾À�½dÌ¸ÈæÇ�À�¶/·Å»�·Ï¶_Õ�¶/·?¿
½ ×_× Ã�ÁXÂ_Þ



9'($) , ($-/.�ý0.0($1 7 2`) , þ~û�ý�2`-`@Ïß<½JÂkÛ�¶ × ´~Æe¼A»�·8È(ÛsÁ	½gÕ�¶º¿	À�¶¾ÊdÌ~½�Ù »�Ì × ½?½�ÁXÈs´¸·8»V¿	´~½d·�Û8Á	½�Û�¶_Á	¿	´¸¶/ÂÉ½�ÆÝ»
È8´ÄÂk¿kÁX´~ÙsÃ8¿k¶/ÈÝÂ	¼'Âk¿k¶/¹ ´¸Â�½�Æe¿k¶/·É» × ½d¹6ÛsÌ~¶%õ�¿	»�ÂkµMÞ?ê × ½?½�ÁiÈ8´¸·8»V¿	´~½d·
¿k¶/¹6ÛsÌ¸»V¿k¶�È8¶_ås·�¶/Â�» × ½d¹
ÛM½dÂX´~¿	´~½d·
Â × À�¶/¹
»�Æe½�Á*»ÝÂ	¶_¿*½�Æ × ½d¹6Û�½d·�¶/·?¿	Â�TÖ¿	À�¶�ÊdÌ~½�Ùs»�ÌMÛ8Á	½�Û�¶_Á	¿	´~¶/Â�½�Æ0¿	À8¶/´~Á�Ûs»VÁX»�Ì¸Ì~¶/Ì × ½d¹6Û�½dÂ	´~¿	´¸½d· × »�·ÚÙ�¶
½�Ù8¿	»�´Ä·�¶/ÈÍ»�Â�¿	À8¶_½�Á	¶/¹
Â_ÞsßG¶/¹6ÛsÌÄ»V¿k¶/Â�Â	À8»VÛ�¶ T

J�³�KjQ�Q�Q�K%JL´¤T����µ�
¶ ·j¸¥¹^ºm»6»6» ºb¸+¼ �©½ ·j¸+¼¿¾À¹�º�»6»6» ºb¸+Á �©½ ½

· ¸ ¹ ºm»6»6» ºb¸ Á �
J�³�KjQ�Q�Q�K%JLÂrT���� ½ � ÃSJÄÂÆÅr³�KÇQ�Q�Q�KPJÄ´¥T��È� ½ ½ �

ß�À8¶ÉÂ × À�¶/¹
»Ô»VÙM½bÕ�¶�ÂXÀ�½gÇ�Â$¿	À�¶�¿v¼'Ûs´ × »�Ì,Â	¿kÁXÃ × ¿	Ã�Á	¶É½�Æ*½dÃ�Á × ½d¹
ÛM½dÂX´~¿	´~½d·Å¿	À8¶_½�Á	¶/¹
Â_Ë.»�·8ÈæÁX¶/»�È8Â�T
¿	À�¶ÝÛs»VÁX»�ÌÄÌ~¶/Ì × ½d¹6Û�½dÂ	´~¿	´¸½d·3½�Æ�»�·?¼ÍÛs»�´~Á ½�Æ�Âk¼ÖÂk¿k¶/¹
Â�B ½¸ ¹ ºm»6»6» ºb¸ ¼ º »�·8ÈNB ½ ½¸ ¼¿¾À¹ ºm»6»6» ºb¸ Á Â	»V¿	´¸Â	ÆP¼Ö´¸·�Ê©� ½
»�·8È�� ½ ½ Á	¶/ÂkÛ<Þ~Ë8Â	»V¿	´¸Âkå8¶/ÂV�ÚÞ êÓÂk¼ÖÂk¿k¶/¹ Â	»V¿	´¸Âkå8¶/Â�¿	À8¶$Âk¶_¿�½�Æ.ÆP½�Ái¹�Ã8ÌÄ»V¶�� ´hôÔ»�Ì¸Ì�´¸¿	Â × ½d¹6ÛsÃ�¿	»V¿	´¸½d·8Â
»VÁ	¶�¹6½'È8¶/Ì¸Â�½�Æ�»�Ì¸Ì�¿	À�¶�Æe½�ÁX¹ÝÃ8Ì¸»V¶�´¸·§�¦Þ

ß�À�¶�Û8ÁX½?½�Æ�Â,»VÁ	¶�Âk¶/Ø'Ã�¶/· × ¶/Â�½�Æ0»VÛ8ÛsÌ¸´ × »V¿	´¸½d·8Â4½�Æ × ½d¹6Û�½dÂ	´~¿	´~½d·�¿k¶/¹6ÛsÌ¸»V¿k¶/Â/Ë?»�·8ÈÉÂ	À�½gÇ(»�Ê�¶/·8¶_ÁX»�Ì
Ûs»V¿k¿k¶_Ái·jTså8ÁiÂk¿$çeÁ	¶/»�È8´¸·8Ê6¿	À�¶/¹ Ù�½�¿k¿k½d¹Ýú?Ã�Û�é�Ì¸´~Æe¿*Ì~½ × »�Ì0Û8Á	½�Û�¶_Á	¿	´~¶/Â�¿k½É¿	À�¶�ÊdÌ~½�Ùs»�Ì<Ì~¶_Õ�¶/ÌZËs»�·8ÈÍ¿	À�¶/·
»VÛ8Û Ì~¼�¿kÁX»�·sÂ	´~¿	´~ÕÖ´~¿v¼É½�Á�½�¿	À�¶_Á × ½d¹6Û�½dÂ	´~¿	´~½d·¦ÁiÃ8Ì~¶/Â_Þ

ê ÌÄ»VÁ	Ê�¶�Âk¶_¿�½�Æ × ½d¹
ÛM½dÂX´~¿	´~½d·ºÁXÃsÌ~¶/Â�»VÁ	¶�»gÕm»�´ÄÌ¸»VÙsÌ~¶
¿k½íÁ	¶/»�Âk½d·æ½d·ìÐÒ´~µ�½dÂ�úMûdü�ý�þ<ÂkÛ�¶ × ´~å × »V¿	´~½d·8Â_Þ
ßG½ÚÊd´~Õ�¶6»¥� »/Õ�½�Á/Ë�Ç�¶6Ì¸´¸Âk¿ ¿	À�¶Ý¹
½dÂk¿�Ã8Âk¶_Æ�Ã8Ì<½d·8¶/Â_Þ�ç<Édé�´ÄÂ »ÚÌ¸´~Æe¿	´¸·�ÊÉÁXÃ8Ì~¶�ÆP½�Á��f�f�f� �
�^� �ÊT�¿	À�¶�·�¶_Ç
× ½d¹6Û�½d·�¶/·?¿ × »�·3ÙM¶�»�·3Ã8·�Æe½�Á	¶/Âk¶_¶/· × »�Ã8Â	¶�ÆP½�ÁSË$Þ<çeÿ?é�´¸Â*»6¿kÁX»�·8ÂX´~¿	´~ÕÖ´~¿v¼ÉÁ	¶/Â	Ã8Ì~¿�Æe½�Á��l� �
�^�~� Þ
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�^���¯TÕç�çbá�K/å�é/K ç�â�Édé�¯T?ç�çbá�K/å�é��l�~�l� �
�^���¯TÕälà�ãÇï s
à�k�çbáNK/Ì$é/K ç�â�ædé�¯T?älà�ãÇï s
à�k�çbá�K/Ì�é��
�f�~�?�#ç�âÕò<älà � ç�â~è�é



ï�½dÌÄÌ~½gÇ�´Ä·�ÊÍá6Ébä[Ës»�Âk¶_Á	Õ�¶_Á × ½d¹6Û�½d·�¶/·?¿*´¸Â × À8»VÁi» × ¿k¶_ÁX´AF_¶/ÈÍÙ'¼�¿	À8¶�Æ�» × ¿*¿	À8»V¿�»�Á	¶/Ø'Ã�¶/Âk¿�¿k½6¿	À�¶�Âk¶_ÁXÕ�¶_Á
× »VÁ	Ái´~¶/ÂÝ¶%õ'ÛsÌÄ´ × ´~¿	Ì~¼Ô¿	À�¶É·s»�¹6¶É½�Æ�¿	À�¶ × Ì¸´¸¶/·Ü¿_Ë4´¸·Å½�ÁiÈ�¶_Á�¿k½¾È�¶/Ì¸´¸Õ�¶_Á × ½�Á	ÁX¶ × ¿	Ì~¼Å¿	À�¶ÉÁ	¶/ÂkÛ�½d·8Âk¶�Þ.ß�À�¶
× Ì¸´¸¶/·Ü¿�µÖ·�½bÇ�Â�¿	À�¶�Âk¶_Á	Õ�¶_ÁÚç<îdéiË.Âk¶/·sÈ8Â�´~¿$´¸¿	Â�Á	¶/Ø'Ã�¶/Âk¿	ÂÚç�â�ñÖË�â�âgéiË4»�·8ÈæÈ�½'¶/Â�·�½�¿�Û8Á	½ÖÈ8Ã × ¶3ç�â�5dé�½�Á
× ½d¹6Û Ã�¿k¶Éç�â/ãdé�½d·3´~¿	Â*½gÇ ·Í»�·8ÂkÇ�¶_ÁXÂ�¿k½�¿	À�¶�Á	¶/Ø'Ã�¶/Âk¿	Â_ÞMÎ�½d¹6ÛsÃ�¿	»V¿	´~½d·sÂ�½�Æ.¿	À8¶ × Ì¸´~¶/·?¿�Ì~½?½�µÚÌ¸´~µ�¶ T

ótô?õ ç0öÖé ÷ ô$øoù óÀôÕõ ç0ö!K�úÖédu�û
ú¤T WX ü WX ü ýþ ÿÿÿÿÿÿÿÿÿÿÿ WX

ß�À8¶ÒÂ	¶_Á	Õ�¶_Á�»�·8ÂkÇ�¶_ÁXÂ�¿	À�¶ÒÁ	¶/Ø'Ã�¶/Âk¿	Â�½�ÆG¿	À�¶ × Ì¸´~¶/·?¿�ç�â%ÿ?éiÞ ê ·8Â	Ç�¶_ÁXÂ�»VÁ	¶�ÛsÁ	½'ÈsÃ × ¶/ÈÉ»VÆe¿k¶_Á × ½d¹6Û Ã�¿	´¸·�Ê
Âk½d¹
¶3ÕV»�Ì¸Ã�¶:å ç�â�ÉdéiË�»�·8ÈJ¿	À8´ÄÂ
´¸Â�È8½d·�¶Í½d·8Ì~¼#Ã�Û�½d·J»æÁ	¶/Ø?Ã8¶/Âk¿íç�â�ædéiÞ�ï.´Ä·8»�Ì¸Ì~¼�Ë�Âk¶_ÁXÕ�¶_ÁXÂ�È�½Ï·�½�¿
Û8ÁX½'È8Ã × ¶�Á	¶/Ø?Ã8¶/Âk¿	Â$ç�â~è�éiÞ�Î�½d¹6ÛsÃ�¿	»V¿	´~½d·sÂ*½�ÆG¿	À8¶$Âk¶_Á	Õ�¶_Á�Ì¸½?½�µÚÌ¸´~µ�¶ T

�� ÿÿÿÿÿÿÿÿÿÿû©T WX ü WX ü WX�� ������������
÷ ô$øoù ótô?õ ç0ö!K�úÖé �Mç0ö%K��8é/K	� ø ÷Öç0ö%K��8éduHú

ß�À8¶�Ì~½ × »�Ì,ÂkÛ�¶ × ´~å × »V¿	´¸½d·8Â�å�õº¿	À�¶�´Ä·Ü¿k¶_Á	Æ�» × ¶�½�Æ*¿	À8¶�Âk¶_Á	Õ�¶_Á/Ë.»�·8ÈÅ¿	À8¶�¹6½dÂk¿Ý»VÙsÂk¿kÁX» × ¿�ÆeÃ8· × ¿	´~½d·8»�Ì
× ½d·8Â	¿kÁX»�´¸·?¿_Ës´ZÞ�¶�Þ8¿	À8»V¿ »�Õm»�Ì¸Ã8¶�À8»�Â*¿k½ × ½d¹
ÛsÃ�¿k¶/È¦Ù'¼É¿	À8¶$Âk¶_Á	Õ�¶_Á�Ù�¶_Æe½�Á	¶�»�·8ÂkÇ�¶_ÁX´¸·8Ê�Þ

ß�À�¶ × ½d¹
ÛM½d·8¶/·Ü¿	Â × »�·¾Ù�¶�È�¶_Õ�¶/Ì¸½�ÛM¶/È¾´¸·sÈ�¶_Û�¶/·8È�¶/·?¿	Ì~¼�Ë8Â	´¸· × ¶Ý¿	À�¶ÝÛs»V¿k¿k¶_ÁX·�Ë�À8»gÕ'´¸·8ÊÉå�õÖ¶/ÈÔ¿	À�¶
´¸·?¿k¶_ÁX» × ¿	´~½d·sÂ_Ë�Û8Á	½mók¶ × ¿	Â*½d·¦¶/» × À × ½d¹6Û�½d·�¶/·?¿�´~¿	Â�Á	¶/ÂkÛ�½d·8ÂX´~Ùs´¸Ì¸´¸¿v¼�Þ?ñ�¶/Â	´ÄÈ�¶/Â_Ë�¿	À�¶�Ûs»V¿k¿k¶_Ái·¦Û8Á	½bÕ�¶/Â�´¸·
»�È�ÕV»�· × ¶¦¿	À8»V¿6¿	À8¶Ú´Ä·Ü¿k¶_ÁX» × ¿	´¸½d·BÙ�¶_¿vÇ�¶_¶/· × Ì¸´~¶/·?¿�»�·sÈBÂk¶_Á	Õ�¶_Á
Â	»V¿	´¸Â	å8¶/Â6Âk½d¹6¶¦ÊdÌ~½�Ù »�Ì�ÛsÁ	½�Û�¶_Á	¿	´~¶/Â�T
Á	¶/Ø'Ã�¶/Âk¿	Â�Ç ´¸Ì¸Ì�ÁX¶ × ¶/´~Õ�¶Í»�·B»�·8ÂkÇ�¶_Á3ç<ædé	
�»�·8ÂkÇ�¶_ÁXÂ�Á	¶/ÂkÛ�¶ × ¿�¿	À�¶ÚÕV»�Ì¸Ã�¶/Â × ½d¹6ÛsÃ�¿k¶/È#Ù'¼Å¿	À�¶¦Âk¶_ÁXÕ�¶_Á
çmè�é�»�·8ÈÏ»VÁ	¶�Á	¶ × ¶/´¸Õ�¶/ÈÏ½d·sÌ~¼ºÃ�Û�½d·ºÁ	¶/Ø'Ã�¶/Âk¿�ç<êdéiÞ�ß�À8¶
ÆP½dÌÄÌ~½gÇ�´Ä·�ÊÍÛs´ × ¿	Ã8Á	¶�Â	À�½bÇ�Â$» × ½d¹6ÛsÃ8¿	»V¿	´~½d·
Â	»V¿	´ÄÂkÆP¼Ö´¸·�Ê6¿	À8¶/Âk¶�Û8Á	½�Û�¶_Á	¿	´~¶/Â/Þ

ótôÕõ�� ö� � ø ÷ � ö�����
úÊT WX ü

��

WX ü WX
û©T WX ü WX

� �

� � ö�����
ÐÒÃ8Á × »�Â	¶
Âk¿	Ã8È�¼3´ÄÂ ¿	»Vµ�¶/·ÅÆPÁ	½d¹ ¿	À�¶�Î�Ð�ð�ñ�ê È�½ × Ã8¹6¶/·?¿	»V¿	´~½d·�Ë�»�·8È × ½d·8ÂX´¸È�¶_ÁXÂ�»ÚÂ	´¸¹6ÛsÌ¸¶�î'¿k½ × µ
��õ × À8»�·�Ê�¶�Þ<ß�À8¶
Âk¼'Â	¿k¶/¹1´¸Â × ½d¹6Û�½dÂk¶/Èº½�Æ�»���� z � à�sÚ»�·8Èº»¦Âk¶_¿$½�Æ × Ì¸´¸¶/·Ü¿	Â�Ì"!	ÞGÎ�Ì¸´~¶/·?¿	ÂÒ´¸·?¿k¶_ÁX» × ¿
Ç�´¸¿	Àí¿	À8¶$#ÒÃ�½�¿k¶_Á�¿k½¦Ù�¶6´¸·�Æe½�ÁX¹6¶/Èí½d·¾¿	À�¶6Õm»�ÌÄÃ�¶/Â�½�Æ�Âk½d¹
¶�Â	¿k½ × µ'Â�»V¿�¿	À�¶�î'¿k½ × µ%��õ × À8»�·�Ê�¶�Þ�à�·
Ûs»VÁX¿	´ × Ã8Ì¸»VÁ/Ëm¿	À�¶�Ê�¶/·�¶_ÁX´ ×�× ÌÄ´~¶/·Ü¿�Ì"!0´¸·Ü¿k¶_Ái» × ¿	Â4Ç�´~¿	ÀÝ¿	À�¶&#ÒÃ�½�¿k¶_Á�´~Æ ´¸·Ü¿k¶_ÁX¶/Âk¿k¶/È6´¸·Ý¿	À�¶�Õm»�ÌÄÃ�¶�½�Æ Âk¿k½ × µá!çm� �^z �(' íÕâEò)�Pà?çbá¾ékéiÞ�ß�À�¶*#�Ã�½�¿k¶_Á × ½d¹6Û Ã�¿k¶/Â�¿	À�¶ × Ã�Á	Á	¶/·?¿�ÕV»�Ì¸Ã�¶�å Æe½�Á�á!çkç0�+�!s$s
à�ã � çbá�K/å�ékéiË
»�·8È3Âk¶/·8È8Â*¿	À8¶�È8»V¿	»6¿k½
¿	À�¶ × Ì¸´~¶/·?¿$ç0k � z,� à?çbá�K/å6ékéiÞ

��� z,� à�slK/Ì�!#T ��Ì�!�TÕä �^z �-' íEâÕò)�Pà?çbá¾éß�f� �
�^�f��Ì�!�T?k,� z,� à?çbá�K/å�é/KÌ�!�T?k,� z,� à?çbá�K/å�é��l�~�l� �
�^�.��� z � à�s+T?�+�%sls
à�ã � çbáNK/å�é/KÌ�!�T?k,� z,� à?çbá�K/å�é��l�~�l� �
�^��Ì�!qTEä �^z �(' íÕâEò)�Pà?çbá¾é �
ß�À8¶�¶%õ�»�¹6ÛsÌ~¶�Â	À�½gÇ Â�» × Ì¸´~¶/·?¿xú?Âk¶_Á	Õ�¶_Á�´¸·?¿k¶_ÁX» × ¿	´~½d·�»�¹6½d·�ÊÝ¿	À�¶ × ÌÄ´~¶/·Ü¿	Â�»�·8ÈÉ¿	À�¶�#ÒÃ8½�¿k¶_Á/Þ?ùº¶�¿	À'Ã8Â
´¸·sÂk¿	»�·Ü¿	´Ä»V¿k¶$¿	À�¶ × ÌÄ´~¶/·Ü¿xú?Â	¶_Á	Õ�¶_Á�¿k¶/¹6Û Ì¸»V¿k¶$»�·8È¦½�Ùs¿	»�´¸·Í¿	À�¶$ÆP½dÌ¸Ì¸½gÇ�´¸·8Ê�Ì¸½ × »�Ì0Â	ÛM¶ × ´¸å × »V¿	´~½d·8Â_Ë�Ç À�¶_Á	¶
/ à � k,� z,� àÜçbáNK/Ì�!xé*¶/· × ½'È8¶/Â*¿	À�¶�Á	¶/Ø'Ã�¶/Âk¿*½�Æ�Ì"!°T

��� z � à�s+T?� çeÆP½�Á »�Ì¸Ì0´Pé
��� z � à�s+T / à � k,� z,� àÜçbáNK/Ì�!xé��l� �
�^�~� �0��� z � à�s+T
k,� z,� àÜçbáNK/å6édu�Ì�!°K ç�â�êdé
��� z � à�s+T
k,� z,� àÜçbáNK/å6édu�Ì�!��?�~�~�Õ�q�+�!s$s
à�ã � çbá�K/å�é/K ç�â�îdé
��� z � à�s+T
�+�!s$s
à�ã � çbá�K/å�é��
�f�~�Õ� / à � k,� z,� à?çbá�K/Ì"!xé/K ç<5$ñÜé
��� z � à�s+T / à � k,� z,� àÜçbáNK/Ì�!xé��?�~�~�Õ�#ç�âEò<äfà � ç<5Öâgé



Ì"! T?��Ì�!qT¥ë��$ìÊälà�s$íEà�s�ç1�"� z,� à�sÜé/K ç<5 5déÌ�!qTÕ� ��z �-' íEâÕò)��àÜçbá¾éV���?�~�©äfà�s$íEà�s8ç1�"� z,� à�sÜé��f� �
�^�f� �Ì"!qT / à � k,� z,� àÜçbá�K/Ì"!xédu2�"� z,� à�sfK ç<5�ãdéÌ�!qT / à � k,� z � àÜçbáNK/Ì�!xédu.��� z,� à�sÊ�
�f�~�Õ�#� �^z �-' íÕâEò)�PàÜçbáºé/K ç<5mÿ?éÌ�!qT
k,� z � àÜçbáNK/å6é��
�f�~�?�#ç�âÕò<älà K ç<5 ÉdéÌ�!qT
�+�%sls
à�ã � çbáNK/åÝédu.�é�
�f�~�?�#ç�âÕò<älà � ç<5 ædé
3 ªf����"m�!���s«G¬d²v«��²�ø±Ö®4®0Ü¯�²v«q�M¬d²[®G« ¬ �!����"m�M¬ �
ß�À8¶$»VÙsÂk¿kÁX» × ¿ × ½'½�ÁXÈ8´¸·8»V¿	´¸½d·¦¿k¶/¹6ÛsÌ¸»V¿k¶�È�¶/Â × ÁX´~Ù�¶/ÈÍ»VÙ�½bÕ�¶ × »�·íÙM¶�¿kÁi»�·8ÂkÆe½�ÁX¹6¶/ÈÍ½d· × ¶$Æe½�Á »�Ì¸Ì0´Ä·Í»
× ½d· × ÁX¶_¿k¶�´Ä·Ü¿k¶_ÁX» × ¿	´¸½d·íÂkµ�¶/Ì¸¶_¿k½d·Ô´Ä·3»�Âk¿	»�·8È8»VÁXÈí¹
´¸È8ÈsÌ~¶_Ç�»VÁX¶�Þ8ùº¶�¶%õÖ¶/¹6ÛsÌÄ´~ÆP¼Ú¿	À8´ÄÂ�Ç�´~¿	À¾Î�ÐÒð ñ�ê
»�·8È3Î ��� Þ54Ò´~Õ�¶/·¦¿	À8»V¿�½dÃ�Á�Ì¸½�Êd´ × Âk¶_¿k¿	´¸·�Ê6´¸Â�»�Âk¼Ö· × À8Á	½d·�½dÃ8Â_ËÖÇ�¶�Ã8Âk¶Ò¿	À�¶ÒÁ	¶ × ¶/·?¿�ÂkÛ�¶ × ´~å × »V¿	´¸½d·É½�Æ
Î�Ð�ð�ñ�ê7»�Âk¼'· × À�Á	½d·8½dÃ8Â*¹6¶_¿	À�½ÖÈÍ´¸·?Õ�½ × »V¿	´¸½d·Ïç�êÒòÍàuËGá6æbäeéiÞ

QuoterCi ORB

rh_Cl

687 9;:8<8=;>8?;@ A;BDC EGF

HDA;9;7 B;C EJI KGF

L;B;7 =DH;A;9;7 B;C EGI M�N FPO Q

H;A;9;7 BDC EGI KGFPO M�N
:8ADR R BDS;7 C EGI KGF
L;BD7 =;H;A;9D7 B;C EGI M�N Fget_quote(X)

V

work_pending()

["true"] perform_work()

get_quote(V)

new(X)

sendc_get_quote(rh_Cl,X)

C
i:

Q
:

TVUPW �-XV� �M`iWZW[]xpZS�`u^Vag]�^mjx]�Y[]x\*Sm�yUXY[]o¨/���.£.¤M¥

êÒòÍà�Às»�Â�Ù�¶_¶/· × ½d· × ¶/´~Õ�¶/ÈíÂ	½�¿	À8»V¿Ò·�½ × À8»�·�Ê�¶/ÂÒ»VÁ	¶�·8¶_¶/È�¶/È�ËsÇ ´~¿	À¦Á	¶/ÂkÛ�¶ × ¿ ¿k½É¿	À�¶ÝÂk¼Ö· × À�ÁX½d·�½dÃ8Â
× »�Âk¶�ËÖ½d·É¿	À�¶ ÂX´¸È�¶�½�Æ0¿	À8¶ × »�Ì¸Ì~¶_¶�çe¿	À�¶ÒÂk¶_Á	Õ�¶_Á*Â	´¸È�¶béiÞÜàxÂ�´¸Â,Ã8Û�¿k½Ý¿	À�¶ × »�ÌÄÌ~¶_Á�çe¿	À�¶ × Ì¸´~¶/·?¿ié�»�·sÈ�¿k½Ý¿	À�¶
ÐÒð ñ ¿k½ × ½�Û�¶�Ç�´~¿	ÀÔ¿	À�¶6È8´~ôM¶_Á	¶/· × ¶/ÂÒÇ�´~¿	ÀÔÂk¼'· × À�Á	½d·8½dÃ8ÂÒ´¸·ÜÕ�½ × »V¿	´~½d·8Â/Þ�ß�À8´¸ÂÒ´¸ÂÒ»VÛ8Ûs»VÁ	¶/·?¿�´¸·Ô¿	À�¶4Òò3³#Âk¶/Ø'Ã�¶/· × ¶�È8´¸»VÊ�ÁX»�¹ ´¸·Íï4´~Ê�Þ<â$T ¿	À�¶$´¸·?¿k¶_ÁX» × ¿	´~½d·8Â�½d·Í¿	À�¶�Ì~¶_ÆP¿ Â	´¸È�¶�ç × Ì¸´¸¶/·Ü¿�èxÐÒð ñ�é*»VÁ	¶Ý¹6½�Á	¶
× ½d¹6Û Ì~¶%õí¿	À8»�·Ô¿	À�½dÂ	¶Ý½d·Ô¿	À�¶�ÁX´¸ÊdÀÜ¿ÒÂ	´¸È�¶¦ç[ÐÒð ñ,èvÂ	¶_Á	Õ�¶_ÁuéiÞ0ß�À�¶Ýå8ÊdÃ�ÁX¶ÝÃ8Â	¶/Â ¿	À8¶
îÖ¿k½ × µY��õ × Às»�·�Ê�¶
¶%õ�»�¹6ÛsÌ~¶*¿k½�´¸Ì¸Ì¸Ã8Â	¿kÁX»V¿k¶�¿	À8¶ × ½�Á	Á	¶/ÂkÛ�½d·8È�¶/· × ¶�Ù�¶_¿oÇ�¶_¶/·�¿	À�¶ × ½d¹6ÛsÃ�¿	»V¿	´¸½d·6¿k¶/¹6ÛsÌ¸»V¿k¶�»�·sÈÉÎ�ÐÒð ñ�ê�Þ
ß�À8¶�Âk¶_Á	Õ�¶_Á ´Ä·Ü¿k¶_Á	Æ�» × ¶

Z ø\[Àô?ó �]�\^ ô`_ba5cd[Àô?ófeù]cbahg�i?ôkjÀôl[5m
õlancl[tôo� Z ø ÷ [Õó Z ø\j ö�qp
r



× »�·ÚÙ�¶ÒÈ�¶_ÁX´~Õ�¶/ÈÚÂk¼ÖÂk¿k¶/¹
»V¿	´ × »�ÌÄÌ~¼
ÆeÁ	½d¹ ¿	À�¶�Ì~½�Êd´ × »�Ì�ÂkÛ�¶ × ´~å × »V¿	´~½d·0Þ'ß�À8¶�Î�Ð�ð�ñ�ê × ½d¹6Ûs´ÄÌ~¶_Á�Ê�¶/·8¶_Ákè
»V¿k¶/Â�»�Ì¸Âk½
»
Â	µ�¶/Ì~¶_¿k½d· × Ì¸»�ÂXÂ�´¸¹6ÛsÌ¸¶/¹6¶/·Ü¿	´Ä·�Ê�¿	À8¶$Âk¶_Á	Õ�¶_Á�T

^ i �t÷E÷ _,ancd[Àô?ó\m Zts$u ahg�i Z ^wv Z óx[da � izy5{l| sxs _ba5cd[Àô?ó}e
~x~h~u ahgni Z ^ s
~x~h~ú {b�]�]| shs1� c�axg�i?ôzjEôd[5m
õla5cd[tôo� ^ c ø ÷ [ ^���� ó�� ö� eú {��]�h| sxsJ� cbahgniÕô ��p

�x� Z ø ÷ ô?óx[ � ô
ótôk[ � ô ^ c?ùÀôk[\c ^ c,� u a\[Àô ���
�x� ÷ a ^�� [ �n� [ ^ aÀóEóÀô ø\[�� ö������� c]i
ù ÷óÀôd[daÀó?ø ��p

r p
r p

ê�Â.¿	À�¶�ÂXÃ�Û�¶_Á	Û�½dÂ	´~¿	´~½d·�½�Æ8¿	À�¶ × Ì¸´~¶/·?¿xú?Âk¶_Á	Õ�¶_Á4¿k¶/¹6Û Ì¸»V¿k¶,½d·Ý¿	À�¶�Âk¶/Ø?Ã8¶/· × ¶�Ès´¸»VÊ�ÁX»�¹ë´¸·$ï4´~Ê�ÞÖâ�ÂXÀ�½dÃ8Ì¸È
¹
»Vµ�¶ × Ì~¶/»VÁ/Ë�Ç�À8»V¿�´ÄÂ�Ì~¶_ÆP¿4½d·6¿	À8¶�Âk¶_Á	Õ�¶_Á,Â	´ÄÈ�¶*´¸Â.¿	À�¶�´¸¹6ÛsÌ¸¶/¹6¶/·Ü¿	»V¿	´¸½d·�½�Æ ¿	À�¶�Â	¶_Á	Õ�¶_Á�Æ�Ã8· × ¿	´~½d·8»�ÌÄ´~¿v¼�Ë
»�Â ÂkÛ�¶ × ´~å8¶/ÈÚÙ'¼ÉÛ8ÁX¶/È8´ × »V¿k¶¤& ; �3�d2�1sý�Þ

ï�Á	½d¹ ´¸·?¿k¶_Á	Æ�» × ¶ _ba5cd[Àô?ó Ë?¿	À�¶�Î�ÐÒð�ñ�ê × ½d¹6Ûs´¸Ì~¶_Á�Ê�¶/·�¶_Ái»V¿k¶/Â »�Ì¸Â	½
»6Âk¿	Ã�ÙíÎ ��� × ÌÄ»�Â	Â_Ë�Ç�À8´ × À
¶%õÖÛ�½�Á	¿	Â�»Ú¹6¶_¿	À�½ÖÈ�v c Z ù ÷ ô øtù ^ jÀôl[ õ�ancl[tô���|d��� _bancl[tô
ó � � øtù\iÕô
ó ��^���� ó�� �¿	À8»V¿�¿	À�¶ × Ì¸´~¶/·?¿
Ã8Â	¶/Â�¿k½
´¸·ÜÕ�½�µ�¶�¿	À8¶ _bancl[tô
ó ¹6¶_¿	À�½ÖÈ jÀôd[ õla5cd[Àô�� ^���� ó�� �Á	¶/¹
½�¿k¶/Ì~¼ÉÕÖ´¸»�¿	À�¶�ÐÒð ñ Þ�ß�À8¶ÒÂ	¶ × ½d·8È
»VÁ	ÊdÃs¹6¶/·Ü¿Ú½�Æ�¿	À8¶í»�Âk¼Ö· × À8Á	½d·�½dÃ8Â × »�Ì¸Ì�´¸Â
¿	À8¶ºÎ ��� ¿kÁX»�·sÂkÛ�½dÂ	´~¿	´~½d·A½�Æ�¿	À�¶í½�Ái´~Êd´¸·8»�Ì »VÁ	ÊdÃ8¹6¶/·?¿
¿k½ jEôd[ õla5cd[Àô Ë�»�·8ÈJ´ÄÂ
È�¶/Ì¸´~Õ�¶_ÁX¶/È#¿k½æ¿	À�¶ÍÂk¶_ÁXÕ�¶_Á�Ù'¼ì¿	À8¶ÔÐÒð�ñ�Ë�ÕÖ´¸»¾¿	À�¶íÂk¶_Á	Õ�¶_ÁÉ¹
¶_¿	À�½'È0Þ�ß�À�¶
å8ÁiÂk¿�»VÁ	ÊdÃ8¹6¶/·?¿�´¸ÂÒ» × »�ÌÄÌ~Ùs» × µÔÀ8»�·8È8Ì¸¶_Á × ÁX¶/»V¿k¶/ÈºÙ?¼3¿	À�¶ × Ì¸´~¶/·?¿_ÞMß�À8´¸Â�½�ÙÖók¶ × ¿�¶%õÖÛ�½�Á	¿	Â�»Ú¹6¶_¿	À�½ÖÈ
jÀôl[ õ�ancd[Àô��°ù]c�axg�i?ô Ò¿	À8»V¿�¿	À8¶�ÐÒð�ñ(¶%õÖÛsÌ~½d´~¿	Â�¿k½�Á	¶_¿	Ã�ÁX·Ú¿	À�¶�»�·8ÂkÇ�¶_Á�»�Âk¼Ö· × À�ÁX½d·�½dÃ8Â	Ì~¼�Þ

ß�À�¶�Âkµ�¶/Ì~¶_¿k½d·3½�Æ.¿	À8¶ × »�Ì¸Ì~Ùs» × µ�Às»�·8È8Ì~¶_Á × »�·Í»�ÌÄÂk½
Ù�¶ÒÊ�¶/·�¶_ÁX»V¿k¶/ÈíÆPÁ	½d¹ ¿	À�¶�ÂkÛ�¶ × ´~å × »V¿	´~½d·ÇT
^ i �t÷E÷ � � øoù]iÕô
ó s$u axg�i Z ^ y5{l| shs |d���lmh_,ancl[tô?ó\m�� � øoù]iÕô
óze
u ó Z v5� [Àô sú {��]�h| sxs ö m�[h� u ô ö�p

�x� Z ø Z [ Z � i Zb� ô?ù�[\ck[ � ô�c
ó Z j Z ø � i � ó]j�ad�Pô$ø\[`[]c`jÀôl[5m?õ�ancl[tô
~h~ ~u ahgni Z ^ s

v c Z ù ótôÕõ�� ú {��]�h| sxs � m�[h� u ô �� e
�x� Z ø ÷ ô?óx[ � ô
ótôk[ � ô ^ c$ø\[ Z øha � [ Z c ø ^ c?ùÀô�c � [ � ô ^ i Z ô$ø\[ s
�x� õlancl[tôo� ö���������o÷ goôEô$øÏô ÷ [ � gni Z ÷�� ô?ù
r p
~x~h~r p

ß�À8¶ × Ì¸´~¶/·?¿0´¸Â�·�½�¿0ÙsÌ¸½ × µ�¶/È�Ë/»�·8È�Ã8Â	¶/Â�¿	À�¶�ÐÒð ñº¹6¶_¿	À�½ÖÈ8Â�� c?óx� u ô øoù Z ø\j�� �»�·8È u ô
ó � c
ó�� � c?óx��� 
¿k½ × ½d·Ü¿kÁ	½dÌ0Ç�À�¶/·¦¿k½
ÁX¶ × ¶/´~Õ�¶�¿	À�¶$»�·sÂkÇ�¶_Á�Õ'´¸»�¿	À8¶�À8»�·8È8Ì~¶_ÁgÞ

ß�À�¶�È�¶/Âk¿kÁiÃ × ¿k½�Á�½�Æ�¿	À�¶ × Ì¸´~¶/·?¿�½�ÙÖók¶ × ¿ × »�·6Ù�¶�È�¶_å ·�¶/È�¿k½�´¸¹
ÛsÌ~¶/¹6¶/·?¿4¿	À�¶*ÙsÃ8Âk¼ÜúÜÇ�»�´~¿	´¸·�Ê × ¼ × Ì~¶
¿	À8»V¿�´¸Â
·�¶ × ¶/ÂXÂ	»VÁ	¼�Ë�» ×_× ½�ÁiÈ8´¸·�ÊÅ¿k½Ï¿	À�¶3êÒòÍà6ÂkÛ�¶ × ´~å × »V¿	´~½d·�Ë�¿k½æÆe½�Á × ¶í¿	À�¶ÔÐÒð ñ ¿k½ÏÈ�¶/Ì¸´¸Õ�¶_Á
¿	À�¶
»�·8Â	Ç�¶_ÁÒÆeÁ	½d¹ ¿	À�¶ÝÂ	¶_Á	Õ�¶_Á/Ë�Ç�À�¶/·Ô»/ÕV»�´¸Ì¸»VÙsÌ¸¶�Þ à�·3¿	À8¶�ÂX´¸¹6ÛsÌ~¶/Â	¿ × »�Âk¶/Â_Ë�¿	À8´¸Â�»�Ì¸Ì~½bÇ�Â ¿	À�¶ × Ì¸´~¶/·?¿ × ½ÖÈ�¶
¿k½Ô¿k¶_ÁX¹
´¸·s»V¿k¶�´¸¹
¹6¶/Ès´¸»V¿k¶/Ì~¼¾»VÆP¿k¶_Á�¿	À�¶É»�Âk¼Ö· × À�Á	½d·�½dÃ8Â × »�Ì¸ÌZË<»�·sÈÅÌ~¶_¿$¿	À8¶�À8»�·8È8Ì¸¶_Á × ½d¹6ÛsÌ~¶_¿k¶É¿	À�¶
× ½d¹6Û Ã�¿	»V¿	´~½d·�Ë ½d· × ¶�¿	À�¶$»�·sÂkÇ�¶_Á�´¸Â�»gÕm»�´¸ÌÄ»VÙsÌ~¶�Þ8ß�À8´ÄÂ*´¸Â�Â	Ã�Ê�Ê�¶/Â	¿k¶/È3Ù'¼Ú¿	À�¶ × ½d¹
¹6¶/·?¿ ´Ä·Ú¿	À�¶ × ½ÖÈ�¶
»VÙ�½gÕ�¶�Þ�à�·�½�¿	À�¶_Á × »�Âk¶/Â_Ë�¶�Þ�Ê�ÞÖÇ�À�¶/·É¿	À�¶ × Ì¸´~¶/·?¿�À8»�Â�¿k½�¶%õÖÛsÌ~½d´~¿�Âk¶_Õ�¶_ÁX»�Ì�»�·8Â	Ç�¶_ÁXÂ/ËÖ´¸¿�¹
»g¼�Ù�¶�·8¶ × ¶/Â�è
Â	»VÁX¼$¿k½�ÂkÛsÌÄ´~¿<¿	À�¶ × ½ÖÈ�¶�Ù�¶_¿vÇ�¶_¶/·6¿	À�¶ × Ì¸´~¶/·?¿�»�·8ÈÝ¿	À�¶*À8»�·8È8Ì~¶_Á~Tg¿	À8´¸Â4¹
»g¼�ÁX¶/Ø?Ã8´¸Á	¶�Âk½d¹
¶*Á	¶_ås·�¶/¹6¶/·?¿
Âk¿k¶_Û Â_Ë<¿k½ÔÈ�¶ × ´¸È�¶�À8½gÇ ¿k½íÛ8Á	½ × ¶_¶/È�ÞV� ½gÇ ¹�Ã × ÀÅ½�Æ*¿	À8¶/Âk¶�Á	¶_å ·�¶/¹6¶/·?¿	Â × »�·æÙ�¶�Â	¿	»�·8È8»VÁXÈ8´ÆF_¶/ÈÅ´¸Â
Âk¿	´ÄÌ¸Ì�»6¹
»V¿k¿k¶_Á�½�Æ.´¸·?Õ�¶/Âk¿	´~Êd»V¿	´¸½d·�Þ



� ÝÉ®<«�±t"v°#�m²v®<«��
ùº¶º¿	À8´Ä·�µB¿	À8»V¿Ú½dÃ�Á¦»VÛ8Û8Á	½d» × À(Â	À�½gÇ ÂÉ¿	Às»V¿�Æe½�ÁX¹
»�ÌÒ¹6¶_¿	À8½'È8Â × »�·(ÛsÌ¸»g¼A»�·�¶/Â	Âk¶/·?¿	´¸»�Ì�Á	½dÌ~¶¾´¸·
× À8»VÁX» × ¿k¶_ÁX´AF/´Ä·�Ê × ½d¹6Û�½d·�¶/·?¿ × ½?½�ÁiÈ8´¸·8»V¿	´~½d·º»V¿�¿	À8¶
»VÙsÂk¿kÁX» × ¿$Ì¸¶_Õ�¶/ÌZË0´¸È�¶/·?¿	´~Æe¼'´¸·8ÊÉ¿	À�¶
´Ä·Ü¿k¶_ÁX» × ¿	´¸½d·8Â
Ù�¶_¿vÇ�¶_¶/· × ½d¹6Û�½d·�¶/·?¿	Â$»�·8Èæ¿	À�¶/´~Á × ½d·?¿k¶%õ'¿_Ë4¿k½Ô»ÍÛ�½d´¸·?¿�Ç�À�¶_Á	¶�Â	¿	»�·8È8»VÁXÈÏÂkµ�¶/Ì~¶_¿	»�Ì,´Ä¹6ÛsÌ~¶/¹6¶/·?¿	»mè
¿	´~½d·sÂ × »�·íÙ�¶�ÁX´~Ê�½�Á	½dÃsÂ	Ì~¼ÚÈ�¶_ÁX´~Õ�¶/È�ËsÆP½�Á�»�Ì¸»VÁ	Ê�¶ÝÂk¶_¿�½�Æ�Â	¿	»�·8È8»VÁXÈí¹
´¸È8È8Ì¸¶_Ç�»VÁ	¶�Þ8ß�À8´¸Â × »�·ÔÌ¸´~Ù�¶_ÁX»V¿k¶
× ½d¹6Û�½d·�¶/·?¿�½�ÁX´~¶/·?¿k¶/ÈìÛ8Á	½�Ê�ÁX»�¹
¹�´¸·�ÊÔÆPÁ	½d¹+¿	À�¶ÚÙsÃ�ÁiÈ�¶/·Å½�Æ Á	¶_Û�¶_¿	´~¿	´~Õ�¶�¿	»�Âkµ'Â/Ë4Ì¸¶/»/ÕÖ´¸·�Ê¾ÂkÛs» × ¶Ú¿k½
¹6½�ÁX¶$´¸·�Ê�¶/·8´¸½dÃ8Â�» × ¿	´~Õ'´¸¿	´~¶/Â_Ë8Á	¶/ÌÄ»V¿k¶/È¦¿k½
¿	À�¶$Â	ÛM¶ × ´¸å × Â�½�ÆG¿	À8¶�Û8Á	½�ÙsÌ¸¶/¹ »V¿�À8»�·8È�Þ

� ±?	4«,®n�:"m�s¯��Ç�!���s«G¬
�
ß�Às´¸Â�Ç�½�Á	µ6Ç�»�Â,Ûs»VÁ	¿	Ì~¼6Â	Ã8Û8Û�½�Á	¿k¶/È�Ù?¼6¿	À8¶&��îÖÑ�ð�à�ßBùëÞP4ÝÞÀ5mÿ?ÉÖâ�5�Î�Ð�Ð�ð�ö�à���ê(»�·8È
¿	À8¶�àx¿	»�Ì¸´¸»�·
òN4 ðÒîÖß Û8ÁX½mó�¶ × ¿Ýî�ê ³Gê ö�à��$Þ0ð$Þ<ö�½dÌ~åº¶%õ'Û�¶_ÁX´Ä¹6¶/·Ü¿k¶/ÈÅÇ�´~¿	ÀÅÎ�ÐÒð ñ�ê�Þ<öÝÞ�Î�ÞGî × À8¹
´¸È8¿Ò»�·sÈÅß�Þ
ï4Ì¸»VÊ�¶/Ì¸ÌÄ»6½VôM¶_ÁX¶/ÈÍÀ�¶/Ì~Û8Æ�Ã8Ì�Â	Ã�ÛsÛM½�ÁX¿ÒçeÁ	¶/¹
½�¿k¶/Ì~¼¦»�·8ÈÍÌ~½ × »�Ì¸Ì~¼�Ë�Á	¶/Â	ÛM¶ × ¿	´¸Õ�¶/Ì~¼�éiÞ

� �5 ^�8
� «,±À�!�
¡ }£¢�}m��UXWZW[RT]xW[`�Ui^ma Q�}b¤.]��T]xW[^_Y[]xWk}M�M`_`iWvagRT^VUXY[RT`i^¦¥?Ui^b�u�VUX�u]�pGUi^ma�Y[�b]�R�W4�/RT�u^mR��mjkUi^bj�]u}�§n¨	©£©�ª¬«,¯®1°	±²¯¨³«,´�¨¶µ�±¸·,¹

º §h»�w,¼�½;¾+¿GÀ Á+Âk¨ ¡�Ã Â_w ¡ Á+Ä	Ág}
¾/}£Å�} Æ�}m�M�mUi^Va/��Ui^maÈÇb}bÆ�RTp�WvUg}�Éq°	ÊË°+Ì¸ÌÍ¹�ÌbÉ�ÊË¨1Î	Ê¶°	©ÐÏ�¹G´1ÍÎ	«lÑ º�Ò ¨	ª¬«�Ó(°	±²²¨	«m} ¥.ababRTpZ`u^g� � ]�pZ�T]x�_w/£<]kUuagRT^m�ÔÆÒUXpZp�}Tw

¡ Á+Ä	Äg}
Õ }�r�}��MRyUi^mj�UXW[RT^mR�UX^Va¦¥,} � `i�TfPw0]kabR�Y[`XW[p�}�ÉÖÊ¶¨�®�×�Ø+«bÓ0ÙJ«,±D×Ú§n¨	«�µ�×�¨	«Û§n¨�¨	ÊËÓ	¸«�°	±²¯¨³«�»¦¨�Ó-¹�Ì ´"°	«�Ó*Üh°	«¬Î	ª °�Î-¹G´1Ý

§ÖÞ�Þ�ßqÏoÙËà ºoá Ù³Þ�à�â(âiw8nu`u�T�m\*] ¡ ¼³Á	ã$`if�Ü]¹Ë®�±²ª�ÊË¹Èà�¨	±D¹G´&8«�§n¨	©oäbª¬±D¹GÊæå�®�;¹G«b®G¹ows¥<\*p�Y[]xWvamUX\Òw�¥<SbW[RT� ¡ Á	Á+Á/}
�gSbW[RT^b�u]xWZ�;çs]xW[�yUi�b}

ãb}*�G}�Æ�`i^/YvUX^m�i]xW[`�Ui^maÈ¥s}V�g]x\*Ry^bR~} �M`u\*S�`upZRT^b���gS�]�jxRT�mjkUXY[RT`i^mp�fh`XW��M`_`XWvabRT^VU	Y[Ry`i^?} ce^Èè)ØËéowgSVUX�u]�p ¡+¡ Ä	¨ ¡�Õ+Õ }
¼/}*�G}5Æ�`u^_YvUX^m�u]oW[`�UX^Va0¥8}8�g]x\*Ry^bR~}Ò£<]x�V^bRy^b�Ò�_��¥0W[jo�bR�Y[]�jxY[�bWvUX���_Ye�g�T]�p�`XW�¥0W[jo�bR�Y[]�jxY[RT^m���_�$£G]o�V^m]x\*]�^_Y[p�}�cP^

¥s}�çGRyamUi�~w	¥�}�êÖRT^m¢u]��Tp�Y[]�RT^?w³¤�}k�gSVUX^m`i�VamUX¢/Ryp�w�Ui^ma�¥,} ¥s} � `u��few�]kabR�Y[`iW[p�w+ë(«�ÓqÙJ« ±D¹GÊG«b°	±²¯¨	«b°+Ì-å�¨¶µJ±²ì�°³Ê1¹ º ÊË®J·¬¸±D¹1®�±²ª¬ÊË¹
í�¨	ÊËî³´¶· ¨GäbÝ\ÉÖÊ¶¨�®J¹J¹ËÓ	¸«¬Î	´£¨¶µ�±¸· ¹�å�Ù³ï�åxÞ Òoáñð â-ò0íÈ¨	ÊËî³´¶· ¨Gäb´1ÝnÉq°	ÊJ±VóXw�SmUi�u]xp�Â³ô	¨�Â³Ágw?�gUi^"êbWvUX^mj�RTpZj�`gwÜ��¥,w��.jxY
¡ Á+Á	ôg}V¥G�ÖÆ r�W[]�pZp�}

ôg}*��Æ"¤�}G���.£.¤�¥ÛÆ�]xpZp[Ui�uRT^b�ÈÇu`iRT^/Y.£G]xngRTpZ]kaÒ�g�m�b\*RTpZpZRy`i^?}qõ?]�jo�b^mRTjkUX�Ö£G]xS�`iWZYG`iW[��`upv�³Á+Ä	� Ã ¼	� Ã ¼_w'�.��öe]�jxY�ÆÒUX^b�
Ui�u]x\*^m]xY÷¤GW[`i�mS?w,êbWvUX\*Ry^b�u�mUi\Òw ÆÒ¥,w ¡ Á	Á+Ä/}
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|JknrSxyg�z�zig��.�S|��ml�g�h���ebgp|Jk�z}��wSg�v�knwSg{����g���|S�~�nxy�
� �SrSwSknoqg�rt��kn��h}g�z}g0knh}v�e.x~r � ��h}o�k���o
g���eb��wSz����Yg�h�s � g���� � �ieSg�z}g�v���o
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� � �ieSg�z}g5�����»k0��knhiwSz����eSg�±E� � ��h}wj��g�knoÑ�yg0knwbg�hiz¢«Ð�xy�~��Ó`�nziv��ag5k�rSw�Ônx~oLÕp���awSv��av�À�¯�¡�g�v0k�oqg
wSxyhig�v�����h}zI� � ©J��hioqkn��ªasaz}�ig�o
z��Jk�rSw�z}g�l�g�h�kn�®� � �ieSgE�ig0knoco
g�o"¡�g�h}z�¡�g�v0k�oqg � �S�~�Ö�U�ix~o
g¥g�o
|S�~�msng�g�z
«×xyr�|Jknh}�ix~v��S�Æknh��JÍ�xyv�eJkng��¤Ø<���ywSzio
xy�ie5¡�g�v0k�oqg/oqknrJkn�nx~rS�4wSxyhig�v����nh�¯��

Ù!�Sh}x~rS�¢��ebg
g�knhi� s�³�¼�½Úz��*©J��h}o�kn��ªasaz}�ig�o
z�wSg�l�g��~��|�g�w{��eSg
©�Ù/Ó8o
�awSg��Ö��v�eSg�v�Àng�h � ��h/v���rSv��bhihig�rt�
�JrSx ��g¥z���k��igfo�k�v�eSx~rSg�z��*©�Ù/ÓC��knzwSg�l�g��~��|�g�wqknzk!h}g�zi�b�y�� � v����~�~kn¡®�nh�k��ixyl�gY�I��hiÀ�¡®g�����g�g�rq©2�nhioqkn�
ªasaz}�ig�o
z¥knrbwq��rSo
��zI°���w5k�zIk<���a��� � ��hl�g�hix � s�xyrS�<�/°¤ª���wSg�zixy��rSz��*�U�I��knz��bzig�wqg��a��g�rSzix l�g��ys
x~r£��eSg
wSg�zix~�nr4� � ��eSg¥d)³n¼�¼�¼���hiknrSz}|S�b��g�hYknrSw"�ieSg ¶ ²m¼nÛ!h}���b�ix~rS�!v�ebx~|��Yªa�S¡Szig�Ü��Sg�rt��� s��axy�+�¥knz�bzig�w£xyr���eSg
wSg�zix~�nrqk�rSw4l�g�h}xy�Jv�k���xy��r4� � k � kn�S�y���U�i���~g�h�knrt�+|Shi�av�g�zizixyrS�<z}saz}�ig�o � ��hYk!ebx~��e��Uhig��~xÆk�¡Sx~�yxy��s/g�o"¡®g�wSwSg�w
v��nr��ihi����z}saz}�ig�oÝx~r¢v���rÊÞ}�Srbv���xy��r¢�)xy�ie�Ù!h�kn|�g�h)°?kn¡���h�kÊ����h}x~g�zIx~r5�ieSg:º!ª®�J©*Ù/Ó � ���Srbw�|bhig�laxy���Szi� s
�SrSwbg���g�v��ig�w � kn�S� ��z�x~rq�ieSg!|Sh}�n������s�|�g�wbg�l�g��~��|�g�w¢¡ts�Ù!h�kn|�g�h��bk�rSw���knz¥�Sz}g�w¢x~r5k�hig�wSg�z}x~��r¢� � ��eSg
zi� � ���¥knh}gn�dfeSxyz�hig�wSg�z}x~��r4��knzY|Shi�mlng�w
v���h}hig�v��0�aknrSw"�ieSg¥�JrJk��Sv��awSg¥��knzYhig�wb�Sv�g�w5ß�à�|�g�h}v�g�r�� � h}��o
��eSk��)� � ��eSg<��h}x~��xyrJkn�á�

Ø/xyl�g�r"��eSg¥kn¡®�mlngfz}��k�h}�0�nxy�*��knzYknz}zi�So
g�w"�ieJk��Y©J��h}o�k��bª�s�z���g�oqz��I���S�yw4Üa�bx~v�À��ys���hi�m��x~rt�i�/k!�Æknh}��g
|Sh}�n�S��k�¡S�~gfv���oq|Sknrts���ÅE�y��eb���S��e£zi�bv�v�g�ziz � �S�á�a��eSxyz��hi�m�f��e
eJknzYrS����sng���eJkn|b|®g�rSg�w��Y�?�)x~�y�Sx~rSwbx~v0kÊ��g
¡�g��~�m��zi��o
g<� � ��eSg<�~g�ziz}��rSzf��g:eJk0l�g:�~g�knhirbg�w��Jk�rSw�xyrSwSxyv0k��ig/zi��o
g/rSg��Nv���o
o
g�hiv�xÆkn�®z}�ih�k��ig���xyg�z��



â ã �Y�
ä����!� �

å 7}æ 9 WHJç�=�TJO�M!èêé!HJFIë/^�=¤\cRÉìÉO�TSí[î?ï!RaTbF�\c=?HJR

ð h}g��~�bv���k�rSv�g/���£�Sz}g�rbg��ñrb�n��k��ix~��r

ð v���r � �Sz}x~��r��ml�g�hEo"�b�y��x ���Swbg!� �¤� ��hioqkn��o
g��ieS�awSz

ð �yg�l�g��� � kn¡Sx~�yxy��s�knrSw{g���|�g�h}x~g�rbv�g£rSg�g�wSg�w{�����SrSwSg�hiz���knrSwpknrSw{wSg�zix~�nr{o
�awSg��yz/zix~o
|S� s��i���
eSxy��e

ð v���hih}g�v��irSg�z}zf� � z}� � ���¥k�hig!rS���¥v�h}�Sv�x~kn�áË�|���z}����|Sh}��wb�Sv��ix~��rqg�hih}��hizIv0knr�¡®gE|Jk���v�ebg�w��ml�g�hIx~rt��g�h��
rSg��

ð � ��h}o�k���o
g���eb��wSz)z}g�g�r�knz)v0k��SzixyrS�q�brJknv�v�g�|b��kn¡S�yg:wbg��Æk0s¢xyr5��eSg<wSg�l�g��~��|So
g�rt�E|Shi�av�g�ziz

ð v���rt��knv����)xy�ie.v��Sz}�i��oqg�h�xyz`laxÆk£��eSg�x~h`hig�zig0k�hiv�e�wSg�|Jknh}�ioqg�rt���)eSxyv�e�v���o
g�z)���
lax~g���sn���»knz
k4v��noq|�g��ixy���nh � ��hfhig�zi���bhiv�g�z

å 7 å ò =?î�í/M/O�îÒWY^
é!HJFIë/^�=¤\cR

ð o
g��ieS��wbzf� � ��g�r�wS�£rS���Ez}v0kn�yg

ð z���k��ig���gG��|S�~��z}x~��r�xyr�o
�awSg��Ö��v�eSg�v�ÀaxyrS�

ð wSx ó
v��S� �f���£o�k�Àng!���a����z}�S|S|���h}�`�Szikn¡S�yg � �nhf|Sh�knv���x ��x~�nrSg�h}z

å 7Uô õ�M�TS=?H2M!WY^�é!HJFIë/^Q=+\cR

ð ���a�aw¢hig�z}g0knh}v�eSg�h}z!knh}g<� � ��g�r�rb�n�`�����aw�k��`oqknhiÀ�g���xyrS�

ð h}g�zixyz}��knrSv�g<� � knv�knwSg�o
x~v�zf���
k4v�eJknrS��g:� � v��S� ���Sh}g

ð �ig�o
|b��k��ix~��r5�i�£¡®g�v���o
g<zi�S¡�wSg�|Sknh}�ioqg�r��`� � �SrSx l�g�hizix ��s

ö ¨¢�q� � �*�
�0,.��	��
���
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Í���z���� � ��eSg:v��bhihig�rt���I��hiÀ�k��E©J��hioqkn�?ª�s�z���g�oqzEx~rtl���� l�g�zE��ebg��Sz}g�� � ©�Ù/Ó:���)eSx~v�e�gG��|S�~��h}g�z)��eSg
¡�g�eJk0lax~���bh�� � kj|Sknx~h
� � |Sh}��v�g�z}zig�z����Sz}x~rS�p��eSg���|®g�h�k��ix~��rSkn�)zig�oqknrt��xyv�zq� ��¶ ªb·Â���µwSg���g�hio
x~rSg
�)eSg���eSg�h���rSg<|Sh}��v�g�z}z4«Ã�ieSg:x~o
|S�~g�oqg�r���k���xy��r2¯Yhig��SrSg�zEknrS�n�ieSg�h�«Ã�ieSg<zi|�g�v�xy�Jv�k���xy��r2¯¥��h��Jx � rS���0�S���
�JrSw{k5v����Srt��g�hig��bkno
|S�yg
¡ts.|Shi�awS�Sv�x~rS��k5¡�g�eJk0lax~�n�Sh/� � ��eSg4xyoq|b�~g�o
g�rt��k���xy��r�rb�n� � ���SrSw�xyr���eSg
zi|�g�v�xy�Jv�k���xy��r��Yº`zix~rb�"��eSg<z�k�oqg/�~knrS���Jk���g � ��hfwbg�ziv�hixy¡Sx~rS�4¡��n�ie�z�saz}��g�oqz`knrbw�|Sh}��|�g�h}�ix~g�z¥��hig�k���� s
zixyoq|b�~xy�Sg�z¤z}��g�|t�)x~zig)h}g��JrSg�oqg�rt��knrSw£v���o
|���zix ��x~�nrJkn�twSg�l�g��y��|So
g�rt�E«×z}g�g:øùÓ)úÆ¯��n�U�Ykn�~z}�!|Sh}g�zig�rt��z��eSg
�Sz}g�hf�)xy�ie���rb�ys5�nrSg<rS�n��kÊ��x~�nr5���£o�k�z}��g�h��



�U��x~z<v��yg0knh<��eJkÊ��z}��oqg£z�s�z���g�oÑ|Sh}��|�g�h}�ix~g�z�knh}gq¡�g�z��"wSg�ziv�hix~¡�g�wpx~r{��g�h}oqz<� � z}��kÊ��g
v�eJknrS��g�z4knrSw
�n�ieSg�h}z
xyr¿��g�h}oqz4� � v���oqo��SrSx~v�k���xy��rSz��µ�U�£x~z
kn�yzi��v��yg0knh"�ieJk��
kn������oqk���g�w¿l�g�h}xy�Jv�k���xy��r���x � |���z��
zixy¡S�~g���xyzqz}��oqg���xyoqg�z
o
��h}g�g�ó
v�x~g�rt��laxÆk»��eSg���hig�o£�U|Shi�ml�g�hiz�knrSwÉz}��o
g���xyoqg�z£oq��h}g�g�ó
v�xyg�rt��laxÆk
o
��wSg�� �Uv�eSg�v�À�g�hiz�«}ø¾ÓEªbÓfúá�~øùÓ�ªSØ!úÆ¯��+ºEzixyrS��knv���xy��rjz�s�z���g�oqz���x �"xyz�|���ziz}x~¡S�yg
�i����xylng¢k.z���k��ig���¡Sknzig�w
kn|S|bhi�tknv�e��)x ��eSxyr���eSg4z}g�oqknrt��x~v�z/� ��¶ ªb·û«}ø¾Ð�úá�~øÚÍ�úü¯G�?knrSw���e��Sz/�Sz}g
©�Ù/Ó'�i�¢v�eSg�v�À�z���k��ig���¡Sknzig�w
|Sh}��|®g�h}�ix~g�z��4Ó)g�v�g�rt�:�I��h}À�x~r�øùÓ�ª�ú��xylng�z<k5��g�v�eSrSxyÜa�bg � �nh/v����S|b�~x~rb�5zi|�g�v�xy�Jv�k���xy��r{knrSw�l�g�hixy�Sv0kÊ�
��xy��r»� � v���o
|®��rbg�rt��z<�)xy�ieSx~rpk�z�saz}��g�oÑ�bzix~rb��z���k��ig���¡Sknzig�wjzi|�g�v�xy�Jv�k���xy��rpknrSwp�ieSg��nhig�o4��|bhi�mlax~rS�
��r¿z}��oqg¢v���o
|®��rbg�rt��z4k�rSwCg�l�g�rt�}��¡Sknzig�wÉzi|�g�v�xy�Jv�k���xy��rCknrSw¿o
�awSg��Ö��v�eSg�v�ÀaxyrS����r¿�n�ieSg�h}z��pdfeSx~z
�I��hiÀ5xyz)¡Jknzig�w��nr��ieSg/��eSg���h}s¢� � h}g��JrSg�oqg�rt�Exyr¢��eSg<zig�o�k�r��ix~v<o
��wSg��~z¥� �¶ ªb·¤�

Ó)g�v�g�rt���I��h}À¢ø¾±<ÓfúJeJk�zYkn�~z}�!zieS�m�)r
eS�m�$�ieSgfzig�o�k�r��ix~v�z� � «×hig�kn� �á��xyoqg0¯?dfxyoqg�w ¶ ªb·�øùÓEÓfúJv�knr£¡®g
��hiknrSz}�Æk��ig�w�x~rt���qk
wbx~ziv�hig���g<��x~o
g�w�o
��wbg�� � ��h ¶ ªb·�xyr��)eSxyv�e.|Sh}��|�g�h}�ix~g�z`v�knr.¡�g:oq�awSg��Ö��v�eSg�v�Àng�w
��r�©�Ù/Ó<�*ý`g�rSv�gn�Ixy�"xyz4rS�m�%|���z}zix~¡b�~g��i��zi|�g�v�x � s¿knrbwClng�h}x � sj�ig�o
|®�nh�kn�I¡®g�eJk0l�xy���Sh"�)x ��eSxyrj��eSg
z�k�oqg/rS����k��ix~��r��

ôf7 å þ TaTSWî2ç RaTbW*TS=�ÿ�=�B�é/^�F�RSOQFIM WYM!@LR�îÒWY^}O�M!èêé!HJFIë/^�=¤\

�Eg��Év���o
|Shig�zizixy��r��ig�v�eSrSxyÜ��Sg�zYwSg�l�g��y��|�g�w4¡ts4©J��h}o�kn��ªasaz���g�o
z�ml�g�h*��eSg�|Jknz}� � g���s�g0k�hiz����n��g��ieSg�h
�)xy�ieµx~rbv�hig�knzig�w¿|Shi�av�g�ziz}x~rS��|��m��g�h"eJknz�zix~�nrSxy�Jv�knrt��� s»h�knxyzig�wp��eSgqra�bo"¡®g�h"� � z���k��ig�z��)eSxyv�eµv0k�r
¡�g.g���|S�y��hig�w��u�U�5xyzqrS�m� |Shiknv��ix~v�kn�f���jgG��|S�~��h}g��)«Q²m¼���¯£z}��k���g�z5k���²m¼���|�g�h
eS���bh���r$z}��k�rSwJknh}w
eJknh}wb��knhig��Iý`�m��g�l�g�h����ieSx~z)xyzfz}��xy�~�®rS�n�)zi��óqv�x~g�r�� � ��hfoqknrts¢hig�kn� �á���nhi�~w¢|bhi��¡S�yg�o
z��

Ó)g0kn�/k�wbl�knrSv�g�z¢���µ��ebg�|Shi��¡b�~g�o knhig�v���o
x~rS� � h}��o ��eSg��I��hiÀÉx~r'«iøùÓ)�yú�Æø¾ªbÓ)g�ú�Æø¾ªbÓ)�núü¯
��ruwJk���k
x~rbwSg�|�g�rSwbg�rSv�gqk�rSw�x~rSwb�Sv��ix~��r��<dfeSg"�I��h}À.x~r�øùÓ`°Òú*��xylng�z/o
g��ieS��wbz����¢v�kn�~v��S�Æk��ig"kn������oqk���xyv0kn�y�ys
��ebhig�z}eS���ywSz � ��h"o
��wSg���|Jk�h�kno
g��ig�hiz4z}�Sv�e�k�z4zix	��g¢� � wJk���k.��sa|�g�z���r��So"¡�g�h4� � rS�awSg�z��Ig���v��µ� � k
o
��wSg��®xyz¥x~rbz}��k�r��ixÆk��ig�w��)x ��e¢|Jk�h�kno
g��ig�hiz�� � k��f�~g�knz}�I��eSg/z}x	��g!� � ��eSgE��eSh}g�zieb���~wSz)k�rSw�k"|Shi�n|®g�h}��s
x~z`|Sh}�Ïlng�w»v��nhihig�v����®��ebg�r.�ieSg"|Sh}��|®g�h}��s�x~zEg�z���kn¡S�yx~z}eSg�w�v���hih}g�v�� � ��h�kn�~�Òl�kn�~�bg�z`� � ��eSg�|Jknhiknoqg���g�h��
�Eg��ñxyrSwS�Sv���x~�nr��ig�v�eSrbx~Ü��Sg�z`x~rpø¾ªbÓ)g�ú¤knrSw�v��no"¡Sx~rbg�w¢�)xy�ie�wSk���kÊ�Ux~rSwbg�|�g�rSwSg�rSv�g<h}g�zi�b�y��z)xyrjø¾ªbÓ)�nú
knh}g/kn�~z}�4|Shi�mlax~rb�4|®�m�Ig�h � �b����g�v�eSrSx~Ü��Sg�z)x~r5��ebg!hig�wS�Sv��ix~��r¢� � �ieSg/z}��k���g/z}|Jknv�gn�YdfeSg�z}g/��g�v�ebrSx~Ü��Sg�z
kn�y�~�m��©�Ù/Ó��i� � ��h}o�k��~�ys£g�z}��kn¡S�~xyzie�|Shi�n|®g�h}��xyg�zf� � knh}¡Sxy�ih�knh�s5¡ShiknrSv�eSxyrS�£rSg����I��hiÀ�z��
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Å�z`o
g�rt��xy��rSg�w�kn¡��ml�gn�2��ebg���h}x~��xyrJkn��kn|S|S�yx~v0kÊ��x~�nr¢wS��oqknx~rSz � ��h`©J��h}o�kn�Òªasaz}��g�oqzEknrSw.©�Ù/Ó��Ig�h}g
x~r��ieSg£wSg�z}x~��r{knrSw»l�g�hix �Jv0k��ix~��r�� � �!°+ªa�!knrSw{g�o�¡®g�wSwSg�w{v��nr��ihi���z�saz}��g�oqz��q�U�/��knz:��rS� s.�)eSg�r
rS�n�ix~v�x~rS�4��eSk��Ek
�~knhi��g/|�g�h}v�g�r���kn��g:� � �ieSg:kn�SwSxyg�rSv�g�kÊ��k�r�xyrSwS�Sz���hix~kn��v����Shiz}g��n�®g�h}g�w�¡ts�©2�nhioqkn�
ªasaz}�ig�o
z�x~r�Ð���z�����r���g�hig � h}��o Ç zig�v��Sh}xy��saÈ/kn�ng�rSv�x~g�z��n��eSk��*x �¤¡®g�v0kno
g�g�l�xywSg�rt�*xy�+oqxy��et�+¡�g�¡®g�rSg��b�
v�x~kn���i�<|Shi�awS�Sv�g)kn|S|S�yx~v0kÊ��x~�nrSz*xyr"��eSg)wS��oqknxyr"� � v���o
|S�b�ig�hz}g�v��bhixy��sn�dfeSg)hig�zi�S� ��x~rb�<kn|S|S�yx~v0kÊ��x~�nrSz
���£z}g�v��bhixy��s5|Shi�n�i��v����~z¥knrSw�x~r � �nhioqk���xy��r�
J�m�NwSg�lng��~�n|®g�w�¡ts�Ó)��ziv���g<k�rSw�Õp�a��wSv���v�ÀqeJk0l�g<zixyrSv�g
knv�eSxyg�lng�w�k�r�k��~o
��z}�f¡�g�rbv�eSo�k�hiÀ¢z}��k����bz � �nh)kn|S|S� s�xyrS�4o
��wSg�� �Uv�eSg�v�À�g�hiz��

¶ �Sh}hig�rt�i�ys��)g�x~��et��s$|®g�hiv�g�rt�¢� � ©J��hioqkn�Eªasaz}�ig�o�½Úz�v���rt��hiknv��iz¢knh}g.x~r$��eSg�wb��o�k�x~r�� � v���o
|S�b�ig�h
zig�v��Sh}xy��s5knrSw�knhig � �SrSwSg�w�¡ts5º�Á'knrSw�º!ª5kn�ng�rSv�x~g�z���Õjg<k�hig!rS�m��oq�mlax~rb�"x~rt���"�ieSg!v���oqo
g�h}v�x~kn�
zig�v��Sh}xy��s�oqknhiÀ�g����
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Å�z/rb�n��g�w�����eSg�hig4xyz!v���rbzix~wbg�h�k�¡S�~g4h}g�zixyz}��knrSv�g"�i�5��eSg4�bzig4� ��� ��hioqkn�¤oqg���eS�awSz!¡ts.|®�n�ig�rt��x~kn�*v��Sz��
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Abstract
With the rapid growth of networking andhigh-computingpower, the demandof larger and

morecomplex softwaresystemshasincreaseddramatically. To dealwith thecomplexity in de-
signinglarge-scalecomplex softwaresystems,theconceptof component-basedsoftwaredesign
hasgainedpopularityrecently. However, in pursuingacomponent-basedapproachthereareob-
staclesto be overcome.Oneof themis the state-explosionproblemin the formal verification
of large-scalecomponent-basedsystems.In this paper, we introducea modelingtechniqueand
two condensationtheoriesto modelandverify component-basedsoftwaresystems.Ourconden-
sationtheoriesaremuchweaker thancurrenttheoriesusefulfor thecompositionalverification.
Moresignificantly, ournew condensationtheoriescaneliminatetheinterleavedbehaviorscaused
by asynchronouslysendingactions.Therefore,our techniqueprovidesa muchmorepowerful
meansfor the compositionalverificationof asynchronousprocesses.Our techniquecan effi-
ciently analyzeseveral state-basedproperties:deadlockstateandreachablestate. The experi-
mentalresultsshow a significantimprovementin the analysisof large-scalecomponent-based
systems.

1 INTRODUCTION
With the rapid growth of networking andhigh-computingpower, the demandof larger and

morecomplex softwaresystemshasincreaseddramatically. Examplesincludeweb-basedsys-
tems,multimediasystems,telecommunicationsystems,intelligentagentssystems,flight control
systems,patiencemonitoringsystems,robotics,virtual realitysystems,andsoon. However, the
developmentof large-scaleandcomplex softwaresystemsis muchmoredifficult anderrorprone.
Thisis dueto thefactthattechniquesandtoolsfor assuringthecorrectnessandreliability of soft-
waresystemslag far behindthe increasinggrowth of sizeandcomplexity of softwaresystems.
The resultsareunreliableandpoorly performingapplications,delayedprojects,andconsider-
ablecostoverruns. In orderto improve theusabilityandreliability of large-scalesystems,the
supportingtechniquesanddevelopmenttoolsneedto begreatlyenhanced.

Formal verificationis rapidly becomingacceptedasa promisingandautomatedmethodto
verify thecorrectnessof softwaresystems.Despitemany worksin theareaof formalverification,
one of main bottlenecksso far is the stateexplosion problem. When the size of a software



systemincreaseslinearly, theanalysiscomplexity of thesystemcouldgrow exponentially. The
capabilityandperformanceof currenttechniquesstill cannotefficiently verify typicallarge-scale
softwaresystemsin practice.

A technique“compositionalverification”, which is consideredmoresuitablefor analyzing
well-definedsubsystems,suchascomponent-basedsystems,hasbeenproposedby researchers
to dealwith thestate-explosionproblemof large-scalesystems.However, currentcompositional
verificationtechniquesareefficientonly for verifyingevent-basedpropertiesof synchronouspro-
cesses.In thispaper, weintroduceamodelingtechniqueandtwo condensationtheoriesto model
andverify component-basedsoftwaresystems.Ourcondensationtheoriesaremuchweaker than
currenttheoriesusefulfor thecompositionalverification.Moresignificantly, ournew condensa-
tion theoriescaneliminatetheinterleavedbehaviors causedby asynchronouslysendingactions.
Therefore,our techniqueprovides a much more powerful meansfor the compositionalveri-
fication of asynchronousprocesses.Our techniquecanefficiently analyzeseveral state-based
properties:deadlockstateandreachablestate.Theexperimentalresultsshow a significantim-
provementin theanalysisof large-scalecomponent-basedsystems.

2 THE MODEL
This sectionintroducesa model,namelymultisetlabeledtransitionsystems(MLTSsin the

sequel). MLTSs are closely relatedto labeledtransitionsystems(LTSs for short) which are
intensively usedasa state-spacemodelin the family of processalgebras.Therearethreedis-
tinguishingfeaturesbetweenMLTSsandtraditionalLTSs. First, the label of a transitionis a
multisetof actionsin MLTSsinsteadof oneactionin LTSs. Second,we make a cleardistinc-
tionbetweensynchronouslycommunicatingactionsandasynchronouslycommunicatingactions.
Third, thecompositionof traditionalLTSsis for synchronousprocessesonly, while thecomposi-
tion of bothsynchronousandasynchronousprocessescanbeachievedin MLTSs.Thesefeatures
of MLTSspromisethedevelopmentof anew mechanismfor compositionalverification.With the
useof thenew mechanism,thehighanalysiscomplexity of large-scalesystemscansignificantly
bereduced.

Ready

SERVER

Retrieve-data
Send-data

Receive-Req

Figure1: MLTSspecificationof aserver.

Thebehavior of a processcanbemodeledby anMLTS.An MLTS consistsof states,transi-
tions,actions,andoneinitial state. In graphicalrepresentationof MLTSs,astateis denotedby a
shadedcircle,anda transitionby a solid arrow labeledwith actions. The initial stateis pointed
outby adottedarrow.

A statein MLTSscould be interpretedasa condition. The statesof an MLTS describethe
possibleconditionsof aprocess.For instance,Figure1 givesanMLTSwhichspecifiesaserver.
Theconditionof SERVERis eitherreadyto accepta request(stateReady) or busy in retrieving
data(stateRetrieve-data). Thestateof anMLTS is changedby theexecutionof actions. Once
SERVERperformsthe actionof receiving request(Receive-Req), the conditionof SERVER is



changedfrom stateReadyto stateRetrieve-data. The condition of SERVER returnsto state
ReadyafterSERVERsendsout data(actionSend-data). An initial stateis theconditionat the
beginning.Theinitial stateof SERVERis Ready.

The relationshipof statesandactionsis representedby transitions. A transitioncontainsa
startingstate, oneor moreactions, andanendingstate. For example,transition(Ready, Receive-
Req,Retrieve-data) indicatesthatstateRetrieve-datais reachablefrom stateReadyby theexe-
cutionof actionReceive-Req. In thefollowing, wefirst give theformaldefinitionof MLTSs.

Definition 2.1Multiset LabeledTransition Systems(MLTSs)� A multi-set MSconsistsof asetD ��� andamappingMS: D ����� N, whereN =
�
1,2,3,...� is

thesetof positive integers.MS is saidto beamulti-set of a setS if f (if andonly if) D ���	� S.� A MLTS is aquadruple(S, 
�� , T, s�� ), where
1) S is asetof states; s�� is the initial state;
2) 
 � , which is a setof actions(transitionlabels),comprisesinvisible (or internal) action ( � )
andcommunicatingactions 
 , where 
 consistsof 
	����� (synchronouslycommunicatingac-
tions), 
�� � (asynchronouslysendingactions), and 
���� (asynchronously receiving actions);
and
3) T � S � M ����� S is a setof transitions suchthat � (s, m , s’) ! T: m is a non-empty
multisetof 
�� .

In MLTSs,a transitionis labeledwith a multisetof actions. A multisetconsistsof count-
ableobjects. This meansthat an actioncanhave multiple instancesin a transitionlabel. We
usesynchronouscommunicationand/orasynchronouscommunicationastheprimitive meansof
communicationbetweenprocesses.Synchronouslycommunicatingactions( "  $#%� ) in MLTSsare
usedto specifyunbuffered modeof synchronouscommunicationwhich is usuallyreferredto
ashandshakingor rendezvouscommunication.Synchronouscommunicationbetweenprocesses
is performedthrougha simultaneousexecutionof actionswhich readfrom or write to a shared
channel.In otherwords,actionswhichreadfrom or write to asharedchannel,have to takeplace
at thesametime.

Thesemanticsof asynchronousinteractionof MLTSsis essentiallythesameasasynchronous
messagepassingusedin NIL [5] andPLITS [2]. In asynchronouscommunication,a sending
processis not blocked to wait for its communicatingpartners. Oncea messageis ready, the
processis free to performits asynchronouslysendingaction. Messageswhich have not been
received by receiversarestoredin the buffers of channels.In MLTSs,the channelbuffers of
asynchronouscommunicationhaveunboundedcapability. An asynchronouslyreceiving process,
asin the caseof synchronouscommunication,may be blocked in orderto wait for messages.
Notethatchannelsfor synchronouscommunicationhave no buffer for thestorageof messages,
sincesynchronouscommunicationbetweenprocesseshasto take placeat thesametime.

3 DEADLOCK STATE AND REACHABLE STATE
In this section,we focuson thepropertiesof deadlockstatesandreachablestates.A stateis

saidto be reachable in an MLTS if the statecanbe reachedfrom the initial statevia directed
edges.Recallthata statein MLTSscouldbeinterpretedasa condition.Thus,a reachablestate
canbeconsideredasa possibleconditionthataprocessor systemcanreach.



A systemis said to be deadlocking if the systemhasreacheda condition(state)suchthat
the systemcannotdo anything. In practice,a deadlock state reflectsa failure or successful
terminationof asystem.In orderto distinguishfailurefrom successfultermination,wepreserve
the conditionsof deadlockingsystems,i.e., deadlock states. From the inspectionof deadlock
states, we caneasilydeterminewhethera deadlockingsystemfails or successfullyterminates.
In addition,a deadlock state, which providesdetailedconditionsof thewholesystem,is useful
for debuggingandmodifyinganimpropersystemdesign.Thefollowing definesreachablestates
anddeadlock statesin MLTSs.

Definition 3.1 (ReachableStates)
Let (S, 
�� , T, s&� ) beanMLTS.A states is reachablein (S, 
�� , T, s&� ) if f
1) s= s�� or
2) ' (s( , m) , s) ) *+*+* (s�-,.) , m� , s� ) suchthat
i) /�021 , ii) s( = s�� , iii) s� = s, andiv) � 1 3 j 3 n: (s45,.) , m4 , s4 ) ! T.

Definition 3.2 (DeadlockStates)
Let (S, 
�� , T, s&� ) beanMLTS.A states is a deadlock stateof (S, 
�� , T, s&� ) if f
1) s is reachablein (S, 
 � , T, s�� ) and2) 6' (s,m, s’) ! T (shasnooutgoingtransition).

4 CONDENSATION THEORIES FOR MLTSs
Thissectionpresentsournewly derivedcongruencetheoriesfor thecompositionalverification

of deadlockstatesandreachablestates.Wecall ourcongruencetheoriesIOT-failure equivalence
and IOT-stateequivalence. IOT-failure equivalencepreserves the propertyof deadlockstates
while IOT-stateequivalencepreserves the propertyof reachablestates.We will explain these
two congruencetheoriesusingsimpleexamples.

4.1 Pathsand Input/Output-T races(IO-Traces)
The computationof an MLTS canbe describedin termsof paths. A pathis an alternating

sequenceof statesandtransitionsin MLTSs.For example,MLTSP7 in Figure2 hasapath8 7 =
�
s( , (s( , Ch) , s) ), s) , (s) , Ch9 !, s9 ), s9 , (s9 , Ch: !, s: ), s: , (s: , Ch; , s; ), s;<� .

For simplicity, wealsowrite path 8 7 as�
s( , Ch) , s) , Ch9 !, s9 , Ch: !, s: , Ch; , s; � .

Similarly, MLTSP7%,>= in Figure2 hasapath8 7%,>= =
�
s( , (Ch) , Ch9 !, Ch: !), s: , Ch; , s; � .

Path 8 7 meansthat if the local conditionof MLTS P7 is states( , thenP7 is readyto sequen-
tially executeactions

�
Ch) , Ch9 !, Ch: !, Ch; � andto sequentiallyreachstates

�
s) , s9 , s: , s; � .

However, the executionalongpath 8 7 may fail dueto someconditionoutsideMLTS P7 , i.e.,
theenvironmentconditionof P7 . In otherwords,for theoccurrenceof a pathto besuccessful,
weneedto considertheglobalconditionwhichconsistsof a localconditionandanenvironment
condition.

We useIO-tracesin orderto deduceandcomparetheglobalconditionsrequiredfor theoc-
currencesof paths(actions).IO-tracesarederived from pathsby removing somedetailswhich
areirrelevantto thesuccessof paths’occurrences.Basedon IO-traces, wehave developedIOT-
failure equivalenceandIOT-stateequivalenceaspresentedin thefollowing sections.



P7

0

Ch1 Ch2 ! Ch3 !
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0
Ch1 
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Ch4

Ch5 ? 5

3
Ch4 4

Ch5 ? 5

Ch2in=0, Ch3in=0, Ch5in=1

Figure2: Exampleof pathsandIO-traces.

An IO-traceconsistsof i) a startingstate,ii) anendingstate,andiii) a sequenceof multisets
of actions.Informally speaking,anIO-traceis derivedfrom apathby

1) removing intermediatestates,
2) replacinga transitionwith two orderedelements(multisets),i.e., i) its environmentpre-
conditionandthenii) its environmentpost-condition,
3) removing emptymultisetsof actions,and
4) summingupadjacentmultisetsof environmentpost-conditions.
The environmentpre-conditionof a transitionconsistsof synchronouslycommunicatingac-

tionsandasynchronouslyreceivingactionswhicharelabeledon thetransition.Theenvironment
post-conditionof a transitionis representedby asynchronouslysendingactionslabeledon the
transition.Theexecutionof invisibleactionsdoesnot interactwith theenvironment.Therefore,
invisibleactionsarenot includedin IO-traces. Let usconsiderMLTSsin Figure2 asanexam-
ple. AssumethatCh) andCh; aresynchronouscommunicationchannelsbetweenprocessesP7
andP? . It is clearthat the environmentpre-conditionof transition(s( , Ch) , s) ) is

�
Ch)@� ; the

environmentpost-conditionof transition(s( , Ch) , s) ) is null. Now let usderive the IO-tracefor
thepath 8 7 =

�
s( , Ch) , s) , Ch9 !, s9 , Ch: !, s: , Ch; , s; � in MLTS P7 above. After 1) removing

intermediatestatess) , s9 ands: , and2) replacinga transitionwith its environmentpre-condition
andthenits environmentpost-condition, weget

s( , � Ch)@� , � � , � � , � Ch9 ! � , � � , � Ch: ! � , � Ch; � , � � , s; .
After that,weremoveemptymultisetsof actionsandsumupadjacentmultisetsof environment

post-conditions(or asynchronouslysendingactions). As a result,theIO-traceof path 8 7 is
IOT8 7 = s( , � Ch) � , � Ch9 !, Ch: ! � , � Ch;<� , s; .

Similarly, we canderive theIO-traceof path 8 7%,>= =
�
s( , (Ch) , Ch9 !, Ch: !), s: , Ch; , s; � in

MLTSP7%,>= above as
IOT8 7%,>= = s( , � Ch)@� , � Ch9 !, Ch: ! � , � Ch; � , s; .

Frompaths8 7 and 8 7%,>= , wecanseethattwo differentpathsmighthaveanidenticalIO-trace.
IO-tracesareusefulfor predictingthesuccessfuloccurrencesof paths(or actions).Basedon IO-
traces, IOT-failure equivalenceand IOT-stateequivalencewill be presentedin the following
sections.



4.2 IO-TraceFailures(IOT-Failures)
In ordertoefficientlyanalyzealarge-scalesystem,it isdesirabletoeliminatedatawhichareir-

relevantto theverificationof interestingproperties.Our IOT-failureequivalenceis developedfor
thecompositionalverificationof deadlockstates.ThismeansthatIOT-failureequivalentMLTSs
are interchangeablein the compositionalverificationof MLTSswithout lossof any deadlock
state.IOT-failure equivalenceis very usefulfor reducingthesize(complexity) of MLTSswhen
we focuson thepropertyof deadlockstates.

Informallyspeaking,anIOT-failure for anMLTSis apairconsistingof i) anIO-tracet starting
from theinitial stateandii) thesetof environmentpre-conditionsfor theoutgoingtransitionsof
theendingstateof t. In addition,theendingstateof theIO-tracet above shouldbestable.

A states is saidto be stableif f s doesnot have any out-transitionwhoseenvironmentpre-
conditionis empty;otherwises is non-stable. In otherwords,only stablestatesarecandidates
for theconstructionof deadlockstates,becausea non-stablestatehasat leastoneout-transition
which is guaranteedto beexecutablein any conditionof theenvironment.

Let usconsiderMLTS P7 in Figure2 asanexample. In MLTS P7 , both transitions(s) , Ch9
!, s9 ) and(s9 , Ch: !, s: ) have anemptyenvironmentpre-conditionbecausethey executeneither
synchronouslycommunicatingactionnor asynchronouslyreceivingaction. Therefore,statess)
ands9 arenon-stable. In contrast,statess( , s: , s; , andsA arestable. Thesestablestatesare
reachedfrom theinitial states( via thefollowing IO-tracesrespectively:

IOT8 ( = s( , B , s( ,
IOT8 : = s( , � Ch)@� , � Ch9 !, Ch: ! � , s: ,
IOT8 ; = s( , � Ch) � , � Ch9 !, Ch: ! � , � Ch;<� , s; , and
IOT8 A = s( , � Ch)@� , � Ch9 !, Ch: ! � , � ChA ?� , sA .

FromthesestablestatesandIO-traces, wegetfour IOT-failuresin MLTSP7 :
IOTF( = (IOT8 ( , � Ch)@� ),
IOTF: = (IOT8 : , �C� Ch; � , � ChA ?�C� ),
IOTF; = (IOT8 ; , B ), and
IOTFA = (IOT8 A , B ).

IOT-failuresIOTF; andIOTFA have anemptysetof environmentpre-conditionssincestates
s; andsA have noout-transition.States: hastwo out-transitions(s: , Ch; , s; ) and(s: , ChA5D , sA ).
Transition(s: , Ch; , s; ) hasan environmentpre-condition

�
Ch; � , andtransition(s: , ChA@D , sA )

hasanenvironmentpre-condition
�
ChA ? � . Therefore,thesetof environmentpre-conditionsof

IOT-failure IOTF: is
�C�

Ch; � , � ChA ? �C� .
Two MLTSs E ) and EF9 aresaidto be IOT-failure equivalentif f E ) and EF9 have thesameset

of IOT-failures. For instance,P7%,>= in Figure2 alsohasfour IOT-failuresIOTF( , IOTF: , IOTF; ,
andIOTFA . Thus,MLTSsP7 andP7%,>= in Figure2 areIOT-failureequivalent. Similarly, MLTSs
P? andP?G,>= in Figure2 areIOT-failure equivalentaswell.

IOT-failure equivalenceis a congruencein termsof deadlockstates.Therefore,IOT-failure
equivalentMLTSsareinterchangeablein thecompositionalverificationof MLTSswithout loss
of any deadlockstate.For example,from theMLTSsin Figure2, we cancomposetwo MLTSs
asshown in Figure3. Without verifying thesetwo MLTSsin Figure3, we canguaranteethat
they have thesamesetof deadlockstates,i.e.,sH AGI 9 I )JI )JI (LK andsH ; I : I )JI )JI )MK .



P7 || P8 (Ch2in=0, Ch3in=0, Ch5in=1)

(0,0,0,0,1) Ch1 Ch2 ! Ch3 !
τ

Ch4

Ch5 ?

(1,1,0,0,1) (2,1,1,0,1) (3,1,1,1,1)

Ch2 ! Ch3 !
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(4,3,1,1,1)

(5,2,1,1,0)

τ τ

P7-C || P8-C (Ch2in=0, Ch3in=0, Ch5in=1)
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Ch4

Ch5 ?

(3,2,1,1,1)
(4,3,1,1,1)

(5,2,1,1,0)

Figure3: Deadlock-stateequivalentMLTSs.

4.3 IO-TraceStates(IOT-States)
IOT-stateequivalenceis developedfor thecompositionalverificationof reachablestates.An

IO-trace state(IOT-state) is an IO-trace startingfrom the initial state. Two MLTSsaresaid
to be IOT-stateequivalentif they have the sameset of IOT-states. IOT-stateequivalenceis
a congruencein termsof reachablestates. This meansthat IOT-stateequivalentMLTSs are
interchangeablein thecompositionalverificationof MLTSswithout lossof any reachablestate.

P9

0
Ch1 Ch2 

1

2

3

τ
4

Ch1 

P9-C

0
Ch1 Ch2 

1
2
3

4

Figure4: Exampleof IOT-statesandIOT-stateequivalentMLTSs.

As a simpleexample,let usconsiderMLTSsPN andPNG,>= in Figure4. AssumethatCh) and
Ch9 aresynchronouscommunicationchannels.Statess) , s9 , ands: in MLTS PN areconcisely
representedby amacrostatein MLTSPNG,>= . WecanseethatMLTSsPN andPNG,>= areIOT-state
equivalentbecausethey have thesamesetof IOT-states:

IOTS( = s( , B , s( ,
IOTS) = s( , � Ch)@� , s) ,
IOTS9 = s( , � Ch) � , s9 ,
IOTS: = s( , � Ch)@� , s: , and
IOTS; = s( , � Ch)@� , � Ch9 � , s; .



5 CONCLUSION
This paperpresentsa new modeling techniqueand two new condensationtheoriesto re-

ducethe stateexplosionproblemof asynchronousprocessesaswell assynchronousprocesses
in component-basedsoftware systems.Our condensationtechniquehasreasonablecomplex-
ity (polynomial in the numbersof statesandtransitions). From the experimentalresults,our
techniquepromisesa much more efficient analysis,especiallyfor asynchronousprocessesin
distributedsystems.Thecondensationtheoriescanbeappliedto Petrinetsmodeltoo [6]. The
currentversionof our techniquefocuseson theanalysisof deadlockstatesandreachablestates.
Nevertheless,we believe that a more elaboratedextensioncan be usedto verify many other
importantsafetyandlivenesspropertiesof distributedsystems,suchasaccessibilityandevent
sequences.An extensionof ourwork is currentlyunderstudy.
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Abstract

Machine learning deals with the issue of how to build programs that improve their
performance at some task through experience. Machine learning algorithms have proven
to be of great practical value in a variety of application domains. They are particularly
useful for (a) poorly understood problem domains where littl e knowledge exists for the
humans to develop effective algorithms; (b) domains where there are large databases
containing valuable implicit regularities to be discovered; or (c) domains where programs
must adapt to changing conditions. Not surprisingly, the field of software engineering
turns out to be a fertile ground where many software development tasks could be
formulated as learning problems and approached in terms of learning algorithms. In this
paper, we first take a look at the characteristics and applicabilit y of some frequently
utili zed machine learning algorithms. We then provide formulations of some software
development tasks using learning algorithms. Finally, a brief summary is given of the
existing work.

Keywords:  machine learning, software engineering, learning algorithms.

1.    The Challenge

The challenge of modeling software system structures in a fastly moving scenario gives
rise to a number of demanding situations. First situation is where software systems must
dynamically adapt to changing conditions. The second one is where the domains involved
may be poorly understood. And the last but not the least is one where there may be no
knowledge (though there may be raw data available) to develop effective algorithmic
solutions.

To answer the challenge, a number of approaches can be utili zed [1,12]. One such
approach is the transformational programming. Under the transformational programming,
software is developed, modified, and maintained at specification level, and then
automatically transformed into production-quali ty software through automatic program
synthesis [5]. This software development paradigm will enable software engineering to
become the discipline of capturing and automating currently undocumented domain and
design knowledge [10]. Software engineers will deliver knowledge-based application
generators rather than unmodifiable application programs.

In order to realize its full potential, there are tools and methodologies needed for the
various tasks inherent to the transformational programming. In this paper, we take a look
at how machine learning (ML) algorithms can be used to build tools for software
development and maintenance tasks. The rest of the paper is organized as follows. Section
2 provides an overview of machine learning and frequently used learning algorithms.
Some of the software development and maintenance tasks for which learning algorithms
are applicable are given in Section 3. Formulations of those tasks in terms of the learning



algorithms are discussed in Section 4. Section 5 describes some of the existing work.
Finally in Section 6, we conclude the paper with remarks on future work.

2.    Machine Learning Algorithms

Machine learning deals with the issue of how to build computer programs that improve
their performance at some task through experience [11]. Machine learning algorithms have
been utili zed in:  (1) data mining problems where large databases may contain valuable
implicit regularities that can be discovered automatically; (2) poorly understood domains
where humans might not have the knowledge needed to develop effective algorithms; and
(3) domains where programs must dynamically adapt to changing conditions [11].
Learning a target function from training data involves many issues (function
representation, how and when to generate the function, with what given input, how to
evaluate the performance of generated function, and so forth). Figure 1 describes the
dimensions of the target function learning.

Major types of learning include: concept learning (CL), decision trees (DT), artificial
neural networks (ANN), Bayesian belief networks (BBN), reinforcement learning (RL),
genetic algorithms (GA) and genetic programming (GP), instance-based learning (IBL),
inductive logic programming (ILP), and analytical learning (AL). Table 1 summarizes the
main properties of different types of learning.

Not surprisingly, machine learning methods can be (and some have already been) used in
developing better tools or software products. Our preliminary study identifies the software
development and maintenance tasks in the following areas to be appropriate for machine
learning applications: requirement engineering (knowledge elicitation, prototyping);
software reuse (application generators); testing and validation; maintenance (software
understanding); project management (cost, effort, or defect prediction or estimation).

3.    Software Engineering Tasks

Table 2 contains a list of software engineering tasks for which ML methods are applicable.
Those tasks belong to different li fe-cycle processes of requirement specification, design,
implementation, testing and maintenance. This li st is by no means a complete one. It only
serves as a harbinger of what may become a fertile ground for some exciting research on
applying ML techniques in software development and maintenance.

One of the attractive aspects of ML techniques is the fact that they offer an invaluable
complement to the existing repertoire of tools so as to make it easier to rise to the
challenge of the aforementioned demanding situations.

4.    Applying ML Algorithms to SE Tasks

In this section, we formulate the identified software development and maintenance tasks as
learning problems and approach the tasks using machine learning algorithms.

Component reuse

Component retrieval from a software repository is an important issue in supporting
software reuse. This task can be formulated into an instance-based learning problem as
follows:
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Table 1.  Major types of learning methods1.

Type Target
function

Target
function

 generation2

Search Inductive
bias

Algorithm3

AL Horn clauses Eager,
supervised,

D + B

Deductive
reasoning

B + set of
Horn clauses

Prolog-EBG

ANN ANN Eager,
supervised,
D (global)

Gradient
descent guided

Smooth
interpolation
between data

points

Back-
propagation

BBN Bayesian
network

Eager,
supervised,
D (global),
explicit or
implicit

Probabilistic,
no explicit

search

Minimum
description

length

MAP, BOC,
Gibbs, NBC

CL Conjunction of
attribute

constraints

Eager,
supervised,
D (global)

Version Space
(VS) guided

c ∈ H Candidate_
elimination

DT Decision trees Eager,
supervised,
D (global)

Information
gain (entropy)

Preference for
small trees

ID3, C4.5,
Assistant

GA
GP

Bit strings,
program trees

Eager,
unsupervised,

no D

Hill climbing
(simulated
evolution)

Fitness-driven Prototypical
GA/GP

algorithms

IBL Not explicitly
defined

Lazy,
supervised,
D (local)

Statistical
reasoning

Similarity to
NN

K-NN, LWR,
CBR

ILP If-then rules Eager,
supervised,
D (global)

Statistical,
general-to-

specific

Rule accuracy,
FOIL-gain,

shorter clauses

SCA, FOIL,
inverse

resolution

RL Control
strategy π*

Eager,
unsupervised,

no D

Through
training
episodes

Actions with
max. Q value

Q, TD

                                                
1  The classification here is based on materials in [11].
2  The sets D and B refer to training data and domain theory, respectively.
3  The algorithms listed are only representatives from different types of learning.



Table 2. SE tasks and applicable ML methods.

SE tasks Applicable type(s) of learning

Requirement engineering AL, BBN, LL, DT, ILP

Rapid prototyping GP

Component reuse IBL (CBR4)

Cost/effort prediction IBL (CBR), DT, BBN, ANN

Defect prediction BBN

Test oracle generation AL (EBL5)

Test data adequacy CL

Validation AL

Reverse engineering CL

1. Components in a software repository are represented as points in the n-dimensional
Euclidean space (or cases in a case base).

2. Information in a component can be divided into indexed and unindexed information
(attributes). Indexed information is used for retrieval purpose and unindexed
information is used for contextual purpose. Because of the curse of dimensionality
problem [11], the choice of indexed attributes must be judicious.

3. Queries to the repository for desirable components can be represented as constraints on
indexable attributes.

4. Similarity measures for the nearest neighbors of the desirable component can be based
on the standard Euclidean distance, distance-weighted measure, or symbolic measure.

5. The possible retrieval methods include: K-Nearest Neighbor, inductive retrieval,
Locally Weighted Regression.

6. The adaptation of the retrieved component for the task at hand can be structural
(applying adaptation rules directly to the retrieved component), or derivational
(reusing adaptation rules that generated the original solution to produce a new
solution).

Rapid prototyping

Rapid prototyping is an important tool for understanding and validating software
requirements. In addition, software prototypes can be used for other purposes such as user
training and system testing [18]. Different prototyping techniques have been developed for
evolutionary and throw-away prototypings. The existing techniques can be augmented by
including a machine learning approach, i.e., the use of genetic programming.

In GP, a computer program is often represented as a program tree where the internal nodes
correspond to a set of functions used in the program and the external nodes (terminals)
indicate variables and constants used as input to functions. For a given problem, GP starts
with an initial population of randomly generated computer programs. The evolution
process of generating a final computer program that solves the given problem hinges on
some sort of f itness evaluation and probabili stically reproducing the next generation of the

                                                
4  CBR stands for case-based reasoning.
5  EBL refers to explanation-based learning.



program population through some genetic operations. Given a GP development
environment such as the one in [8], the framework of a GP-based rapid prototyping
process can be described as follows:

1. Define sets of functions and terminals to be used in the developed (prototype) systems.
2. Define a fitness function to be used in evaluating the worthiness of a generated

program. Test data (input values and expected output) may be needed in assisting the
evaluation.

3. Generate the initial program population.
4. Determine selection strategies for programs in the current generation to be included in

the next generation population.
5. Decide how the genetic operations (crossover and mutation) are carried out during

each generation and how often these operations are performed.
6. Specify the terminating criteria for the evolution process and the way of checking for

termination.
7. Translate the returned program into a desired programming language format.

Requirement engineering

Requirement engineering refers to the process of establishing the services a system should
provide and the constraints under which it must operate [18]. A requirement may be
functional or non-functional. A functional requirement describes a system service or
function, whereas a non-functional requirement represents a constraint imposed on the
system. How to obtain functional requirements of a system is the focus here. The situation
in which ML algorithms will be particularly useful is when there exist empirical data from
the problem domain that describe how the system should react to certain inputs. Under this
circumstance, functional requirements can be “learned” from the data through some
learning algorithm.

1. Let X and C be the domain and the co-domain of a system function f to be learned. The
data set D is defined as: D = { <xi, ck>| xi ∈ X ∧ ck ∈ C} .

2. The target functions f to be learned is such that  ∀xi ∈ X and ∀ck ∈ C, f(xi) = ck .
3. The learning methods applicable here have to be of supervised type. Depending on the

nature of the data set D, different learning algorithms (in AL, BBN, CL, DT, ILP) can
be utili zed to capture (learn) a system’s functional requirements.

Reverse engineering

Legacy systems are old systems that are criti cal to the operation of an organization which
uses them and that must still be maintained. Most legacy systems were developed before
software engineering techniques were widely used. Thus they may be poorly structured
and their documentation may be either out-of-date or non-existent. In order to bring to
bear the legacy system maintenance, the first task is to recover the design or specification
of a legacy system from its source or executable code (hence, the term of reverse
engineering, or program comprehension and understanding). Below we describe a
framework for deriving functional specification of a legacy software system from its
executable code.

1. Given the executable code p and its input data set X, and output set C, the training data
set D is defined as: D = { < xi, p(xi )>| xi ∈ X ∧ p(xi) ∈ C} .

2. The process of deriving the functional specification f  for p can be described as a
learning problem in which f is learned through some ML algorithm such that

∀xi ∈ X [ f(xi) = p(xi)].
3. Many supervised learning methods can be used here (e.g., CL).



Validation

Verification and validation are important checking processes to make sure that
implemented software system conforms to its specification. To check a software
implementation against its specification, we assume the availabili ty of both a specification
and an executable code. This checking process can be performed as an analytic learning
task as follows:

1. Let X and C be the domain and co-domain of the implementation (executable code) p,
which is defined as: p: X → C.

2. The training set D is defined as:  D = { <xi, p(xi)>| xi ∈ X }.
3. The specification for p is denoted as B, which corresponds to the domain theory in the

analytic learning.
4. The validation checking is defined to be: p is valid if

∀<xi, p(xi)> ∈ D  [B ∧ xi 
�

 p(xi)].
5. Explanation-based learning algorithms can be utili zed to carry out the checking

process.

Test oracle generation

Functional testing involves executing a program under test and examining the output from
the program. An oracle is needed in functional testing in order to determine if the output
from a program is correct. The oracle can be a human or a software one [13]. The
approach we propose here allows a test oracle to be learned as a function from the
specification and a small set of training data. The learned test oracle can then be used for
the functional testing purpose.

1. Let X and C be the domain and co-domain of the program p to be tested. Let B be the
specification for p.

2. Define a small training set D as:  D = { <xi, p(xi)>| xi ∈ X’ ∧ X’ ⊂ X ∧ p(xi) ∈ C} .
3. Use the explanation-based learning (EBL) to generate a test oracle Θ (Θ: X → C) for p

from B and D.
4. Use Θ for the functional testing:  ∀xi ∈ X  [output of p is correct if p(xi) = Θ(xi)].

Test adequacy criteria

Software test data adequacy criteria are rules that determine if a software product has been
adequately tested [21]. A test data adequacy criterion ζ is a function: ζ: P × S × T → { true,
false} where P is a set of programs, S a set of specifications and T the class of test sets.
ζ(p, s, t) = true means that t is adequate for testing program p against specification s
according to criterion ζ. Since ζ is essentially a Boolean function, we can use a strategy
such as CL to learn the test data adequacy criteria.

1. Define the instance space X as:   X = { <pi, sj, tk>| pi ∈ P  ∧  sj ∈ S  ∧  tk ∈ T} .
2. Define the training data set D as:   D = { <x, ζ(x)>| x ∈ X  ∧  ζ(x) ∈ V} , where V is

defined as: V = { true, false}.
3. Use the concept of version space and the candidate-elimination algorithm in CL to

learn the definition of ζ.

Software defect prediction

Software defect prediction is a very useful and important tool to gauge the likely delivered
quali ty and maintenance effort before software systems are deployed [4]. Predicting
defects requires a holistic model rather than a single-issue model that hinges on either size,
or complexity, or testing metrics, or process quality data alone. It is argued in [4] that all



these factors must be taken into consideration in order for the defect prediction to be
successful.

Bayesian Belief Networks (BBN) prove to be a very useful approach to the software
defect prediction problem. A BBN represents the joint probabilit y distribution for a set of
variables. This is accomplished by specifying (a) a directed acyclic graph (DAG) where
nodes represent variables and arcs correspond to conditional independence assumptions
(causal knowledge about the problem domain), and (b) a set of local conditional
probabili ty tables (one for each variable) [7, 11]. A BBN can be used to infer the
probabili ty distribution for a target variable (e.g., “Defects Detected”), which specifies the
probabili ty that the variable will t ake on each of its possible values (e.g., “very low”,
“ low”, “medium”, “high” , or “very high” for the variable “Defects Detected”) given the
observed values of the other variables. In general, a BBN can be used to compute the
probabili ty distribution for any subset of variables given the values or distributions for any
subset of the remaining variables. When using a BBN for a decision support system such
as software defect prediction, the steps below should be followed.

1. Identify variables in the BBN. Variables can be: (a) hypothesis variables for which the
user would like to find out their probabili ty distributions (hypothesis variable are either
unobservable or too costly to observe), (b) information variables that can be observed,
or (c) mediating variables that are introduced for certain purpose (help reflect
independence properties, facilit ate acquisition of conditional probabiliti es, and so
forth). Variables should be defined to reflect the li fe-cycle activities (specification,
design, implementation, and testing) and capture the multi -facet nature of software
defects (perspectives from size, testing metrics and process quali ty). Variables are
denoted as nodes in the DAG.

2. Define the proper causal relationships among variables. These relationships also
should capture and reflect the causali ty exhibited in the software li fe-cycle processes.
They will be represented as arcs in the corresponding DAG.

3. Acquire a probabili ty distribution for each variable in the BBN. Theoretically well-
founded probabiliti es, or frequencies, or subjective estimates can all be used in the
BBN. The result is a set of conditional probabili ty tables one for each variable. The
full j oint probabili ty distribution for all the defect-centric variables is embodied in the
DAG structure and the set of conditional probabilit y tables.

Project effort (cost) prediction

How to estimate the cost for a software project is a very important issue in the software
project management. Most of the existing work is based on algorithmic models of effort
[17]. A viable alternative approach to the project effort prediction is instance-based
learning. IBL yields very good performance for situations where an algorithmic model for
the prediction is not possible. In the framework of IBL, the prediction process can be
carried out as follows.

1. Introduce a set of features or attributes (e.g., number of interfaces, size of functional
requirements, development tools and methods, and so forth) to characterize projects.
The decision on the number of features has to be judicious, as this may become the
cause of the curse of dimensionality problem that will affect the prediction accuracy.

2. Collect data on completed projects and store them as instances in the case base.
3. Define similarity or distance between instances in the case base according to the

symbolic representations of instances (e.g., Euclidean distance in an n-dimensional
space where n is the number of features used). To overcome the potential curse of



dimensionali ty problem, features may be weighed differently when calculating the
distance (or similarity) between two instances.

4. Given a query for predicting the effort of a new project, use an algorithm such as K-
Nearest Neighbor, or, Locally Weighted Regression to retrieve similar projects and use
them as the basis for returning the prediction result.

5.    Existing Work

Several areas in software development have already witnessed the use of machine learning
methods. In this section, we take a look at some reported results. The list is definitely not a
complete one. It only serves as an indication that people realize the potential of ML
techniques and begin to reap the benefits from applying them in software development and
maintenance.

Scenario-based requirement engineering

The work reported in [9] describes a formal method for supporting the process of inferring
specifications of system goals and requirements inductively from interaction scenarios
provided by stakeholders. The method is based on a learning algorithm that takes
scenarios as examples and counter-examples (positive and negative scenarios) and
generates goal specifications as temporal rules.

A related work in [6] presents a scenarios-based elicitation and validation assistant that
helps requirements engineers acquire and maintain a specification consistent with
scenarios provided. The system relies on explanation-based learning (EBL) to generalize
scenarios to state and prove validation lemmas.

Software project effort estimation

Instance-based learning techniques are used in [17] for predicting the software project
effort for new projects. The empirical results obtained (from nine different industrial data
sets totaling 275 projects) indicate that cased-based reasoning offers a viable complement
to the existing prediction and estimations techniques. A related CBR application in
software effort estimation is given in [20].

Decision trees (DT) and artificial neural networks (ANN) are used in [19] to help predict
software development effort. The results were competitive with conventional methods
such as COCOMO and function points. The main advantage of DT and ANN based
estimation systems is that they are adaptable and nonparametric.

The result reported in [3] indicates that the improved predictive performance can be
obtained through the use of Bayesian analysis. Additional research on ML based software
effort estimation can be found in [2,14,15,16].

Software defect prediction

Bayesian belief networks are used in [4] to predict software defects. Though the system
reported is only a prototype, it shows the potential BBN has in incorporating multiple
perspectives on defect prediction into a single, unified model.

Variables in the prototype BBN system [4] are chosen to represent the li fe-cycle processes
of specification, design and implementation, and testing (Problem-Complexity, Design-
Effort, Design-Size, Defects-Introduced, Testing-Effort, Defects-Detected, Defects-
Density-At-Testing, Residual-Defect-Count, and Residual-Defect-Density). The proper
causal relationships among those software li fe-cycle processes are then captured and
reflected as arcs connecting the variables.



A tool is then used with regard to the BBN model in the following manner. For given facts
about Design-Effort and Design-Size as input, the tool will use Bayesian inference to
derive the probabili ty distributions for Defects-Introduced, Defects-Detected and Defect-
Density.

6.    Concluding Remarks

In this paper, we show how ML algorithms can be used in tackling software engineering
problems. ML algorithms not only can be used to build tools for software development
and maintenance tasks, but also can be incorporated into software products to make them
adaptive and self-configuring. A maturing software engineering discipline will definitely
be able to benefit from the utili ty of ML techniques.

What lies ahead is the issue of realizing the promise and potential ML techniques have to
offer in the circumstances as discussed in Section 4. In addition, expanding the frontier of
ML application in software engineering is another direction worth pursuing.
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Foreword

The Workshop on Modelling Software System Structures in a fastly moving scenario
was sponsored by the Army Research Laboratory European Research Office, U.S.
Army Research Office, National Science Foundation, Istituto Nazionale di Alta Mate-
matica/GNIM and Università di Genova.

This workshop is the 7th in a series of Software Engineering workshops, called “Mon-

terey Workshops” from the Monterey Naval Postgraduate School, where they originated
under the initiative of Prof. Luqi.

The general aim of these workshops is formulating and advancing software engineering
models and techniques, with the fundamental theme of increasing the practical impact
of scientifically well-founded techniques such as formal methods. Previous workshops
have been devoted to “Real-time & Concurrent Systems”, “Software Merging and
Slicing”, “Software Evolution”, “Software Architecture”, “Requirements Targeting
Software”, and “Engineering Automation for Computer Based Systems”.

A major goal for this series of workshops is to help to focus the software engineering
community on issues that are vital to improving the state of software engineering prac-

tice, bringing together American and European leading scientists actively engaged in
the area.

The context for the workshop initiative is nicely set up in the words from the PITAC
(the USA President's Information Technology Advisory Committee) 1998 Interim Re-
port.

“The demand for software has grown far faster than the resources we have to

produce it. The result is that desperately needed software is not being developed.

Furthermore, the nation needs software that is far more usable, reliable, and

powerful than what is being produced today.”

“...it has become clear that the processes of developing, testing, and maintaining

software must change. We need scientifically sound approaches to software de-

velopment that will enable meaningful and practical testing for consistency of

specifications and implementations.”

Unfortunately, as the same interim report emphasizes, “current support (for re-

search) is taking a short-term focus, looking for immediate returns, rather than

investigating high-risk long-term technologies”.

As a consequence, there is a danger of even widening the gap between fundamental re-
search and current (not always best-) practice. Indeed, together with long standing
problems, such as the quest for software reliability, we are facing the need and partly
the emergence of radically different ways of producing software.



The 7th Workshop, continuing the effort to bring together pragmatic and foundational
research in software engineering, has primarily focused the attention on the major issues

characterizing the new and rapidly evolving scenario of software development, such as
the emphasis on high-level architectural aspects and the component-based and web-
based software development.

Together with proposing new concepts and techniques, another major achievement of
the workshop has been the demonstration that the wealth of past foundational research
in SE can be uplifted to handle some, if not all, of the new problems posed, among oth-
ers, by the different level of component and system granularity, the heterogeneity of
components, the use of distribution and communication and the request for appropriate
human-interface support.

The participation was well balanced, considering that the event took place in Italy: we
had 38 participants, 15 from USA, 15 from Europe, 7 from Italy (including 3 local peo-

ple) and 1 from Canada.

Altogether there have been 29 talks and two panels, each with five participants.

There has been a nice mix of technical talks and talks surveying/proposing hot topics.
The discussion was quite alive and reached high peaks, especially in the discussions
centered around Component based SE and the emergence of UML.

To mark the importance of the event, on Wednesday, at the official banquet, we have
been honored by the presence of the President of the University of Genova, who wel-
comed us, also reacting positively to a nice dinner speech by Manfred Broy, who pre-
sented the motivation for the Workshop within the worldwide fastly moving scenario
shaped by the IT explosion.

Dr. John Zavada also spoke at the banquet presenting the goals of the research support

provided by his office and expressing the opinion that this kind of meeting
USA/EUROPE should be more frequent, because they offer the opportunity of merging
different cultures. The difference in cultures was indeed clearly visible at the workshop,
which however was already showing some remarkable convergence in attitude.

I think it is fair to summarize the overall feeling, saying that, as result of the workshop,
everybody really got a picture of a fastly moving scenario and the many problems we
have to face rapidly to cope with the pace in software development, as it was summa-
rized by Luqi and Manfred Broy in the closing session and discussion and in the words
of a postworkshop message by Dr John Zavada (ARL/ERO): “I enjoyed the workshop
and the discussions that we had. I think that I now have a better understanding of the
issues facing software development.”

Egidio Astesiano
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