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Disclaimer	

The	views	expressed	herein	are	
those	of	the	presenter	in	his	
personal	capacity	and	should	
not	be	construed	as	the	official	
posiIon	of	the	Department	of	
the	Navy	or	the	United	States	

Government.	
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Gaining	CompeIIve	Advantage	via	AI	
“ArIficial	intelligence	is	the	future,	not	only	
for	Russia,	but	for	all	humankind.	It	comes	
with	colossal	opportuniIes,	but	also	threats	

that	are	difficult	to	predict.	Whoever	
becomes	the	leader	in	this	sphere	will	

become	the	ruler	of	the	world.”	
–	Russian	President	Vladimir	PuIn	

	
From	speech	on	1	Sept.	2017	

hYps://www.rt.com/news/401731-ai-rule-world-puIn/	
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China	

“Countries	like	China	are	making	huge	investments	
in	AI	and	cyber.	China’s	2030	plan	envisions	a	$1	
trillion	dollar	arIficial	intelligence	industry	in	China.	
They	want	to	become	a	cyber	superpower	and	are	
invesIng	in	their	capital	markets,	universiIes,	
research	centers,	defense	industry,	and	commercial	
so`ware	companies.”	

From		Defense	InnovaIon	Board,	“So`ware	is	Never	Done:	
Refactoring	the	AcquisiIon	Code	for	CompeIIve	Advantage,”	

working	document,	v3.3,	12	March	2019,	p.	22.	
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MilitarizaIon	of	AI	
AI	algorithms	aiding	or	supplanIng	

human	decision-making	

U.S.	Navy	Phalanx	weapons	
system.	USN/Paul	Kelly	

Chinese	military	Marine	
Lizard	amphibious	tank	

Russian	military	armed	robot.	
Russian	Advanced	Research	
FoundaIon	via	YouTube	
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DoD	Programs	to	Counter	Threats	
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•  Guaranteeing	AI	
Robustness	against	
DecepIon	(GARD)	
•  Counter	adversarial	

machine	learning	
•  Sea	Hunter	
•  Submarine-hunIng	

autonomous	warship	
•  Competency-Aware	

Machine	Learning	
(CAML)	
•  Trustworthy	

autonomous	systems	

Some	DARPA	Examples	

Sea	Hunter.	
	U.S.	Department	of	Defense	
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DARPA	AI	Focus	Areas	

New	
Capabili5es	

Robust	
AI	

Adversarial	
AI	

High-Performance	
AI	

Next-Genera5on	
AI	

AI	in	the	DoD	
Adapted	from:	hYps://www.darpa.mil/work-with-us/ai-next-campaign	



9	

Leveraging	Weaponized	AI	

Some	examples:	
•  SelecIng	and	engaging	military	

targets	autonomously	
•  Intelligent	lethal	drones	

•  AutomaIng	and	opImizing	
maskirovka	
•  Asymmetric	poliIcal	warfare	

(e.g.,	influence	campaigns)	
AI	in	the	DoD	
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NaIonal	and	DoD	AI	Strategies	
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Crossculng	R&D	FoundaIons	

Source:		The	NaIonal	ArIficial	Intelligence	R&D	Strategic	Plan:	2019	Update,	p.	6	
Available	at:		hYps://www.nitrd.gov/pubs/NaIonal-AI-RD-Strategy-2019.pdf	
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NaIonal	and	DoD	AI	Strategies	

“The	DOD	AI	
strategy	directly	
supports	every	
aspect	of	the	
NaIonal	Defense	
Strategy.”	
Mr.	Dana	Deasy,	DoD	Chief	InformaIon	Officer	
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Defense	InnovaIon	Unit	

“DIU	engages	across	[DOD]	
on	AI	and	makes	its	
commercial	knowledge	in	
relaIonships	with	potenIal	
vendors	available	to	any	of	
the	services,	service	labs	
and	components.”	

Mr.	Michael	Brown,	Director,	Defense	InnovaIon	
Unit	 AI	in	the	DoD	
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Defense	InnovaIon	Board	

MulIple	
ongoing	
studies	with	
periodic	
publicaIon	of	
interim	results	
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Joint	ArIficial	Intelligence	Center	

Lt.	Gen.	John	
N.T.	“Jack”	
Shanahan,	
Director,	JAIC	
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Office	of	Naval	Research	
Naval	Research	Enterprise	AI	
Taxonomy	

AI	in	the	DoD	

Reasoning GeneraIon	of	inferences	based	on	data,	knowledge	and	context 

Human-Inspired	Intelligence	
(understanding	and	
modeling) 

Algorithms	and	architectures	that	are	derived	from	human	cogniIve	processes,	and	
emulate	them 

Machine	Learning Algorithms	and	architectures	that	autonomously	learn	paYerns	in	data	or	can	be	
trained	to	learn	a	task	 

Percep5on Algorithms	and	architectures	developed	to	perform	feature	analyIcs	of	complex	
sensor	data	and	to	classify,	idenIfy		and	infer	intent	of	enIIes	and	recognize	
situaIons 

Collabora5on,	Interac5on,	
and	social	intelligence 

Interfaces	that	enable	effecIve	collaboraIon	between	warfighters	and	intelligent	
systems	 

Planning Algorithms	and	architectures	that	support	the	development	and	selecIon	of	courses	
of	acIon 

Machine-to-Machine	
Coordina5on	and	
Distributed	Intelligence 

Algorithms,	communicaIon	protocols	and	architectures	that	enable	distributed	
interacIve	analysis,	reasoning	and	decision-making	 

Knowledge	Representa5on	
and	Management 

Structuring	data,	knowledge,	beliefs	and	uncertainty	to	support	inferences	that	may	
not	be		explicitly	stated	within	data,	and	then	perform	tasks	or	operaIons	based	on	
those	inferences 
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Private	Sector	Enabling	Arms	Race	

Companies	are	the	main	driver	
behind	advances	in	AI	
•  AI	technology	developed	for	

commercial	use	is	being	
repurposed	for	military	use	

•  Industry	is	assisIng	governments	
weaponize	AI	

AI	in	the	DoD	
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Achieving	a	Decisive	Advantage	

Incremental	
innovaIon	

TransformaIve	
innovaIon	

United	
States	

China	

Russia	
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A	Commonality,	but	…	

All	three	great	powers	leverage	
collaboraIon	with	industry	to	try	to	
achieve	strategic	advantage	

Encourage	
industry	to	
parIcipate	

Require/Direct	
industry	to	
parIcipate	



(Un)cooperaIon	

 
Microsoft Says It Will Sell Pentagon Artificial 
Intelligence and Other Advanced Technology 

By David E. Sanger 

 
Goggle Will Not Renew Pentagon Contract That 
Upsets Employees 

By Disuke Wakabayashi  and Scott Shane 

Oct. 26, 2018 

June 1, 2018 

Project 
Maven 



Risks	
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Use	of	AI-based	technology	in	
combat	systems	considered	to	be	
riskier	than	in	non-combat	systems	

AI	in	the	DoD	

Need	to	consider	ethics,	cultural	
acceptance,	and	trustworthiness	
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Uneven	Playing	Field	

•  Differences	exisIng	in:	
•  Abiding	by	internaIonal	norms	
•  Willingness	to	purposely	

operate	in	gray	areas	of	law	
•  Cultural	acceptance	
•  Willingness	to	invest	in	and	

adopIng	militarized	AI	
AI	in	the	DoD	
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Summary	

•  AdopIon	of	AI	to	transform	DoD	
operaIons	and	maintaining	
strategic	advantage	across	
mission	sets	

•  DoD	sees	partnering	with	
industry	and	academia	as	key	to	
innovaIon	

AI	in	the	DoD	


