FROM PRINCIPLES TO PRACTICE:
WHY CONTEXT IS KEY FOR A GOOD NARRATIVE

\ Joint Artificial Intelligence Center (JAIC)
O O Foreign Exchange Officer, Strategy and Policy

/] merel.a.ekelhof.fn@mail.mil




UN CCW GGE on LAWS

The Distributed
Conduct of War

IHL/LOAC implementation

Targeting practices




1 0 OBJECTIVES FOR TODAY

‘ The importance of a good narrative

‘ Targeting as a framework to examine the

operationalization of principles: beyond the trigger pull

‘ Final take-aways
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TARGETING IS MORE THAN DROPPING BOMBS
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Phase 1:
Commander’s intent,

objectives and
guidance

Phase 6:
Assessment

Mission planning and
force execution

Phase 3:
Capabilities analysis

Phase 4:
Commander’s decision,
force planning
and assignment
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Thisis the

KEY TAKE-AWAYS

. Human judgment and control are distributed

. Implementation of law, policy, and ethics is a
collective responsibility distributed across the
entire process and, more broadly, the

organization
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NCV refers to the number of civilian casualties that a military operation
may — in the view of the political authorities — sustain without

seeking approval at the highest levels.

Target sets contain the types of target that may be prosecuted.
They are groups of interrelated target categories, such as “transportation”
or “lines of communication and electric power".

ROE define the circumstances, conditions, degree and manner in which force may
be applied. ROE guide operations at all levels and apply throughout the mission.

A military strategy typically includes the formulation of specific objectives, including
means to accomplish those objectives, as well as a desired end state that signifies success.

The NCV should not be confused with the proportionality principle; the former

Non-combatant casualty cut-off value (NCV)

Target sets, including restricted targets,
no-strike entities and time-sensitive targets

Rules of engagement (ROE), including
delegation, permissions and authorities

Overarching military objectives and
desired end state of the campaign

determines the required level of approval and the latter assesses the proportionality
of civilian losses to the concrete and direct military advantage anticipated.

Target must be a necessary and legitimate military target and must comply
with ROE and applicable law including the principles of military necessity,
distinction proportionality and precautions.

ROE specify the legitimate military objective as well as the parameters for lawful
and permissible use of force in accordance with applicable law; ROE may be stricter
but not more permissive than the applicable law.

The strategy for any military operation must comply with applicable law
including a legitimate military objective which can be successfully achieved
through legitimate military means without excessive incidental civilian losses.
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Political guidance and objectives are issued by political leadership and shape

T STRATEGIC LEVEL T

Political guidance and objectives,

all levels of decision-making. They will be translated into military strategic-
and operational-level guidance and objectives.

This is the exclusive responsibility of a government, when acting unilaterally or in

Political guidance and objectives must take into account relevant UN

including mandate (if provided)

an ad hoc coalition, the UN Security Council, a military alliance such as NATO
or regional organizations/agencies as described in Chapter VII of the UN Charter.

or other intergovernmental mandates or enforcement measures
and comply with applicable law.

Decisions must comply with customary international law including

Decision that military intervention is required

the UN Charter prohibition against the use of force amongst States
other han in self-defense and other principles of jus ad bellum.
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Prepared targets are briefed to the authorized commander, The authorized commander should consult legal (and other)
who may consult functional advisers and decide to approve . Target approval, including determination : advisers to ensure that targets and operational parameters

(with or without constraints), suspend or disapprove the targets or of operational constraints and parameters are consistent with ROE and applicable law including military
to forward the decision to the appropriate engagement authority. necessity, distinction, proportionality and precautions.

Weaponeering is the process of determining the quantity of

a specific type of lethal or non-lethal means required to generate the

desired effect on a given target. CDE estimates the collateral damage

that may occur from using a weapon on a particular target.

W z d callateral d These processes may assist in avoiding, or at least minimizing, harm
eaponeerlr:g ar;' co(CaD?E;a Siiiaye o to civilians and damage to civilian objects by informing decisions about
el precautions to be taken and to assess the proportionality of an attack.
Final clearances take place. The result is a list of legally scrutinized, oo AL ; o
risk-assessed, validated and prioritized targets including proposed means o Target prioritization o A||!liFt)r |or|t|;ed tt.a;g‘ets shoul!d be m;iﬁi?]ly ESCEQSSZZ o I?Cht';?v? a legitimate
of prosecution and those responsible for engaging the targets. FICKETY U CCIVE ML ERMPUANEEW & S R
Targets are nominated by components (air, land, maritime, special operations)

Only legitimate military targets necessary to achieve a legitimate military
for approval and inclusion on target lists. Targets may not yet be fully mature o Target nomination o objective can be engaged in compliance with ROE and applicable law;
with applicable requirements and environmental conditions in battlespace. a no-strike list should be drawn up to identify prohibited targets.

Possible targets must be vetted and validated to comply with
Target vetting and validation — o applicable —in particular the principles of military necessity,

distinction, proportionality and precautions.

This involves an assessment of the intelligence and aims to ensure that targets
are in line with the defined objectivesand desired effect and ROE.
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This is a foundational process in identifying the most relevant targets. A target's

importance is perceived in its relationship with other targets; target analysis ~ « Target analysis . Eyinte prtess oichip ot bl meCsthe cepete s
focuses on identifying these interdependencies and vulnerabilities.

for its value and necessity in achieving a legitimate military objective.

St'ratgglc—levgl gu1dance.ns translated into operational-level Operational-level objectives, - : ' ' .
objectives, guidance and intent. These form the cornerstone e id - o All objectives, guidance and intent must comply with applicable law.
: : : guidance and intent
of the targeting process at the operational and tactical levels.

OPERATIONAL LEVEL
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Assessments include an evaluation of the effectiveness of

Assess and, if needed, re-attack

the attack and guide future operations (e.g. identify whether
re-attack is necessary and under what conditions).

In this phase, the attack may be ordered, transmitted,

monitored and executed. This may include weapons release.
The attack may also be suspended or cancelled.

ROE may be considered, and collateral damage issues or probabilities —

as well as the risk to own forces — may be assessed in the target phase.

The target may be tracked to update information about

the target and the environment and to maintain a PID.

Once the target is detected, sensors may be focused to determine

the location and the time available and to obtain a PID of the target.

To find the target, information and intelligence

Fix, including a positive identification (PID)

about the battlefield and target are collected.

These may be extremely detailed (deliberate targeting)
or less detailed (dynamic targeting) and may include

TACTICAL LEVEL: MISSION EXECUTION
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a recap of the ROE and special instructions.

Before deployment, equipment may need to be assessed

and modified to comply with applicable requirements
and environmental conditions in battlespace.

Contingency planning considers unexpected outcomes, such as loss of

a tanker, failure to service all planned targets, or communication loss.

Planning may include weapon capabilities and effects

(including CDE), civilian patterns of life, time of attack, munition
fragmentation patterns, and secondary explosions.

Tactical-level planners perform detailed mission planning
for the execution of operations. This may include
the location, type, size and material of the target.

W
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and modification of equipment

Engage, including weapons release and,
if needed, suspension or cancellation of attack

Find

Mission briefing

Assessment, preparation

Mission planning: Contingency planning

Mission planning:
eapon use and weapon effects

Mission planning: Details of the target

Assessments of the executed operations should include success in
achieving a legitimate military objective and proportionality of civilian

losses to military advantage. Assessment should also verify compliance
with ROE and the applicable law in the conduct of the attack.

The situation may require the attack to be suspended

or cancelled to comply with the ROE and applicable law.

Use of force must comply with ROE and applicable law

including principles of military necessity, distinction,
proportionality, and precautions.

Changes in situation identified during tracking may require

a new assessment of the lawfulness of the attack.

Obtaining and verifying a PID of the military target is a

fundamental requirement under the ROE and applicable law.

Ongoing real-time assessment of the situation on the ground

to ensure compliance with applicable law including necessity,
distinction, proportionality and precautions.
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Mission briefings should include a recap of the salient ROE

and applicable law as well as any special instructions.

Assessment and potential modification of equipment

may require legal review.

Consideration of unexpected outcomes may necessitate

a re-assessment of lawfulness of planned attack.

Planners should consider proportionality and take precautionary measures

as appropriate and feasible. This assessment may result in the elimination
or need to modify equipment which do not comply with international law.

Tactical-level planners are required to consider the applicable law,

including military distinction, proportionality and precautions.



FINAL TAKE-AWAYS

®* Language is important, but not everything;
® Be specific about which capabilities are autonomous;

® Look at use-cases to inform how principles can be

operationalized,;

® Go further and look at what you need to do in your

organization to ensure responsible Al & autonomy;

®* Talk about it!
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