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QGOV principles and approach

Trusted partner to the DoD and DoD Ecosystem

Mission National Collaborative = Commercial 2-Way Engage the
Impact Security Relationships Curve Education Ecosystems
- We are measured on  * National security is * Trusted & enduring « We help the DoD * We educate our DoD « We help the DoD
how well we help our our imperative relationships are a leverage commercial partners and the DoD ecosystem leverage
DoD and Ecosystem . e work on things cornerstone of our for their missions Ecosystem on commercial
partners with mission that materially benefit ~ Strategy + We identify alignment ::eocn;?()ekr)maland + We collaborate with
Impact our nation - We continuously seek  with commercial rocessegsy QC BUs in support of
changemakers in the plans to maximize P DoD interests
DoD and Ecosystem leveraging . VV_e I_earn DoD - We engage the
who have a shared missions, use cases

* \We embrace our commercial

vision commerciality as this and problems ecosystem to support
is the best way for us DoD needs
to help DoD and
Ecosystem

We help our DoD partners and the DoD Ecosystem leverage the

commercial curve to impact national security missions
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The
disconnection
event
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Where am |? Can | trust GNSS? : Robust Location

“Conformity Index” as GNSS reliability indicator

S S Background

‘ ‘ ‘ » GNSS spoofing (intentional/unintentional) is an increasing concern
* Low cost GNSS spoofers are commonly available on the market

« Multitude of Location sources (on device) can be used to evaluate
“conformity” of GNSS outputs

» 7xGNSS constellations, 3xGNSS bands (L1, L2, L5), GNSS

assistance
« WWAN, WiFi, MEMS sensors, etc.
Description
=
‘e
Jammer / * Robust Location outputs “Conformity Index” (value between 0:1) to
Spoofer measure the reliability of the GNSS fixes

» Applications decide whether or not to use GNSS reports
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Is it safe to use my phone? Connection Security

Qualcomm® Cellular Connection Security (CCS) augments 3GPP Protocol Security

» Detection and protection against fake cellular base
stations attempting to trick a smartphone into joining the

malicious cellular networks, thus protecting device and

user data.

» Scoring-based threat detection and countermeasures

designed within Qualcomm Modem. QC Modem

Built into the modem

* Qualcomm® CCS SDK in HLOS for applications to S
receive threat detections like fake SMS, denial of Improved UX
service, location tracking and more. ——

Realtime
actions

* Radio Access Technologies Supported: 2G, 3G, 4G, 5G

Realtime
analysis

 Demo flow - fake SMS detection
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Take exit 20

The big win: LLM for
situational awareness.
Given the data | have,
how do | get to where
| need to go safely?

AR glasses with machine learning
driving directions and route
suggestions.
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Text generation
(ChatGPT, Bard, etc.)

))) “Write a lullaby about
cats and dogs to help
a child fall asleep, include
Input a golden shepherd”
prompts

2

(JQI I Real-life application
of this platform

A great e« Communications

lullaby is
created in
seconds

 Journalism

* Publishing

+ Creative writing

» Writing assistance

What is

generative Al?

Image generation
(Stable Diffusion, MidJourney, etc.)

))> “Super cute fluffy

cat warrior in armor”
Input

prompts

Real-life application of this platform

* Advertisements

* Published
illustrations

» Corporate visuals

* Novel image
generation

Al models that create new and
original content like text, images,
video, audio, or other data

Code generation
(Codex, etc.)

))) “Create code for a pool
cleaning website with
tabs for cleaning, repairs,
Input and testimonials”
prompts

2

A beautiful website
o is created in seconds
Swimming
Pool
Service

of this platform
* Web design

¢
LY

Zg
>

* Coding

» Technology

Generative Al, foundational models,
and large language models are
sometimes used interchangeably
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Real-life application

» Software development



e 1

Precise Positioning =~ X
Orienting Mars Rover
landing site to Mars
map without GPS

Power Efficiency e T —

Ultra-low power

Sensor Fusion + Al

consumption. No
_ possibility for Primary and r’
| recharge contingency
' - landing zones
identification

~ Autonomous Flight

Sensor fused, Al enabled, QC
Flight processed and
controlled flight operations

| —_
N\ ” > e X .
@g 0 e e : Route Planning
" el o ‘ R : .y Obstacle identification and

classification for hazard free

& 7 1 ‘. Y travel
# Mission Flight Time | Time/Flight | Distance Speed Altitude | |5 ] : 4
Actual 1004 Sol | 128.8 min C1omis | 24m | § - ot T :
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Building Al at the edge
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On-device
intelligence is
paramount

Process data closest to the
source, complement the cloud

May contain U.S. and international export controlled information

Privacy
Reliability
Low latency
Cost
Energy

Personalization
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2025:
@ N =100T =10

@ 2021: Extremely large
neural networks (N=1.6T)

Al models are @© 2017:veryfrge neura

networks (N=137B)

growing very fast € s

Generative Al large language models

(N=+/- 1B)

@ 2009: Hinton’s Deep

have grown at exponential rates as Cialiof Not (. NoTOM)
scale continues to provide benefits

© 1943: First NN (+/- N=10)

1940

1950 1960

2025 |

@ 1988: NetTalk
(+/- N=20K)

1970 1980 1990 2000 2010 2020 2030

Will we have reached the capacity of the human brain?

Energy efficiency of the human brain is estimated
to be 100,000x better than current hardware
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<) Multiple inputs
f’ ))) (text, speech, image, video, 3D, and more)

“Super cute fluffy
cat warrior in
,

A great lullaby is
created in seconds

Text

Code Music Speech

Large models Multi-modal Mix of small and large models

On-device

A —
Gen Al trends =6 :QN-'@ i
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Silicon manufacturing
advancements and
Moore’s Law are not
enough to keep up
with the growth

FinFET provided significant
power improvements

for two generations,

then flattened out

SF3 expected to provide
further reductions once
fully realized in silicon

Scaling Ratio

Logic Power Trends

2.2 \ === Dynamic + leakage power

\
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Customer Sampling Year
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Trained Neural Network Model

Inference

output

O _.
O

N[N Q
input data O

Q000

Algorithm Quantization Compilation
Algorithms to reduce memory and Learning to reduce bit-precision Learning to compile Al models for
compute bottlenecks while keeping desired accuracy efficient hardware execution

1) L] 1)

Applying Al to optimize Al model through automated techniques

$

4

4

Performance gain Performance per Performance
Recent from speculati?/e watt improvement optimized for
decoding and other from savings in memory access
exam pleS algs’ 9 memory and and computation?®
compute?

Closing the gap with many system innovations across the Al stack
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At
Snapdragon
Summit
2023

World’s fastest
Llama 2-/B

on a phone

Up to 20 tokens per second

Demonstrating both chat and
application interaction on
device

World’s first demonstration of
speculative decoding running
on a phone

12:06 @® @ ®a

Al Assistant
& = Saturday, November 18

Chat started

What is the most popular
cookie?

Enter your prompt here u

4 o =
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12:44 @® A |
Trip Planner
& 5« Saturday, November 18

Chat started

How about a flight to Cancun
from San Jose four days before

Thanksgiving and back three
days after?

Enter your prompt here L]

4 ® =




Full-stack Al
optimization
for LLM

Runs completely
on the device

Significantly reduces
runtime latency and
power consumption

Continuously improves
the Qualcomm® Al Stack

QAT: Quantization-aware training; LLM: Large language model

May contain U.S. and international export controlled information

Designing a good draft model for given
target model through knowledge distillation
for high acceptance and no accuracy loss

QAT with knowledge distillation for accurate
INT4 target LLM for improved performance
and power efficiency

Qualcomm Al Engine direct
for improved performance and
minimized memory spillage

Al acceleration on the Qualcomm®
Hexagon™ NPU of the Snapdragon® 8
Gen 3 Mobile Processor



On-device Al
can support

a variety of
Gen Al models

A broad number of Gen Al
capabilities can run on device
using models that range from
1 to 10 billion parameters

We can run models with
over 10 billion parameters
on device today and
anticipate this growing
substantially in the coming
years

Assuming INT4 parameters

Text-to-image ]
Dialog and NLP |
Programming ]
Mathematical reasoning I

Combinatorial optimization

Image understanding e

Video understanding

Collaborative robotics |

10 100 1000

—

0.1

Model size (billions of parameters)
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C& Text Prompt. | )

“Voice prompt.”

On-device
personalization

Qualcomm® Sensing Hub

Up to

20 tokens per second

/ Photo Prompt /

Meta Llama 2 and

, = Baichuan powered Al m
Snapdrqgon First to support ﬂ e assistants “

smart Multi-modality &
gen Al models

= ~
H 3| g
g
S -
E Shem ¢

s
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S

Up to

10B

parameter support

Upgraded
Qualcomm®
Hexagon™ NPU
designed for
gen Al
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Qualcomm

Folowuson: f ¥ in o
For more information, visit us at:
qualcomm.com & qualcomm.com/blog

Nothing in these materials is an offer to sell any of the components
or devices referenced herein.

©2018-2024 Qualcomm Technologies, Inc. and/or its affiliated
companies. All Rights Reserved.

Qualcomm is a trademark or registered trademark of Qualcomm
Incorporated. Other products and brand names may be trademarks or
registered trademarks of their respective owners.
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References in this presentation to “Qualcomm” may mean Qualcomm
Incorporated, Qualcomm Technologies, Inc., and/or other subsidiaries or
business units within the Qualcomm corporate structure, as applicable.
Qualcomm Incorporated includes our licensing business, QTL, and the vast
majority of our patent portfolio. Qualcomm Technologies, Inc., a subsidiary
of Qualcomm Incorporated, operates, along with its subsidiaries,
substantially all of our engineering, research and development functions,
and substantially all of our products and services businesses, including our
QCT semiconductor business.
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