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Development of the MP Analyzer user interface at firebird.nps.edu that enabled 

all of the enclosed student models and their discoveries was sponsored by: 



What is Monterey Phoenix? 
q MP is a Navy-developed framework for modeling human, 

technology, and environment behaviors all in one 
framework  

q Behavior is defined as a set of events with two basic 
relations: precedence and inclusion 
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MP	
  Public	
  Website:	
  
wiki.nps.edu/display/MP/	
  
	
  
MP	
  Analyzer	
  on	
  Firebird:	
  
h>p://firebird.nps.edu	
  	
  



MP Event Grammar Logic 
Constructs 



Unexpected and Unwanted Behaviors 
Found using MP Modeling 

q An order processing system enters a waiting state 
after a transaction is cancelled. (Pilcher 2015)  

q A first responder administers rescue medication to an 
unconscious patient, unaware that the medication was 
already administered. (Bryant 2016) 

q The International Space Station is unaware of a 
hazardous condition within a supply spacecraft as that 
spacecraft approaches to dock. (Nelson 2015) 

q A UAV on a search and track mission reaches a return-
to-base condition, then finds and begins to track a new 
target. (Revill 2016) 
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An order processing system enters a waiting state 
after a transaction is cancelled. 
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Invalid	
  Scenario:	
  	
  This	
  order	
  hangs	
  
in	
  a	
  waiGng	
  state.	
  

Valid	
  Scenarios:	
  	
  All	
  orders	
  conclude	
  normally.	
  

Example	
  Found	
  Requirement:	
  	
  The	
  Order	
  Processing	
  System	
  shall	
  end	
  all	
  started	
  
transacGons	
  in	
  either	
  the	
  Cancelled	
  or	
  Delivered	
  state.	
  

Pilcher,	
  Joanne	
  D.	
  “GeneraGon	
  of	
  department	
  of	
  defense	
  architecture	
  framework	
  (DODAF)	
  models	
  using	
  the	
  
Monterey	
  Phoenix	
  behavior	
  modeling	
  approach.”	
  Master's	
  Thesis,	
  Naval	
  Postgraduate	
  School,	
  Monterey,	
  CA.	
  	
  
September	
  2015.	
  



A first responder administers rescue medication to 
an unconscious patient, unaware that the 

medication was already administered. 
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Example	
  Found	
  Requirement:	
  	
  Any	
  Bystander	
  who	
  administers	
  Narcan	
  to	
  an	
  Overdose	
  VicGm	
  shall	
  
place	
  a	
  band	
  around	
  the	
  Overdose	
  VicGm’s	
  wrist	
  that	
  indicates	
  the	
  amount	
  and	
  Gme	
  of	
  the	
  Narcan	
  

dose	
  administered.	
  

Bryant,	
  Jordan.	
  “Using	
  Monterey	
  Phoenix	
  to	
  analyze	
  an	
  alternaGve	
  process	
  for	
  administering	
  
Naloxone.”	
  Capstone	
  Research	
  Project,	
  Science	
  and	
  Math	
  Academy,	
  Aberdeen,	
  MD.	
  June	
  2016.	
  



The International Space Station is unaware of a 
hazardous condition within a supply spacecraft as that 

spacecraft approaches to dock. 
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Nelson,	
  Cassie.	
  “Modeling	
  a	
  spacecraa	
  communicaGon	
  system	
  using	
  Monterey	
  Phoenix:	
  a	
  systems	
  
engineering	
  case	
  study.”	
  Master's	
  Project,	
  Stevens	
  InsGtute	
  of	
  Technology,	
  Hoboken,	
  NJ.	
  	
  November	
  2015.	
  

Example	
  Found	
  Requirement:	
  	
  The	
  ISS	
  shall	
  abort	
  docking	
  operaGons	
  with	
  a	
  spacecraa	
  that	
  has	
  an	
  
invalid	
  heartbeat	
  comparison,	
  even	
  if	
  the	
  ISS	
  heartbeat	
  comparison	
  is	
  valid.	
  



Revill,	
  Michael	
  B.	
  “UAV	
  swarm	
  behavior	
  modeling	
  for	
  early	
  exposure	
  of	
  failure	
  modes.”	
  Master's	
  Thesis,	
  Naval	
  
Postgraduate	
  School,	
  Monterey,	
  CA.	
  	
  September	
  2016.	
  

A UAV on a search and track mission reaches a 
return-to-base condition, then finds and begins 
to track a new target.  

Invalid	
  Scenario:	
  	
  Target	
  tracked	
  
aaer	
  bingo	
  fuel	
  condiGon	
  

Valid	
  Scenario:	
  	
  Object	
  detected,	
  tracked,	
  and	
  
determined	
  by	
  Swarm	
  Operator	
  to	
  be	
  a	
  valid	
  target	
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Example	
  Found	
  Requirement:	
  	
  A	
  UAV	
  that	
  has	
  found	
  a	
  possible	
  target	
  aaer	
  reaching	
  bingo	
  fuel	
  shall	
  
relay	
  the	
  LKL	
  of	
  the	
  target	
  to	
  the	
  Swarm	
  Operator,	
  then	
  conGnue	
  to	
  return	
  to	
  base.	
  

Example	
  Found	
  Requirement:	
  	
  A	
  UAV	
  that	
  has	
  reached	
  a	
  bingo	
  fuel	
  condiGon	
  shall	
  request	
  permission	
  
from	
  the	
  Swarm	
  Operator	
  to	
  track	
  any	
  new	
  targets	
  found.	
  

Example	
  Found	
  Requirement:	
  	
  A	
  UAV	
  shall	
  only	
  track	
  targets	
  found	
  
before	
  reaching	
  bingo	
  fuel	
  condiGons.	
  	
  	
  



What does MP do differently to enable 
unwanted behaviors to present? 

q  MP is able to expose behaviors missed by other approaches 
because of the way in which it partitions architecture models: 

•  behaviors in different components are modeled separately 

•  then, known / desired interaction constraints are imposed upon those 
models 

q  Exhaustive computation of all possible behaviors up to a 
specified scope substantially improves scenario coverage 

•  automatically generated scenarios contain both desired and potentially 
undesired behaviors that may have otherwise remained undiscovered 

q  MP is not a competing framework, but offers a step function in 
improvement to other analysis frameworks when used for the 
scenario generation behind those analyses 
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What is Scope? 

!
The  Small  Scope  Hypothesis:  most  flaws  in  models  can  

be  demonstrated  on  small  counterexamples  




Behavior model V&V criteria  



MP-based formal method for 
conducting behavior model V&V  

VerificaGon	
  of	
  component	
  behavior	
  
models,	
  pre-­‐scenario	
  generaGon	
  	
  

VerificaGon	
  of	
  SoS	
  event	
  traces,	
  
post-­‐scenario	
  generaGon	
  



Conclusions & Way Ahead 

q Unspecified and potentially invalid behaviors were exposed 
by students ranging from high school to graduate level 
education. 

q  Suggests that this lightweight formal method approach is 
user friendly for practitioners with basic skills in logic and 
logical thinking.   

q  Follow on work will test the method on a more extensive 
set of MP behavior models 
•  improve and extend the V&V criteria, along with the methods 

and environments in which they are employed. 



MP Value Proposition 

q By generating the exhaustive set of possible events 
and interactions for each actor, MP makes a far more 
complete set of use cases for: 
•  identifying and steering emergent behaviors. 
•  use in performance/safety/security/other -ility analyses.   

q The MP approach allows for more thorough and 
continuous V&V, earlier in a system’s lifecycle. 
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Questions 


