"7 NAVAL

“ POSTGRADUATE
\/  SCHOOL

CC4913 Final Project Briefing
Winter 2015

POC: Dan C. Boger
dboger@nps.edu/831.656.3671




Séf?émum Ove rVi eW

.y,;)_:f’ SCHOOL

 Background

* RF Risks and Planning Factors
* Wargame

* Non-RF Opportunities

e Wargame

e Observations

e Recommendations
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=& tew Assumptions and Constraints

N4

e Classification level (UNCLAS) limited Cyber inclusion.
However, the Cyber domain is an important
consideration. For example, attack on SATCOM by
Cyber at NCTAMS kills uplink AND downlink.

e Active sensors not considered (Radar) - this is a C2
exercise but is becoming an EW wargame.

e Position and Timing not Considered (GPS)

e Research scope was primarily focused on Navy
solutions. Joint assets will provide more alternatives.

e Affordability not considered but realism tempered
good ideas (SOSUS and blimps etc. )

 Weather and sea state will define limits for non-RF
communication paths. We cannot control the weather.
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Note: Each Wolfpack unit is a “node” in the 802.16 wireless mesh network.
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. . You’re never there
Radiate and Die

e “poor MP radio security

when | need You
* “Its pilot hurriedly explained that he

allowed German had suffered radio failure and so had
eavesdroppers to track sped back to report personally that
the enemy force contained three

Third Army troop e,

. carriers.
movements by route, unit, — Account of Japanese scout plane at
and destination...”

— Challenges faced during Patton’s relief of
Bastogne




POSTerwouATe C2 Levers to Mitigate Risk

If we assume a contested -but
electromagnetic spectrum against In order to execute NCW we must
a 5°ph'_5t'CS'IC:ed adversary tEe” communicate at some point, and
every active RF transmission has to ,
be considered a risk exposure at that point thg channel must be
event available

Risk of
Detection

Availability
of Channel

Organization
Procedures
Technology
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e Command Philosophy

 Delegation of Authority Reduce risk by
 Organizational Structure reducing

e Leadership Placement exposure...

* Training

 Data Compression

e Robust non-RF Alternatives The best .form of
e No Comm Plans TransSec is to not

e Lost Comm Plans Trans
e EMCON Plan (NOW)
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e Risk of Detection: Enemy
— Don’t/Reduce Transmission

— Hide Transmission
* Decrease Power
e Directionality
e Spread Spectrum
e Out of Band

e Availability of Link: Weather and Enemy
— Decrease Requirement

— Increase throughput/gain
* Frequency
* Increase Power
e Directionality

— Redundant Links
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Wavelength 30 km 3 km 3m 3 cm
| e L m——
w e Lo [ e (et I
e e
Frequency 10 1 100 MHz 10 GHz
Miles 1000 100 50 30 50
Power({kW) =50 50 5 <5 <5
Anti-jam
ANte Capability
= ] ]
| Range/Power
Required

lonospheric Disturbances Atmospheric Absorption
(Space Weather)

(Surface Weather)
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Medium Transmission Rate Time to Transmit Number of Phone
5MB Calls
CPEG Report

VLF 50 bits/s 1000 miles 27 hrs ~75 WPM
@ 50 bits/s

LF 75 bits/s ~100 miles 18 hrs ~100 WPM
@ 75 bps

MF 75 bits/s ~100 miles 18 hrs Limited Voice
@ 75 bits/s

HF 75-1200 bits/s ~50 miles 1.3 hrs ~ 100 Calls
@1000 bits/s (3 Khz channel)

VHF 1.2-9.6 kbits/s ~30 miles 1.1 hrs ~ 1,000 Calls
@ 1.2 kbps

UHF 2.4 Kbps + ~30 miles 30 min ~10,000 Calls
@2.4 kbps

SHF 2..4-250 kbps ~50 miles 8 min ~100,000 Calls
@9.6 kbps

EHF 100 Mbps ~50 miles .38s * ~1,000,000 Calls
@100 Mbps
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Figure 2. Temporal (left) and spatial (right) variation of cloud cover percentage in the South China Sea in 2003 - 2009.

Average Cloud coverage in South China Sea : 85%
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Surface Winds and Sea State

Table showing principal areas affected and months in which tropical storms normally occur

General
Area Wind Jan Feb Mar Apr May Jun Tul Aug Sep Nowv
Direction

South China Sea NE

Eastern China Sea NE-N
) Yellow Sea N-NW
2 Japan Sea N-NW
=
é Morth Indian Ocean NE
£
§ South China Sea SW
5 Eastern China Sea SW-S
= Yellow Sea SW-SE

Japan Sea SW-5-E

North Indian Ocean SW

z

Indonesian waters W-NW =
o Arafura Sea NW
o
'_E; N and NW Australian Waters W-NW
g
T
'Fa. Indonesian waters SE
&

Arafura Sea SE

|
N and NW Australian Waters SE-E
|

Seasonal Winds - normal periods

Figures indicate typical wind force (Beaufort)

Seasonal Winds - variable periods at onset and termination

Seasonal Wind/Monsoon Table - West Pacific and Indian Ocean
Table (5.13)

Source: NP 100
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Rl rous Space Weather Factors

e Main Factor: Rain, more serious at e Scintillation: variation in signal
higher frequencies (Ka) than lower amplitude caused by variations in the
ones (C and Ku) reactive index in the ionosphere (0.2

e Gaseous attenuation : electromagnetic to 0.5 db at 20 GHz and 0.2t0 0.7 db
waves absorbability by gases(0.2 to at 30 GHz)

0.7 db) e “sun-outage” effect

e Cloud attenuation (0.1 to 0.8 db at 20
GHz and 0.3to 1.7 db at 30 GHz)

Space Debris and Micro-meteoroids
Signal depolarization due to Faraday

e Potential interference from terrestrial Rotation (linear polarization)
sources frequency [Ghz)
- 10 15 30 6077 100 150 300
10{} T T T T T '|'. —pll b |
60 GHz 183 GHz
0 see level # /\
E 4 lin '. 11ﬁfw L
f‘ I' II /
@ [+ '\ )
.Eﬁ 22 GHz /AN h A
o 0 _ 11 HO
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US Fleet

Communications | SATCOM/ Estimated | TDL/Flight Deck Persistence/Beaufort
Mast Scale op limits (up to)

Waveglider SV3
Riverine Special Mission
11 meter RHIB

34FT Patrol

Marine Protector Class PB (87’)

Island Class PB (110’)

Sentinel Class Cutter (154’)
Cyclone PC (170’)

Reliance Class Cutter(210’)
Famous Class Cutter(270’)
HSV (300’)

LCS Freedom (360’)
Hamilton Class Cutter(378’)
LCS Independence (393’)
Legend Class Cutter (418’)
DDG (505)

CG (567’)

WIFI/Cellular
VHF/?

VHF

VHF

HF/VHF/UHF

HF/VHF/UHF

HF/VHF/UHF
HF/VHF/UHF
HF/VHF/UHF
HF/VHF/UHF
HF/VHF/UHF
HF/VHF/UHF
HF/VHF/UHF
HF/VHF/UHF
HF/VHF/UHF
HF/VHF/UHF

HF/VHF/UHF

YES/2-4ft
NO
NO
NO

NO

NO / 45ft

NO / 40ft
YES / 60-70
No / 60
YES / 50-60
? / 60ft

UHF/SHF/EHF / 70ft

YES / 60-70ft

UHF/SHF/EHF /60-70ft

YES / 80-90ft

UHF/SHF/EHF /105ft

UHF/SHF/EHF /110ft

NO
NO
NO

NO/No

NO/No

NO/No

NO/No
NO/Yes
NO/Yes

?/Yes
11/16/Yes
4A/Yes
11/16/CEC/Yes
?/Yes

Years/11+

6-10 hours/4
6-10 hours/4
6-10 hours/4

3-5 days/8

5 days/8

5 days/9

5-7 days/9
9-10 days/9
10-12 days/9
3-4 days/8
2-3 weeks/10
2-3 weeks/10
2-3 weeks/10
2-3 weeks/10

4A/11/16/CEC/GCCS-M/Yes  2-3 weeks/10

4A/11/16/CEC/GCCS-M/Yes  2-3 weeks/10
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Coalition Capabilities

Country Class Communications SATCOM/Estimated TDL/Flight Deck Persistence/Beaufort
UHF/VHF/HF Mast Scale op limits (up to)
SINGAPORE FORMIDABLE (114m) YES YES/ 110 ft DSTA/ YES 1-2 weeks/ 10
VICTORY (62.4m) YES YES/ 60-70 ft ELBIT/ NO 3-4 days/ 6
FEARLESS (55m) YES YES/ 50 ft NO/ NO 5 days/ 4
ENDURANCE LPD (141m) YES YES/ 90 ft NO/YES 3-4 weeks/11
INDONESIA AHMAD YANI (FFG) (113m) YES YES/ 90 ft SEWACO V/ YES 2 weeks / 10
CORVETTE’s (75-91m) YES YES/ 50-90 ft SEWACO V/ Y / YES (NOT 5-6 days / 8
ALL)
FAST ATTACK CRAFTs (50-58m) | YES NO/ 45-50ft TACTICOS/NO 1-4 days/ 4
PATROL CRAFTSs (36-58.1m) YES NO/ 30-50 ft NO/NO 1-2 days/ 4
PHILIPPINES PILAR (FFG) (115m) YES YES/ 60-70 ft SCCS 378/YES 2-3 weeks/ 8
JACINTO (CORVETTE) (62m) YES YES/ 50-60 ft NO/NO 4-5 days/ 6
PATROL CRAFTS (23.8-54.6m) | YES NO/ 30-70 ft NO/NO 1-3 days/ 3
BRUNEI DASUSSALAM (CORVETTE) YES YES/ 50ft NO/YES 2-3 weeks/ 7
(80m)
PATROL CRAFTS (21.7-41.3m) | NO/YES/NO NO/ 20-35ft NO/NO 2-4days/ 4
VIETNAM GEPARD (FFG) (102m) YES YES/ 70ft BAND STAND/ YES 2-3 weeks/ 11
PETYA (FFL) (82m) YES YES/ 60ft NO/NO 2-3 weeks/ 6
CORVETTEs (56-62m) YES YES/ 50-70ft NO/NO 4-5 days/ 6
PATROL CRAFTs (34-50m) YES NO/ 30-50ft NO/NO 1-3 days/ 3
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Aviation Data Relay Platforms

Manned
Aircraft Relay Range On Station Time
E-3 Sentry 300 nm 8 hrs
E-8 JSTARS 300 nm 9 hrs
C-130 Hercules 300 nm 4+ hrs *
E-2D Hawkeye 300 nm 6 hrs
P-8 Posiden 300 nm 4 hrs
MH-60R 100 nm 4 hrs
* Depending on Model and configuration
Unmanned
Aircraft Relay Range Frequency Band On Station Time
RQ-4 Global Hawk 300 nm X (LOS), Ku SATCOM 28 hrs
MQ-1 Predator 300 nm C (LOS), Ku SATCOM 24 hrs
RQ-7 Shadow 60 nm C (LOS) 7 hrs
MQ-8 Fire Scout 100 nm Ku (LOS) 12 hrs




S, Koo Directional RF Capabilities

v/

e Hawklink (TCDL) e Battle Force Tactical
— Ku band data link Network (BFTN)
— 10.71 to 45 Mbps — HF and UHF data link
— Low probability of — Data Rate
detection and intercept e HF =9.6 to 56 Kbps
— Currently incorporated * UHF =38.4 to 256 Kbps
on MH-60R and MQ-8 — Currently being
Fire Scout incorporated on surface
— Connect to SQR-4 combatants
ground station — |IP based protocol to
work with ADNS and

CENTRIXS-M
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<, oo Simple RF Analysis

Legend

Friend by Reef

— Maritime Bound aries
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s Simple RF Analysis
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* Leverage communications methods outside the
conventional RF spectrum (e.g., acoustic, visual, etc.) in
order to control the brief and intermittent activation of RF
communications methods during partial EMCON periods.

* Allows for essential communications between units
operating under full EMCON, and/or within a jamming
environment.

e Potential methods of Network Optional Warfare
communications

— Lasers

— Flashing light (visible/IR/UV/?)
— Underwater/acoustic

— QR codes

— Data Mule
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e Line-of-sight communications via laser

e Capabilities
— Theoretically infinite range
— High data rate (10Gbps+)

* Limitations
— Line-of-sight
— Dependent on stable terminals
— Atmospherics cause attenuation



B K Flashing Light

 Transmit data encoded in flashing visible or infrared light signals

e Capabilities
— Not dependent on highly directional beams
— IR not visible to human eye

* Limitations
— Low data rates
— Limited range
— Line-of-sight
— Affected by atmospherics
— Potentially gives away position
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Data transfer through modulated acoustic signals
across networks of hybrid subsurface/surface nodes

Capabilities
— Bridges gap between surface/subsurface communications

— Low probability of detect/intercept by above-surface
Sensors

Limitations
— Low data rate
— Short range
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e Visible-light communications using Quick
Response (QR) code standard

e Capabilities

— Moderate data rate adjustable through error
correction and dynamic resolution scaling

* Limitations
— Short range
— Affected by atmospherics
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 Move data through a physical platform (UxV,
aircraft, etc.)

e Capabilities
— Effectively infinite capacity (terabyte+ storage per
mule)

e Limitations
— Transmission only as fast as the vehicle
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Medium Transmission Rate Time to
Transmit 5MB
CPED Report

QR Code 21x21 = 441bits/frame 1-750 m 1.26hr

2/3 locator squares * 441 bits/frame @ 8.82Kbps

* 30 fps = 8.82Kbps
Visible Light 100-500 Mbps 1-4 km 0.4sec
Communication (VLC) @ 100Mbps
Free Space Optics 1-10 Gbps 500m — 147km 0.04sec
(LOS) @ 1Gbps
Digital Flashing Light  2-5 bps LOS 11 Days
Free Space Optics 622 Mbps 0 0.064sec
(SATCOM)
Undersea 2.4 — 300 Kbps 2 — 12km 10.42min

@ 64Kbps




L RF/Non-RF Continuum

Ops Normal RF Constrained RF Challenged

Full-Spectrum
RF

Decreasing RF availability/range

onre — (] 0 g )

L(:: CZAL @ Aﬁ 'i;é\?;: @ ﬁﬁ @

Mon-RF Mon-RF Mon-RF
[on demand)
RF RF RF
CZw/ S ——— —_—>
Higher H S — € - — ===
& Q HQ  Mon-RF ﬁﬁ HQ  Non-RF ﬁ HQ Non-RF ﬂ,ﬁ
€----- €-=-===




S8 Bhew NOW: Mission Agile EMCON

 Implements a agile mix of RF and non-RF
communications channels.

e Variable and intermittent use of the RF spectrum
denies adversary ability to gain meaningful
intelligence, and complicates their
communication-jamming plan.

e Leverages the power of perception. We choose
when and where we are seen/heard, and how
much.

e Full RF spectrum use reserved for presence ops.

e Kinetic response employs mission-essential RF,
augmented by non-RF means as required.



i Agile EMCON

120 180 240

— Miles

Disputed

Legend

L) Fricoly Feet
—— Marsime Soundres
soversign

Dispunad
Bathymetry
TWALLE>
[ ]-tesm- 20
[IEEECEE R
[ azseszssss- =
| R

Vietnam

Malay sia -

Streethap Coptnbitons, and the GIS

fo derived from open sources 4

Michail for CC4913

HO, GEBCO., Esri, HEREL Deliorme, TomTo Ly
LS & COMImUnity ;



’ NAVAL

[ ]
......mn.... POSTGRADUATE G a A n a I S I S
\g,;’f SCHOOL

e Sensor Link Availability

e SATCOM Uplink

e No LPI/LPD MF through UHF

* Non-SATCOM BLOS

 Limited non-RF Channels

e Coalition Technical Integration

e Coalition Security Compartmentalization

e Limited Networking Capability/IP Convergence
e HOJ anti-radiation Weapons

e Last Ditch Link




L Recommendations

e Plan for EMCON

e UAS links are at risk with no clear solution, investigate options
e SATCOM uplinks are at risk, do not plan on uplink availability

e Omni MF-UHF Comms introduce risk, avoid use

e Use directional HF to flow information back out of AO to advantaged
nodes

e Use SATCOM downlink to push info back into AO

 Begin convergence of all lasers to range, target, and communicate
 Develop high capacity digital semaphore

e Optical link seems best option for disadvantaged platforms

e Plan and prep fly-away kits and liaison teams for coalition
interoperability

e Demand no more P2P systems -all devices must network/bridge/gateway
e Develop counter jamming kinetic and non-kinetic solutions
e Develop beacon/black box last resort solution
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